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Abstract—Sensing and networking have been regarded as key
enabling technologies of future smart vehicles. Sensing allows
vehicles to be context awareness, while networking empowers
context sharing among ambients. Existing vehicular commu-
nication solutions mainly rely on homogeneous network, or
heterogeneous network via data offloading. However, today’s
vehicular network implementations are highly heterogeneous.
Therefore, conventional homogeneous communication and data
offloading may not be able to satisfy the requirement of the
emerging vehicular networking applications. In this research,
we apply software defined network (SDN) to the heterogeneous
vehicular networks to bridge the gaps. With SDN, heterogeneous
network resources can be managed with a unified abstraction.
Moreover, we propose an SDN-based wireless communication
solution, which can schedule different network resources to
minimize communication cost. We investigate the problems in
both single and multiple hop cases. We also evaluate the proposed
approaches using traffic traces. The effectiveness and efficiency
are validated by the results.

Index Terms—Handoff, VANET, Software Defined Network,
SDN, optimization

I. INTRODUCTION

With the advancement of information and communication
technology, more and more things in people’s daily lives
are becoming smart. Smart phones, smart TVs and smart
watches are growing rapidly and have significantly changed
people’s life style. Meanwhile, vehicles have been considered
as the next impactful smart thing that can also potentially
exert influence on everyone [1]. To enable a smart vehicle,
context awareness through sensors and context sharing via
networks are both essential. Today, modern vehicles have
already been equipped with more than 100 sensors, and their
sensory parameters, ranging from fuel consumptions to engine
temperatures, can be obtained via the onboard diagnostic
(OBD) interface [2]. Besides onboard sensors, vehicles can
also leverage the sensors from smartphones as drivers are very
likely to connect their phones to the vehicle while driving.
Moreover, researchers have validated that by sharing sensory
data among vehicles via vehicular networks can remarkably
improve the overall sensing performance [3]. Therefore, ve-
hicular networks are fundamentally important for sensory data
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transmission and have attracted much attention from both
industry and academy in recent years.

Vehicular network aims to connect vehicles to the cloud,
roadside units (RSU), and ambient vehicles using wireless
communication technologies. Compared with other types of
wireless networks, smart vehicle based wireless networks are
more complicated due to the heterogeneity. Currently, many
vehicles are able to access Internet via cellular networks like
GPRS / EDGE / UMTS / LTE. Meanwhile, IEEE has released
standard 802.11p [4] for vehicular ad-hoc network (VANET)
that can establish vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) connections using dedicated spectrum. In
addition, other wireless technologies like IEEE 802.11 ac/ad
[5], ZigBee [6], Bluetooth [7], RFID [8], and WiMAX [9]
have also been applied as alternative technologies. Device-to-
device (D2D) communication is very promising to be included
in the future 5G networks [10] [11], which will further increase
the heterogeneity of vehicular networks. What is more, it is
quite often for a vehicle to equip multiple wireless interfaces
onboard simultaneously (e.g., Cellular network and RFID).

Generally speaking, there are two paradigms of vehicular
sensory data transmission: single hop and multiple hops.
Single hop transmission directly passes the sensory data to
ambient vehicles, road side units, or the cloud. Such examples
include vehicle speed/location sensing, emission sensing, etc.
Multi-hop transmission is usually used in distributed applica-
tions, such as distributed traffic speed estimation and crowd
sensed data collection [12]. Therefore, both of them should be
well treated.

Data transmission over such a heterogeneous network poses
a number of challenges that need to be properly considered.
First, the heterogeneity of these wireless technologies makes
the interconnection and interoperation an intractable task. As it
can lead to network fragmentation and inefficiency of network
resource utilization. Moreover, different wireless technologies
have different performance (e.g., throughput, bandwidth, or
latency) and communication cost, and vehicular networking
applications also have a variety of requirements for network
resources. Arbitrarily selecting one or multiple network in-
terfaces for communication may not be able to satisfy the
requirements of an application. Instead, network resources
must be allocated carefully. In summary, two problems are
caused by the heterogeneity. The first is interoperability, while
the second is resource utilization.

Researchers have already proposed many vehicular sensing
applications, ranging from driving safety [13] to vehicular
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crowdsourcing [14], and most of them only rely on a single
type of wireless network. For example, safety applications
usually utilize IEEE 802.11p for V2V communications, and
infotainment applications often access the Internet via cellular
networks. In order to improve the network performance and
reduce the communication cost, mobile data offloading [15]
has been employed. In these scenarios, WLAN or other metro-
scale networks are generally used as a complementary network
to deliver data that are originally transmitted via cellular
networks [16] [17]. Additionally, handoff among homoge-
neous networks [18] and heterogeneous networks [19] [20]
have also been proposed to improve the network availabil-
ity. These researches have remarkably thrived the evolution
of vehicular networks. However, imperfections remain for
vehicular network to support a wide range of real world
applications. Foremost, statically assigned data offloading and
handoff are not flexible enough, especially when the vehicles
are moving fast and the external environment changes rapidly.
Moreover, current approaches also lack of unified abstractions.
Consequently, these existing approaches may not be able to
fully leverage the underlying network resources.

Software defined networks (SDN) is a novel network
paradigm in which the control and data plane are decoupled
and network resources are managed by a logically central-
ized controller. Furthermore, devices from various vendors
can communicate with each others via a standardized in-
terface(E.g., OpenFlow). Therefore, it significantly simplifies
the network management and offers a programmable and
flexible network architecture. In addition, the model of SDN
is generic enough to be applied to both wired and wireless
networks. Extensive studies have been conducted in applying
SDN to wireless networks [21]. With the benefits brought by
SDN, we firmly believe that SDN is promising to bridge the
gaps between applications’ demands and today’s limitations in
vehicular networks.

In this research, we propose to empower vehicular networks
by utilizing SDN as the unified resource manager. We name
the paradigm Software Defined Vehicular Networks, or SDVN.
To demonstrate the advantages of SDVN, we design a novel
network resource scheduling solution on top of SDVN. In this
solution, we perform centralized scheduling of all network
resources in the control plane of SDVN. Whenever an applica-
tion wishes to transmit data, SDVN can adaptively choose the
optimal network interfaces from all available candidates. Our
algorithm ensures that the communication cost is minimized
while the requirements of applications can still be satisfied.
Moreover, it applies to both single hop and multi-hop trans-
mission scenarios.

To the best of our knowledge, we are the first to study het-
erogeneous vehicular communications under software defined
networks. The contributions of this paper can be summarized
as follows:

o We propose a novel data transmission method for hetero-
geneous vehicular networks, based on the SDN architec-
ture.

o« We present two mathematical models to formally rep-
resent the dynamic nature of software defined vehicular
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Fig. 1. Heterogeneous vehicular communication

networks. One for single hop and the other for multiple
hop communication.

e We study the problems of both single and multiple
hop unicast under SDVN. The problems are rigorously
formulated, and two different solutions are proposed.

« We conduct extensive evaluations using real traffic data,
and the results validate our solution.

The reminder of this paper is organized as follows: In
Section II, we present the system model of SDN based
vehicular network, and the mathematical tools that can be used
to model SDVN. Section III and Section IV formulate the cost
efficient network scheduling problem formally, and describes
different solutions for the problem. After that, Section V
evaluates the proposed solutions and the insights of the results
are explained. Section VI summarizes the related researches on
wireless communication in heterogeneous vehicular network,
and software defined wireless networks. Finally, Section VII
concludes this paper.

II. SYSTEM MODEL
A. Software Defined Vehicular Networks

In real vehicular networking applications, it is very common
that a vehicle can have multiple network interfaces onboard
simultaneously. These interfaces can be WiFi, DSRC, UMTS,
WiMAX, Bluetooth, and etc. A typical example of such
scenario is depicted in Fig. 1. To apply SDN to such a
heterogeneous network, the first step is to build a unified
abstraction on top of them. In this work, we treat all network
devices equally as abstracted nodes in an overlay network, this
abstraction is also illustrated in Fig. 1.

To apply SDN, it is also important to decouple the control
and data plane, which are originally both implemented by the
dedicated onboard hardware. In this research, the control plane
is designed to be located at the cloud side. It is responsible for
making centralized decisions of all data packets forwarding
by installing corresponding flow table entries at data plane
elements. The data plane elements then forward data packets
according to the flow table. The data plane elements include
all vehicles and the corresponding infrastructures, such as
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RSUs and base stations. Fig. 2 illustrates the logical system
architecture.

However, directly apply SDN to vehicular networks entails
several challenges. The key difficulty is how to mitigate the
management overhead introduced by the control plane and
data plane communication. In traditional wired SDN, data
are forwarded through guided media such as optical fibers.
Therefore, the topologies seldom change and the overhead
for the control plane to maintain the topology information is
relatively low. However, in vehicular network, the nodes are
composed of highly dynamic vehicles. The cost of tracking
the positions and connectivities of all vehicles is unacceptably
high.

The connectivity between data plane and control plane is
also vital for this architecture. Since not all data plane elements
can be directly connected to the control plane with stable
wired network connections. In this architecture, both RSUs
and the base stations can reach the control plane via wired
networks, which is quite similar to the deployment of SDN in
wired environment. We call these parts stationary data plane.
The mobile data plane, which is composed of highly dynamic
vehicles, should be specially treated. Vehicles can reach the
control plane through cellular networks, ambient RSUs, or
multi-hop relay, and different wireless media could lead to
different level of overhead and reachability. In this research,
we adopt a trajectory prediction scheme to reduce the com-
munication overhead and handle the frequent disconnection.

The predictability of trajectory is a unique feature of vehi-
cles [22]. With predictable trajectory, it is possible to estimate
the location of a vehicle in the near future. Moreover, we
can also predict the future connectivity of different wireless
interfaces, given the location of the vehicles, RSUs and the
corresponding communication ranges. Therefore, the network
availability in the near future can also be regarded as an input
in this research. The control plane does not need to monitor
the vehicles with a high frequency. Fortunately, researchers
have developed both macroscopic and microscopic models for
trajectory prediction [23], which can be directly employed in
SDVN to reduce the overhead of control plane.

With the aforementioned preliminary knowledges, the soft-
ware defined vehicular networks can be defined as:

Definition 1: Software Defined Vehicular Network
(SDVN): Software defined vehicular network is a vehicular
network paradigm whose data forwarding decisions are con-
trolled by the logically centralized control plane. It heavily
utilizes vehicle trajectory predictions for network resource
management.

B. SDVN Modeling

To precisely describe the SDVN, we need to develop
rigorous mathematical models that can reflect the dynamic
behavior of the network topology over time.

For single hop communications, given a fixed number of
source and destination nodes, the connectivity between two
nodes and the bandwidth are not fixed at different time
period. Therefore, we can use a matrix to denote the network
availability.
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Fig. 2. SDVN enabled network architecture

Definition 2: Modeling of single hop communication in
SDVN:

Single hop communication in SDVN can be modeled using
a network availability matrix P("x) \where n is the number
of network interfaces and ¢ is the number of time periods
in trajectory prediction. We use p;; € P("*%) to denote the
bandwidth that network ¢ can provide at time j. If p;; = 0, it
means the network ¢ is not available at time j.

For multi-hop communication, we must consider the con-
nectivity of all intermediate nodes. In this case, the previous
matrix based modeling can hardly be used, because there
should be a network availability matrix for every pair of nodes,
which result in a high dimensional matrix. Therefore, we need
to employ a simpler mathematical model. In this research, we
utilize dynamic graph to model multi-hop communications.

Definition 3: Modeling of multi-hop communication in
SDVN:

Multi-hop communication in SDVN can be modeled by
a time dependent graph, whose edges change with time. A
time dependent graph can be denoted as a 4-tuple G =
(V,E, T, ), where

e V is a set of vertices, and the number of vertices is
V][ = m;

o E C{V xV}is a set of connection between vertices;

o T =[t1,-t:] € NT is a set of consecutive equal-length
time periods, or lifetime of the graph. The period length
of a single time period is denoted as [;

o P € ExT —{0,1} is the weighted presence function
of a specific edge, where & (e,t) = x represents the
weight of edge e is z.

In SDVN, the network elements, such as RSU, vehicles,
etc can all be represented by vertices in a time dependent
graph G. The communication links are modeled as edges
in G. The weight in weighted presence function & can be
defined according to different application requirements. It can
be network bandwidth, wireless spectrum, or a combination
of them. The communication cost of edges can be denoted as
C'(e). It can be the cost of a physical link, or a combination
of multiple links.

The notations and symbols in this paper are summarized in
Table L.
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TABLE I
SUMMARY OF NOTATIONS
Symbols Definition
p(nxt) Network availability matrix for single hop communication.
pij € P("Xt) | The bandwidth of that network i can provide at time 7.
c Vector of unit cost.
c; € c Unit cost of network interface 3.
g Time dependent graph. G is a 4-tuple (V, E, T, 2).
m m = ||V||, the number of vertices in the graph.
n n = ||E||, the number of edges in the graph.
t t = || 7|, the number of time periods in time dependent
graph.
P(e,t) Weighted presence function.
b The bandwidth requirement of an application.
S(nxt) Handoff schedule matrix for single hop communication.
s,d Multi-hop routing source and destination nodes.
C(e) Communication cost of edge e.
FI RS An inseparable or a separable flow.
BW(F) Total bandwidth of a flow, no matter separable or insepa-
rable.
PF(F) The profit of a path.

III. SINGLE HOP DATA TRANSMISSION

We first discuss the case of single hop data transmission.
From previous discussion, we know that the heterogeneity of
networks also brings a number of opportunities to transmit
similar amount of data with lower network cost. E.g., cellular
networks usually cover a wide range of area and can provide
satisfactory connection speed via 4G communication. How-
ever, the communication cost is relatively higher. In contrast,
the speed and coverage range of DSRC is quite limited.
But the cost can almost be neglected. Moreover, it is also
the common case that a vehicle may choose to use multiple
network interfaces simultaneously. E.g., use WiFi and UMTS
to transmit / receive data at the same time. This approach can
further increase the overall bandwidth.

To ensure the quality of service, applications may have min-
imum bandwidth requirement. In down-link communications,
it can be stream data rate. In up-link, it can be sensor sam-
pling frequency. When scheduling data transmission among
heterogeneous networks, the bandwidth requirement must be
satisfied. Therefore, in this research, we set the bandwidth
requirement as a hard constraint and the overall cost to be the
objective function we want to minimized.

A. A Motivating Example

To have a better understanding of the problem we study,
Fig. 3 demonstrates a running example of it. Suppose there are
three wireless interfaces: WiFi, cellular network and DSRC,
and their communication costs per unit time are also given
in Fig. 3(b). With the help of trajectory prediction, we can
estimate the availability of network, and the bandwidth they
can provide in a short period of time in the future, as shown in
Fig. 3(a) (0 means the network is unavailable). We also know
that the application requires to transmit 25 data volume from
time period 1 to t5.

(a) Network Availability Matrix

1 t2 13 t4 t5
WiFi 0 6 6 0 0
Cellular | 5 5 5 5 5
DSRC 2 0 0 0 2
(b) Network Cost Vector

WiFi Cellular | DSRC

Cost 5 10 1
(c) Scheduling Solution Example

t1 | t2 | t3 | t4 | t5 || Cost | Data

st|]c|]Cc|]CcC|C]|C 50 25
S2| D|W|W|]C|D 22 21
S3|C|W|wW|]C]|C 40 27

|s4|cp|wc|wec| c [cD]| 62 | 41 |

Fig. 3. An instance of the problem and its sample solutions. (a) The predicted
bandwidth a wireless interface can provide in the future. (b) The unit cost of
a wireless interface. (c) Possible scheduling solutions and the corresponding
cost and data volume. C stands for cellular, D for DSRC and W for WiFi.

With these information as given, we can have multiple
candidate solutions of how to schedule the network usage.
Three of these scheduling policies are listed in Fig. 3(c). The
corresponding total communication costs and maximum data
volume are also listed in the table. S1 is the simplest solution,
there is no handoff and the application uses cellular networks
at all time. S2 uses all three types of networks, and S3 only
uses cellular and WiFi. Take S2 for example, the total cost is
calculated by summing up the unit cost of selected network
interfaces: 1 + 5+ 5 + 10 + 1 = 22, and the maximum data
volume is calculated by adding the bandwidth together: 2 + 6
+ 6+ 5+ 2 =21. We can see that S2 has the minimum cost
among the three solutions, but the maximum data capacity
does not satisfy the application requirement, which is 25.
Therefore, we have to consider S1 and S3, and we discover
that the cost of S3 is smaller than S1. Hence, in this example,
S3 is the optimal among the three solutions. Then, the SDVN
controller can update the flow table on the vehicle to control
the data forwarding according to solution S2.

However, if the application requires to transmit a data
volume of 40 during that time period, selecting a single
interface at a specific time is impossible to satisfy the re-
quirement. Instead, multiple interfaces must be used. Solution
S4 demonstrates such case: in t1 and t5, both cellular and
DSRC are scheduled for data transmission. Similarly for ¢2
and t3, when both WiFi and cellular networks are used. By
doing this, the data volume transmitted can reach up to 41,
which is slightly higher than the required data volume 40.

B. Problem Formulation

With the preliminary knowledges and the running example,
now we can formulate the problem formally, as follows:
Given:
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o n network interfaces and the corresponding cost vector
C™, ¢, € C™ denotes the unit cost of the network i.

o Network availability matrix P("*%) p,; € P("**) means
the bandwidth network ¢ can provide at time ¢.

o The bandwidth requirement of an application: b.

Objective:

Find a handoff schedule matrix S("*?*), and Sij € Snxt),

- 1 network 7 is selected at time j )
Y71 0 otherwise
The objective is to:
Vsij €S
min Z CiSij, 2)
i,
Subject To:
Bandwidth constraint:
Vsij €S
Z 8ijDij > b 3)
4,J

In this problem formulation, Equation 2 is the objective
function, which calculates the overall network communication
cost for the scheduling. Equation 3 is the only constraint,
which calculates the maximum network transmission capacity.
The constraint ensures that the data transmission volume
requirement by the application are satisfied.

In the rest of this section, we introduce two solutions to
the problem. They can be applied to different application
scenarios. The exhaustive search can be applied to small-scaled
applications to find the optimal solution, while the greedy
algorithm is more suitable for large-scaled ones. However, the
optimality is not entirely ensured.

C. Exhaustive Search

From the above problem formulation, we can find out
that the problem is a typical discrete optimization issue.
Intuitively, the simplest solution to the problem is exhaustive
search. The basic idea is to exhaustively enumerate all the
possible combinations for all networks interfaces in all the
time periods. The idea of this algorithm is simple and easy
to be implemented. However, the computational complexity is
considerably high. Suppose there are n network interfaces and
t time slots. The complexity of this algorithm can be calculated
by:

i<n
Z(?)xt:Q”xt 4)
i=0

From Equation 4, we can see that the computational com-
plexity of the exhaustive search algorithm is O(2"t), which is
not polynomial time solvable. In real world applications, if the
number of available network interfaces becomes very large,
the computation time consumption may not be affordable.
Therefore, this solution is only applicable for very small-scaled
network, and acts as a baseline. We have to find an alternative
solution for the problem. In this work, we apply a polynomial
time greedy approximation scheme.

Algorithm 1 The Greedy Algorithm
1: procedure GREEDY(P,C,b)
2: for all s;; €S do

3: if Dij # 0 then

4: Sij & 1;

5: else

6: Sij 0;

7: end if

8: end for

9: loop

10: (z,y) = arg max sCle’
1 if 52759 sijpi; — ¢; < b then
12: return S

13: end if

14: Sy 0;

15: end loop

16: end procedure

D. The Greedy Algorithm

When designing a greedy approximation algorithm, we have
to sacrifice the optimality for complexity in many cases. For
the first step, we start off with an initial case and iteratively
revise the solution according to a certain metric.

In this example, we observe that if all available network
interfaces have been selected, the maximum data throughput
can be achieved. Meanwhile, the total communication costs
is also maximal. If the maximum data throughput can still
not satisfy the constraint, we can safely claim that there
is no solution for this instance of the problem. In other
cases, in order to reduce the cost, we can remove some
selected interfaces gradually one by one, until the bandwidth
requirement is only slightly more than the given constraint.
The observation can be utilized to design a greedy algorithm.
To complete the design, another question is which interface to
remove in every iteration. Obviously, we have to consider both
the unit cost and the bandwidth of the interface. Therefore, we
choose to remove the interface with the maximum cost and
bandwidth ratio.

The complete algorithm is listed in Algorithm 1. At the very
beginning, all the available network interfaces are selected
(Line 2 — Line 8). Then, in every iteration, the algorithm finds
the interface with the largest cost and bandwidth ratio (Line
10) and remove it (Line 14). If removing the interface will
violate the bandwidth constraint, the algorithm will end and
return the current selected interfaces (Line 11 — Line 13).

Let us still use the previous example in Fig. 3 to see how
the algorithm really works. In this example, the cost and
bandwidth ratio of WiFi, DSRC and cellular networks are %,
% and 2, respectively. Therefore, the greedy algorithm will try
to avoid using cellular networks as much as possible. After all
cellular interfaces are removed, it will begin to remove WiFi.
However, please be reminded that this is only a simplified
case. In real world applications, the cost and bandwidth ratio
may be quite complicated and diverse. Even the same network
interface may have different ratios in different time period, due
to the signal strength ,wireless interferences, and other factors.
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(c) Scheduling Solution Example
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Fig. 4. An example of multihop data transmission over SDVN. S is
source node and D is destination node. (a) The unit communication cost
of heterogeneous vehicular networks. (b) The SDWN modeled as a time
dependent graph. (c) Some solutions for flow scheduling, the three tuple in
each cell indicates the source, destination and bandwidth it consumes.

From Algorithm 1, we can see that the complexity of this
algorithm is O(n?t?), which is polynomial time. Therefore,
the computational resource required by this algorithm is much
smaller than the exhaustive search one. However, the optimal-
ity can not be fully ensured.

IV. MULTI-HOP DATA TRANSMISSION

In many cases, data transmission in vehicular networks
involves multi-hop communication. Such examples includes
sensory data fusion, and safety warning propagations. Con-
ventionally, multi-hop data transmission protocols in vehicular
networks are generally distributed, due to the lack of central-
ized coordinator. With the help of SDVN, it is now possible
to schedule the network forwarding in a centralized manner.

A. A Motivating Example

Fig. 4 depicts an example of multi-hop data transmission
over SDWN. Suppose there are two types of wireless interfaces
involved in the communication (represented in solid and
dashed lines), and their unit communication costs are shown
in Fig. 4(a). There are five nodes in the networks in total, and
based on the trajectory prediction, their network connectivity
and the corresponding bandwidth in different time periods
can also be illustrated in Fig. 4(b), which is an instance of
time dependent graph. Then, suppose an application wants
to send 3 units of data from source node S to destination
D. If we only look at the first time period t1, it seems to
be an impossible task. However, we know that the topology
of vehicular networks is highly dynamic. With the trajectory

prediction, we can infer the future network connectivity in a
short time period. By looking at a longer time period (1 -
t4), there are multiple possible solutions of how to schedule
the network flow.

Three of the sample solutions are listed in Fig. 4(c). In
S1, packets are sent from S to A with bandwidth 3. So the
maximum amount of data transmitted to A is 3. In t2, A is
disconnected with other nodes, so no operation is conducted.
In t3, all the three units of data are forwarded from A to C.
Notice that in ?4, the bandwidth between C and D is only 2.
Although there are 3 units of data stored at C, only 2 of them
can be finally passed to D, due to the bandwidth limitation.
Therefore, the total amount of data transmitted for S1 is 2,
and the cost is the sum of three transmission: 2 + 1 + 2 = 5.
Similarly, scheduling according to S2 can transmit 3 units of
data with cost 4. If application demands to transmit at least 5
units of data, only S3 can satisfy the requirement, with a total
cost of 8.

From the aforementioned examples, several observations
can be found: 1) Solution S1 and S2 only use a single routing
path, and the data flow is inseparable. In this case, given an
inseparable flow routing path, the amount of data transmitted
is bottlenecked by the hop with the minimum bandwidth. 2)
To fully utilize the network resources, it is necessary to use
multiple path routing simultaneously, just like solution S3.
We call this scenario as separable flow. In this paper, we will
discuss both cases. As to implementation concern, separable
flow is only supported after OpenFlow 1.1 with group tables.
Unfortunately, most of the SDN controllers, including the one
we use, POX [24], only support OpenFlow 1.0 standard [25].

In addition, we further assume that the storage capacity
of a node is much larger than the network bandwidth, so
that the requirement of storing a certain amount of data at a
specific node can always be satisfied. This assumption makes
sense because the onboard computers of vehicles are usually
equipped with a large volume of external storage to store
digital maps and multimedia files.

B. Problem Formulation

Before we formally formulate the multi-hop routing prob-
lem, we need to formally define separable and inseparable
flow, respectively.

Definition 4: Inseparable Flow:

An inseparable flow from node s to node d in a time
dependent graph G = (V,E,T,Z) can be defined as
FI(VI BT = (s1,71,w1)0U, - -+ ,U(8p, 7, 0y )™, where s;
and 7; denote the sender and receiver of each time period, w;
is the bandwidth it consumes.

It must satisfy the following constraints:

1) (s1=58)A(r, =d);

2) (VICV)A(E' CE);

3) P(sp,Thstr) > wp > 1;

4) szg, (Sk € {Tl, cee ,Tk—l}) ANwg < min{bl, sy bk—l}-

Constraint 1) reveals the requirements of the source and
destination nodes; Constraint 2) exhibits that the flow must
be derived from the given time dependent graph without
adding additional vertices or edges; Constraint 3) ensures the
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existence of the link, and the bandwidth we use must be no
more than that the link could provide; Constraint 4) implies
that the senders of each time period must have received the
previously forwarded message before, and the amount of data
sent must be no more than that they have received.

As we have discussed before, the total bandwidth of an
inseparable flow is bottlenecked by the link with minimum
bandwidth. Therefore, the bandwidth can be calculated as:

BW(F!) = min (e). 6))

VecEr

Definition 5: Separable Flow:

A separable flow from node s to node d in a time depen-
dent graph G = (V,E,T,2?) is a combination of multiple
inseparable flows. It can be denoted as F°(V°, ES) = F] U
Ff...UFL, which satisfy the following constraints:

D > w < P(sk, Ty tr);

VteT
2) Yw;< Y wg.
V2 Vk<jre=s;

In the definition, Constraint 1) reveals that the amount of
data sent must not exceed the total bandwidth that a link could
provide; Constraint 2) exhibits that the amount of data sent
must be no more than that it has received.

The total bandwidth of a separable flow can be calculated
by summing up all the bandwidth of the inseparable flows it
contain:

BW(FS) = > BW(F)). (6)
VF!€FS

With the preliminary knowledges and the running example,
now we can formulate the SDVN multi-hop routing scheduling
problem formally, as follows:

Given:

1) SDVN and the predicted vehicle trajectory represented
by a time dependent graph G = (V,E,T,%?), the
weight of & represents the bandwidth of the link;

2) s € V is the multi-hop routing source node; d € V is
the multi-hop routing destination.

3) C(e) is the communication cost of a specific link.

Objective:

Find an inseparable flow F! or separable flow F°, such
that:

min( Y C(e)) @)
eeET
Subject To:
1) BW(F)>b.
Equation 7 shows that the total cost is the objective function
we want to minimize. The only constraint is the bandwidth of
the multi-hop routing required by applications.

C. Solution to Inseparable Flow Routing

We first present the solution to inseparable flow routing
problem. Before introducing the detailed design of the solu-
tions, we have to present several essential concepts of time
dependent graph, which the solutions are based on.

7

Algorithm 2 Determine the existence of a time dependent path
from s to d in G.

1: function HASPATH(G,s,d)

2: VisitedNodes + {s}

3 for allt € T do

4 for all v € VistedNodes do

5: for all n € NEIGHBORSET(v) do
6: if n ¢ VistedNodes then

7 VistedNodes < VistedNodes U {n}
8 end if

9: end for

10: end for

11: end for

12: if d € VisitedNodes then

13: return True

14: end if

15: return False

16: end function

Definition 6: Time Dependent Path (TDP):

Node 7 and j in time dependent graph are said to
be connected, or have a path, if there exists a single
hop direct link from ¢ to j, or a sequence of edges
[(vo, v1)t, (v1,v2)2, -+ | (Vn—1,0,)""], where vy = i, v, =
G, P(vp_1,vp)* =1tk € T and t1 <12 < --- < tn.

Differently from paths in static graphs, which satisfy equiv-
alence relation, a time dependent path is not an equivalence
relation, since it violates both symmetry and transitivity prop-
erties. Counter examples can easily be found in Fig. 4. There
is a path from S to D, but D can not reach S by any means
(asymmetry). D is connected to B and B is connected to S,
but there is not path from D to S (intransitivity). Since time
dependent path is asymmetry, it is actually directional. We use
(i — j)7 to denote the time dependent path from i to j in
time period 7.

Given a time dependent graph, the existence of a time
dependent path between two nodes can be determined in
polynomial time. Algorithm 2 can be used to determine such
path. The basic idea is to record all reachable nodes with a
set. Then for each time period, check all the neighbors of
reachable nodes and add them to the reachable set if they have
not been reached yet. The time complexity of the algorithm is
O(t-n-m).

Since the definition of path has been significantly changed.
Correspondingly, the definition of shortest path between two
nodes shall also be redefined.

Definition 7: Time Dependent Shortest Path (TDSP): The
time dependent shortest path from ¢ to j in TDG is the path in
all time dependent paths from ¢ to 7 with the minimum total
cost.

Given a pair of nodes s and d, finding TDSP is more difficult
than determining the existence of a TDP. Since there might
be multiple time dependent paths from s to d. Therefore,
the basic idea of finding the shortest path is to firstly find
the earliest reachable path, and then update if there exists a
shorter one. Algorithm 3 shows how to find the time dependent
shortest path. We use a list of 3-tuples (total cost, time period,
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Algorithm 3 Time dependent shortest path algorithm
TDSP{G, s, d, ts, t.}, where s is source, d is destination,
t, is starting time and ¢, is ending time.

1: // Store a list of 3-tuples (total cost, time period, parent)

for each visited nodes

2: vdict[s] «+ (0,—1, None)

3: for t + t,t. do

4: for all v € V do

5 if v ¢ KEYS(vdict) then

6: Continue

7: end if

8 for all n € NEIGHBOURS(v) do

9: cost < C(v,n)

10: /l List index -1 is the last item.

11: if cost+ vdict[v][—1][0] < vdict[n][—1][0] then

12: vdict[n] — vdict[n] U (cost +
vdict[v][—1][0], ¢, v)

13: end if

14: end for

15: end for

16: end for

17: return BACKTRACE(d, s)

parent) to track the total cost, the data transmission time, and
the parent of each transmission. Then, for each time period
and each neighbor of reachable node, if the neighbor’s cost is
greater than the current node’s cost plus the edge cost, we will
insert the transmission to the tuple list. The shortest path can
be obtained by a back trace from the destination to the source.
The time complexity of this algorithm is also O(¢t-m-n), and
the space complexity is O(t - n).

D. Solution to Inseparable Flow Routing

With the definition and algorithm of time dependent shortest
path, the inseparable flow routing problem can be easily
solved. Since the only constraint is the bandwidth of edges.

The key idea is that we firstly traverse the entire time de-
pendent graph to delete all the edges whose bandwidth is less
than the constraint b, and then find the time dependent shortest
path in the new time dependent graph, with communication
cost as the weight. This approach ensures the optimality of
the solution. Therefore, the inseparable flow routing problem
can be solved in polynomial time.

E. Solution to Separable Flow Routing

Differently from inseparable flow routing problem, which
can be solved in polynomial time, the computational com-
plexity of separable flow routing problem is much higher. If
the graph is static rather than time dependent, the separable
flow routing problem is equivalent to conventional multi-path
routing problem, which has been proved to be NP-complete
[26] [27]. Now the graph is time dependent, the problem
is at least as difficult as multi-path routing. Therefore, the
complexity of separable flow routing problem is also NP-
complete (Because it is easy to prove that given a solution, the
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Algorithm 4 Greedy Approximation for Separable Flow Rout-
ing SFR{G, s, d, b}, where s is the source, d is the destination,
b is the bandwidth constraint.

1. F, <0
: /I 1. Calculate the profit of all shortest paths
: while HASPATH(G, s,d) do
F <TDSP(G, s, d)
F,+—F,UF
for all (s,7,w)! € F do

P(s,r,t) = P(s,rt) — BW(F)
end for
: end while
: // 2. Sort all the paths according to profit
: Fy < SorT(F,, PR)
: // 3. Combine paths with maximum profit
: bandwidth < 0
: Fr — @
: while bandwidth < b do
16: F « Pop(F,)
17: F.+ F.UF
18: bandwidth <+ bandwidth + BW (F)
19: end while
20: // 4. Find the min cost path whose bandwidth > b
21: Fp, = argmin  (C(Fy))

F,€e F,ABW (F;)>b

22: if C(F,) < C(F,,) then
23: return F)
24: else
25: return F),
26: end if

R AR

—_ — = m —m
wnm AW N = O

correctness can be verified in polynomial time). Therefore, it
is unlikely to have a polynomial time solution, unless P = NP.

Since we have to tolerate a sub-optimal approximation
or heuristic algorithm, in this work, we propose to design
a polynomial time approximation scheme (PTAS) for this
problem. In designing a greedy approximation algorithm, the
key idea is to maximize the profit of the newly added path at
each iteration. The profit of a path is defined as:

Definition 8: Path Profit:

The profit of a path F' can be calculated by:

BW (F)
ecF

The complete algorithm is listed in Algorithm 4. This is a
polynomial time algorithm. Specifically, the time complexity
is upper-bounded by O(3 - t - n? - m). Next, we prove the
approximation ratio of the proposed algorithm.

Theorem 1: Algorithm 4 is a 2-approximation solution for
separable flow routing.

Proof:

We use OPT and Greedy to denote the optimal solution and
our greedy solution, respectively. « € (0,1), and BW (F}.) —
aBW (F,,) = b. From the algorithm, the following equation
holds:

C(F, = Fn) 2 C(Fm) (€))
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Therefore, we can obtain that: Road & Vehicle Dataset
BC3P06,114.057854,22.547716,2014-05-24 02:57:53,
B755D7,114.056450,22.547567,2014-05-24 02:58:03,
— : i BC3P06,114.057800,22.547733,2014-05-24 02: .
C(Greedy) = mln(O(Fr), C(Fm)) Shenzhen Taxi BC3P06,114.057785,22.547733,2014-05-24 02: .
BC3P06,114.057800,22.547800,2014-05-24 02:58:38,
Dataset BC3P06,114.057854,22.547567,2014-05-24 02:58:53,
< 2C(F — F ) BC3P06,114.057869,22.546333,2014-05-24 02:
= T m B2DS71,114.057983,22.547117,2014-05-24 02:
B2DS71,114.057983,22.547117,2014-05-24 03:
B2DS71,114.058334,22.547417,2014-05-24 03
= 2(C(F’r) — C(Fm)) B906U3,114.057800,22.547800,2014-05-24 03:
v B906U3,114.057800,22.547800,2014-05-24 03:
B906U3,114.057800,22.547800,2014-05-24 03:
< 2(C(F,) — aC(Fp)) LTS L e Bl &
B617D0,114.056252,22.547382, -05- :
- r m Temporal and BW1P73,114.057983,22.548683,2014-05-24 03:
. . BOBW13,114.057899,22.546301,2014-05-24 03:
< 2C(OPT) Spatlal Partition BOBW13,114.057999,22.547001,2014-05-24 03:
>~ BOBW13,114.057899,22.548100,2014-05-24 03: .
& Add Errors B5WR60,114.057899,22.547934,2014-05-24 03:08:22,
m \4

To summarize, in real-world applications, according to
the capability of SDN controllers, we classify the multi-
hop data transmission problem into two categories: separable
and inseparable flow routing. The inseparable flow routing
problem can be solved in polynomial time. However, the
separable flow routing problem is NP-complete. We present
a polynomial time approximation scheme (PTAS) and proved
the approximation ratio.

V. EVALUATION

To evaluate the performance of the proposed solutions,
we build an urban traffic monitoring prototype application,
which collects surrounding vehicle speed and estimates the
overall traffic condition accordingly. To make the evaluation
results convincing, we use the crowdsourced taxi traces from
Shenzhen, China. It is regulated that every taxi has to install
an onboard computer with GPS and cellular network modules,
which upload the taxi’s latest location information to the
data center periodically [28]. There are over 28,000 taxis in
total. Everyday, they update approximately 80 million records,
which take about 10 GB of storage. The mean update interval
is 20.41 seconds, and the standard deviation is 20.54.

Fig. 5 shows the flow chart of the evaluation and Table II
lists the configuration of the simulators. The taxi trace contains
vehicle distributions in both time and space domain, and can
be regarded as the accurate trajectory prediction, which can
hardly be achieved in real applications. To be practical, we
intentionally add some errors to the trace according to the
results of [23]. This ensures the trajectory prediction errors in
the real world can also be reflected in the evaluation.

Next, we partition the trace in both time and space domains
to obtain the network availability matrix and the time depen-
dent graph, which are inputs of our proposed algorithm. In
this evaluation, the change of the data is insignificant in both
domains. Therefore, we divide the region into square blocks
with edge length from 100 m to 1,000 m, and the time period
from 1 min to 50 min. Since the cellular network is always
available for all taxis, we use it to communicate with the
control plane. For other networks, we calculate the network
availability simply according to constant range model.

Finally, we run the proposed algorithms, which are im-
plemented in Python, to obtain the scheduling policies. The
policies are simulated using POX SDN controller [24] and
NS-3 [29] to obtain the network transmission performance.
The entire procedure is also automated using Python script.
As we discussed before, due to the limitation of POX and

Participant
Trajectory Matrix

A4

Proposed
algorithms

Yy

NS-3 Network
Simulator : |

Evaluation
Results

Fig. 5. Flow chart of the evaluation process

TABLE I
EVALUATION CONFIGURATIONS AND PARAMETERS

Value
1000m / RSU on avg.
IEEE 802.11p SCH

Parameter
RSU Density
DSRC MAC/PHY Standard

DSRC Transmission range 250m
Wi-Fi MAC/PHY Standard IEEE 802.11¢g
Wi-Fi Transmission range 100m

Propagation delay mode
MAC type

Constant Speed
Adhoc Wifi Mac

Propagation loss model

Range Propagation Loss Model

Cellular Communication Cost 100 / KB

Wi-Fi Communication Cost 10 / KB

DSRC Communication Cost 5/KB
Bandwidth requirements 50 KB/s

NS-3, we can not simulate the separable flow multi-hop trans-
mission. Therefore, the results are only given by theoretical
computation.

A. Evaluation of Single Hop Data Transmission

We examine the computational complexity and optimality of
both exhaustive search and greedy algorithms. Fig. 6 illustrates
the results. From Fig. 6(a), we can see that the time cost
of exhaustive search algorithm increases exponentially, with
the increase of wireless interface number n. Differently, the
time cost of approximation algorithm increases much slower
than the exhaustive search. Therefore, the greedy algorithm is
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Fig. 7. Total cost comparison between SDVN and the best-effort approach

better for large-scaled application. Fig. 6(b) demonstrates the
optimality of the two algorithms. Since exhaustive search can
always find the optimal solution, this can be regarded as the
upper bound of the algorithm. From this figure, we can see
that the approximation ratio of the greedy algorithm is quite
satisfactory. Normally, it can ensure that the solution found by
greedy algorithm is approximately 80% closer to the optimal
ones.

For single hop data transmission, we compare the total
cost of our solution with the best-effort forwarding, which
tries to forward data to the destination whenever there is an
available link, while the homogeneous transmission only uses
a single network interface to forward data. Fig. 7 illustrates
the evaluation results. From this figure, we can find out
that the total cost of our SDVN based approach is only
approximately 50% of the best-effort one. The main reason is
that our scheduling policy can avoid the use of the high cost
wireless media. Meanwhile, it can still satisfy the bandwidth
requirement of the applications.

B. Evaluation of Multi-hop Data Transmission

We first evaluate the computational complexity of both
inseparable and separable flow algorithms. Fig. 8 illustrates
the running time of both solutions. From the previous analysis,
we know that both algorithms are polynomial time solvable.
However, the execution time still have remarkable differences.
In both cases, the execution time of inseparable flow routing

Number of Network Elements Number of Time Slot

Fig. 8. Computational complexity of separable routing and inseparable routing
algorithms. (a) The time increases with the number of network elements. (b)
The time increases with the number of time slots.

x 10° (a) (b)
3.5 1
3 ;\O\
209
25 e
= 5
é 2 E 0.8
s 2
o5 807
05 —O— Separable § 0.6 I Inseparable
O/ — % -Inseparable || © I Scparable
0 0.5
0 500 1000 1500 1 2

Data Volumne (KB)

Fig. 9. Performance of separable routing and inseparable routing algorithms:
(a) Total cost. (b) Constraint satisfaction ratio

is much higher than the separable one. The results further
validates our theoretical analysis.

Next, we evaluate the total cost of inseparable and separable
routing, given the same source, destination, and bandwidth
constraint. The total costs are computed theoretically, as de-
picted in Fig. 9. The separable flow routing always require
less cost than the inseparable one. The reason is that the
inseparable flow routing always choose a single path that
can satisfy the bandwidth constraint. In order to achieve
the objective, the single path usually need to “detour” to
bypass those links with small bandwidth, which will cause
additional data forwarding and add additional cost. Moreover,
the separable flow routing can also provider better bandwidth
to applications, as shown in Fig. 9(b). The total bandwidth
satisfaction rate of separable flow routing is over 10% higher
than the inseparable ones. This is also expected because data
transmission using multiple paths can always provide better
quality of service.

Finally, we select packet delivery ratio as the performance
metric of data transmission, and compare our SDVN based
approach with two typical protocols widely used in vehicular
network: OLSR as structure based protocols, and GPSR as
structure free one. We compare the performance using insep-
arable routing, and the results is depicted in Fig. 10. From
this figure, we can see that the overall packet delivery radio
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Fig. 10. Packet delivery ratio in vehicular networking applications

decreases with vehicle speed. This is mainly caused by the fact
that when vehicle speed goes higher, the density of vehicles is
usually also not high. In this case, vehicles may have difficulty
in finding next hop neighbors, which will cause packet delivery
failure. Despite of this common factor, we can see that with the
help of SDN, the overall performance is remarkably improved
than any of the two protocols used individually.

VI. RELATED WORK
A. Heterogeneous Vehicular Networks

Heterogeneity is one of the most important features of ve-
hicular networks, especially with the upcoming 5G mobile net-
works [10], [11]. Problems caused by network heterogeneity
should be carefully handled. Currently, delay tolerance, mobile
data offloading and vertical handoff are three commonly used
technologies in heterogeneous vehicular networks. All of them
can potentially improve the performance of the network and
reduce the communication cost.

Vehicular networks are usually described as delay tolerant
networks [30]. Spyropoulos et al. [31] focus on the routing
problem for heterogeneous mobile networks, in which nodes
are categorized into different classes according to their char-
acteristics. The major finding is that choosing relay carefully
rather than making replica in a best-effort approach can signifi-
cantly improve the communication performance. Alternatively,
GeoDTN+Nav [32] presents a geographical routing scheme for
vehicular networks. The key insight is that the vehicle trajec-
tory can be utilized to enhance the routing decision. Similarly,
our research also utilize vehicle trajectory for decision making.
The main difference is that we use the trajectory of multiple
vehicles for global decision making.

Deshpande et al. [17] conduct a head-to-head comparison of
the 3G and WiFi performance in vehicular scenario. They dis-
cover that two networks are complimentary and it is possible
to build a hybrid network for better performance. Make a step
further, Hou et al. [16] propose oSCTP, an offloading technique
between 3G and WiFi networks. The objective is to reduce the
expensive 3G transmission. The offloading issue is formulated
as an optimization problem to maximize user benefit. However,
data offloading aims at using one technology to augment the
other. The application scenarios are quite limited.

11

Lee et al. [20] developed a connection management and
optimal resource allocation algorithm for vertical handoff in
vehicular networks. This research also aims at maximizing
the battery life of mobile nodes. We argue that in vehicular
networks, battery is not a primary concern as there is always an
onboard battery to supply the communication devices. Shafiee
et al. [19] propose a similar research as us. In this research,
they also considered heterogeneous networks in vehicular
scenario, and the objective is also to reduce communication
cost. However, the main difference is that their approach is
fully distributed at vehicle side. In our approach, SDN is
utilized for centralized coordination.

B. Multi-path Routing in Vehicular Networks

Multi-path routing protocols have been investigated in ve-
hicular networks and other forms of mobile wireless networks
to improve the total bandwidth and increase the reliability.
Path discovery is a fundamental step in multi-path routing.
Generally speaking, existing multi-path routing protocols can
be divided into two categories: proactive and reactive. Proac-
tive protocols discover the routing path according to certain
tables, while reactive ones usually conduct path discovery on
demand. Due to the mobile nature of vehicular networks, most
of existing multi-path routing protocols in vehicular network
are reactive ones.

AOMDV [33] is a multi-path version of the AODV, which
is a classical reactive protocol for mobile wireless networks.
The key idea is to modify the path discovery mechanism to
provide loop-free disjoint multi-path between the source and
destination nodes. Based on it, researchers have tailored the
AOMDV to adapt vehicular networks. S-AOMDV proposed
by Chen et al. [34] not only considers hop as metric, but also
takes speed into account. Researchers have also presented DSR
extensions to support multi-path routing [35].

Besides, to support multi-path routing in vehicular networks,
the hop count is usually not the only metric. As we mentioned,
S-AOMDV [34] utilize speed as alternative metric. Similarly,
JMSR [36] considers geographical information. A road junc-
tion based multi-path routing scheme is designed.

Our SDVN based multi-hop data transmission also employ
a multi-path scheme. The key difference between our approach
and existing ones is that SDVN has a centralized controller,
which can be used for centralized coordination of path dis-
covery. Instead, existing approaches usually discover routing
paths on demand in a decentralized manner.

C. Heterogeneous Software Defined Wireless Networks

Interoperability is a key issue for heterogeneous wireless
networks. Guimaraes et al. [37] studies the handover prob-
lem under heterogeneous networks. The proposed architecture
combines IEEE standard 802.21 media independent handover
(MIH) with OpenFlow. With the enhancement of MIH, SDN
controller is aware of the mobility of mobile nodes. Therefore,
more smooth handover decisions can be made. Yi’s work [38]
adopts similar idea with the aforementioned paper. Differently,
it highlights the proof of concepts with real world imple-
mentation. It also performs experiments with WiFi network.
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Besides, unified abstraction of different wireless interfaces is
also interesting. U-WN [39] is a uniform network architecture
for various wireless standards empowered by SDN. With the
help of SDN, uniform protocol stack and global optimization
is made possible.

Heterogeneous wireless network enables a series of appli-
cations, including data offloading, heterogeneous multi-hop
routing and etc. Amani et al. [40] propose an offloading
scheme for WiFi and LTE networks. With the help of SDN,
the controller can deploy corresponding offloading polices
according to real-time network conditions. So that data traffic
are delivered either via WiFi or via LTE networks. Qin et
al. [41] investigate the network heterogeneity of IoT devices.
The paper proposed MINA, a resource matching and service
solution specification method to schedule the data flow un-
der a layered SDN architecture. Authors also propose two
centralized flow scheduling algorithms to schedule end-to-end
data communication, one based on network calculus, the other
based on genetic algorithm.

Differently from the aforementioned approaches, in SDVN,
the network is not only heterogeneous, but also with mobile
node and ad-hoc communication model. Therefore, our archi-
tecture and problem are more sophisticated.

VII. CONCLUSION

We have addressed the problem of data transmission in
heterogeneous vehicular networks. We have proposed an SDN
based heterogeneous communication approach and have dis-
cussed the architecture of SDVN. Moreover, the scheduling
problem has been formulated as an optimization problem
and two solutions have been proposed. The major finding is
that using a small amount of communication cost to collect
the network topology information can significantly improve
the overall network performance. We have also conducted
extensive evaluation with traffic traces.
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