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Abstract—With the rapid development of reputation systems in
various online social networks, manipulations against such systems
are evolving quickly. In this paper, we propose scheme TATA, the
abbreviation of joint Temporal And Trust Analysis, which protects
reputation systems from a new angle: the combination of time domain anomaly detection and Dempster–Shafer theory-based trust
computation. Real user attack data collected from a cyber competition is used to construct the testing data set. Compared with two
representative reputation schemes and our previous scheme, TATA
achieves a significantly better performance in terms of identifying
items under attack, detecting malicious users who insert dishonest
ratings, and recovering reputation scores.
Index Terms—Information security, social network, information
filtering.

I. INTRODUCTION

A

S MORE people use the Internet for entertainment,
building personal relationships, and conducting businesses, the Internet has created vast opportunities for online
interactions. However, due to the anonymity of the Internet,
it is very difficult for normal users to evaluate a stranger’s
trustworthiness and quality, which makes online interactions
risky. Is a piece of news on Reddit true? Does a product at
Amazon.com have high quality as described? Is a video on
YouTube really interesting or informative? In most cases, the
answers can hardly be predicted before the interactions are
committed. The problem is how the online participants protect
themselves by judging the quality of strangers or unfamiliar
items beforehand.
To address this problem, online reputation systems have been
built up. The goal is to create large-scale virtual word-of-mouth
networks where individuals share opinions and experiences, in
terms of reviews and ratings, on various items, including products, services, digital contents and even other people. These
opinions and experiences, which are called users’ feedback, are
collected as evidence, and are analyzed, aggregated, and disseminated to general users. The disseminated results are called
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reputation score. Such systems are also referred to as feedbackbased reputation systems.
Online reputation systems are increasingly influencing
people’s online purchasing/downloading decisions. For example, according to comScore Inc., products or services with
a 5-star rating could earn 20% more than products or services
with a 4-star rating could [1]. More and more people refer to
Yelp rating system before selecting hotels and restaurants; to
Amazon product ratings before purchasing products online; to
YouTube video ratings before viewing a video clip; and etc.
Furthermore, a recent survey indicates that around 26% of adult
Internet users in the U.S. have rated at least one item through
online reputation systems [2].
Meanwhile, driven by the huge profits of online markets [3],
diverse manipulations against online reputation systems are
evolving rapidly. Many sophisticated programs are developed
to automatically insert feedback. Furthermore, some reputation
management companies even control large affiliate networks of
real user IDs to provide “rating services” for their customers.
For about $750, a company named “VideoViralViews.com”
[4] can provide 100 real user ratings to a piece of music on
iTunes. For just $9.99, a video on YouTube could receive 30
“I like” ratings or 30 real user comments provided by “IncreaseYouTubeViews.com”. Without proper defense schemes,
attacks against reputation systems can overly inflate or deflate
the item reputation scores, crash users’ confidence in online
reputation systems, eventually undermine reputation-centric
online businesses and lead to economic loss. Securing online
reputation systems is urgent.
In this paper, we propose a reputation defense scheme,
named TATA, for feedback-based reputation systems. Here,
TATA is the abbreviation of joint Temporal And Trust Analysis.
It contains two modules: a time domain anomaly detector and a
trust model based on the Dempster–Shafer theory. Specifically,
we consider the ratings to a given item as a time sequence,
and a time domain anomaly detector is introduced to detect
suspicious time intervals where anomaly occurs. A trust analysis is then conducted based on the anomaly detection results.
We borrow the concept of user behavior uncertainty from the
Dempster–Shafer theory to model users’ behavior patterns, and
evaluate whether a user’s rating value to each item is reliable
or not.
The performance of TATA, two other representative reputation schemes [5], [6] and our previously proposed scheme
TAUCA [7] is evaluated against real user attack data collected
through a cyber competition. TATA demonstrates significant advantages in terms of identifying items under attack, detecting
malicious users who insert dishonest ratings, and recovering
reputation scores.

The rest of the paper is organized as follows. Section II discusses the related work, Section III describes the system and
attack models, Section IV introduces the details of TATA, and
Section V presents the experiment results, followed by the conclusion in Section VI.
II. RELATED WORK
As diverse manipulations against reputation systems appear
and develop rapidly, defense schemes protecting reputation systems are also evolving accordingly. In this section, we roughly
divide them into four categories.
In the first category, the defense approaches limit the maximum number of ratings each user could provide within a certain time duration [8]. Such type of approaches actually restrict
the rating power of each user ID. This can prevent the attackers
from inserting a large amount of dishonest ratings through a few
user IDs within a short time.
In the second category, the defense schemes aim to increase
the cost of launching an attack. Some reputation systems in
practice, such as Amazon, assign higher weights to users who
commit real transactions. This method can effectively increase
the cost to manipulate competitors’ item reputation. However,
it has little impact on attacks in which attackers buy their own
products for reputation boosting. Some other schemes increase
the costs of acquiring multiple user IDs by binding identities
with IP addresses [9] or using network coordinates to detect
sybil attacks [10]. Such schemes will greatly increase the attack
costs, but cannot defeat the attackers with plenty of resources.
For example, some reputation boosting companies [4] often acquire a large affiliate network of user IDs.
In the third category, the defense approaches investigate
rating statistics. They consider ratings as random variables and
assume dishonest ratings have statistical distributions different
from normal ratings. Representative schemes are as follows. A
Beta-function based approach [5] assumes that the underlying
ratings follow Beta distribution and considers the ratings outside (lower) and
(upper) quantile of the majority’s
opinions as dishonest ratings. An entropy based approach [11]
identifies the ratings that bring a significant change in the
uncertainty of the rating distribution as dishonest ratings. In
[12], dishonest rating analysis is conducted based on Bayesian
model. Controlled anonymity and cluster filtering are used to
eliminate dishonest ratings in [13].
The defense approaches in the fourth category investigate
users’ rating behaviors. Assuming that users with bad rating
history tend to provide dishonest ratings, such approaches determine the weight of a rating based on the reputation of the
user who provides this rating. Such reputation is also referred
to as trust or reliability. Several representative schemes are as
follows. Iteration refinement approach proposed in [6] assigns
weights to a user’s ratings according to the inverse of this user’s
rating variance. In [14], a personalized trust structure is introduced so that different users may assign different trust values
to the same user. In [15], a user’s trust is obtained by accumulating neighbors’ beliefs through belief theory [16]. REGRET
reputation system, proposed in [17], calculates user reputation
based on fuzzy logic. Flow models, such as EigenTrust [18] and

Google PageRank [19], compute trust or reputation by transitive
iteration through looped or arbitrarily long chains.
Although many schemes have demonstrated very good
performance in protecting reputation systems, there are still
limitations that are not fully addressed. First, time domain,
which contains rich information, is not fully exploited. The
current approaches address the time factors in two ways. In
the first way, all the ratings are treated equally and the time
when these ratings are provided is ignored. In the second way,
recent ratings are given larger weights when computing the
reputation scores. These simple approaches neglect the great
potential of investigating time-domain information. Second,
most defense schemes in the third category follow the “majority
rule”, which detects dishonest ratings by examining whether
some rating values are far away from the majority’s opinions.
This rule works fine when the attackers insert a small number
of dishonest ratings that are very different from normal users’
rating values. However, it may (1) generate misleading results
when the number of dishonest ratings is large and (2) yield
high false alarm rate when normal ratings have a large variance
and dishonest ratings are not too far away from the majority’s
opinions. Third, schemes in the fourth category, trust based
approaches, are relatively vulnerable to attacks where malicious
users conduct good and bad behaviors alternatively. Malicious
users could first accumulate high trust values by providing
normal ratings to the items that they do not care and then provide dishonest ratings to the items that they want to manipulate.
Fourth, to evaluate a reputation system, the researchers need
data representing malicious attacks. However, it is extremely
difficult to obtain attack data from real systems mainly because
there is no ground truth indicating whether particular ratings
are from attackers or not. The real human users can create
multifaceted, coordinated, and sophisticated attacks that are not
well understood yet. Thus, the lack of realistic attack data can
hurt the performance evaluation.
In this work, we propose a reputation defense scheme, TATA.
The objective of the proposed scheme is to (1) detect the malicious users who provide dishonest ratings; (2) recover reputation score of the target item, that receives dishonest ratings;
and (3) avoid interference to normal items’ reputation scores.
Specifically, TATA is a combination of an anomaly detector,
which belongs to the third category, and a Dempster–Shafer
theory based trust model, which belongs to the fourth category.
Different from the “majority rule” based schemes in the third
category, the anomaly detector in TATA detects dishonest ratings from a new angle: investigating time domain information.
To further reduce false alarms caused by normal ratings with
large variance, the Dempster–Shafer theory based trust model
is introduced. Different from most trust methods in the fourth
category, the proposed trust model, instead of assigning each
user an overall trust value, evaluates a user’s reliability on different items separately. In this way, the attackers cannot easily
avoid detection by accumulating high trust values on the items
that they do not care. Furthermore, a cyber competition was
held to collect real user attack data for testing data construction, which makes the performance evaluation more realistic
and convincing. Last but not lease, TATA is compatible with
many defense schemes in the first and second category.

III. MODELS AND ASSUMPTIONS
In this section, we discuss the system model, attack model
and basic assumptions used in this paper.
System Model: We model the feedback-based reputation systems as the system in which users provide ratings to items.
This model can describe many practical systems. For example,
buyers provide ratings to products on Amazon.com, and readers
rate social news on Reddit.com. The items in above systems are
products and social news, respectively. We consider that each
user will provide rating to one item at most once, and the rating
values are integer values ranging from 1 to 5. In practice, reputation systems often allow users to provide reviews as well. These
reviews can also be untruthful. In this paper, we focus on the detection of dishonest ratings. The analysis of untruthful reviews is
beyond the scope of this paper, whereas the dishonest rating detection and untruthful review detection complement each other.
Attack Model: An attacker can control one or multiple user
IDs and each of these user IDs is referred to as a malicious
user. Malicious users provide ratings to manipulate the reputation score of items. The item whose reputation score is manipulated by malicious users is called a target item. The ratings
provided by malicious users to target items are considered as
dishonest ratings. An attack profile describes the behavior of
all malicious users controlled by the attacker.
Assumptions: In this work, we assume that items have intrinsic quality, which does not change rapidly. The rating values
to a given item depend on the users’ personal preference as
well as the item quality. In some applications, such as ratings
for movies or books, the item quality judgement is very subjective and users’ personal preference plays a more important role,
whereas in some other applications, such as Amazon product
ratings, the item quality plays a more important role. In this
work, we focus on the product-rating type applications, where
the rating distribution of an item is relatively stable. Therefore,
if rapid changes in the rating distribution occur, it is possible
that anomaly happens.
Furthermore, we notice that due to personal preference,
normal users sometimes may also provide “biased ratings” that
are far away from the real quality of the items. Meanwhile,
to avoid being detected by reputation defense schemes, malicious users may imitate normal users’ behaviors by providing
honest ratings to the items that they do not care. We call these
ratings as “spare ratings”. We assume that most of the ratings
from normal users can reflect the real quality of the items,
whereas malicious users who have limited rating resources
would mainly focus on rating target items and can provide
“spare ratings” to few other items. This is also observed in the
attack data in the cyber competition.1 The trust module of the
proposed scheme TATA is built up based on this assumption
and may not well differentiate normal users from malicious
users in the two following scenarios.
• Scenario I, attackers provide a large number of “spare ratings”. This type of malicious users is extremely difficult
to detect but usually cause small damage to the reputation
systems. In other words, if malicious users must provide a
large number of “spare ratings” to avoid detection when a
1Available:

http://www.ele.uri.edu/nest/cant.html

defense scheme is used, this defense scheme successfully
increases the cost of conducting attacks.
• Scenario II, a normal user with very few ratings has provided a “biased rating”, and this “biased rating” leads to a
change in the item’s rating statistics. This case is very rare
since a single rating value usually cannot cause an obvious
change in the rating statistics.
IV. JOINT TEMPORAL AND TRUST ANALYSIS (TATA)
A. Overview
The proposed TATA scheme contains two components: (a) a
time domain anomaly detector and (b) a trust model based on
the Dempster–Shafer theory.
In TATA, we propose to detect anomaly from a new angle: analyzing time domain information. Specifically, we organize the
ratings to a given item as a sequence in the descending order
according to the time when they are provided. This sequence,
denoted by , actually reflects the rating trend to the given item.
As mentioned in Section III, in practice, many items have intrinsic and stable quality, which should be reflected in the distribution of normal ratings. If there are rapid changes in the rating
values, such changes can serve as indicators of anomaly. Therefore, we propose a change detector in TATA as the anomaly
detector, which takes the rating sequences as inputs and detects
changes occurring in the rating sequences. The proposed change
detector will detect not only sudden rapid changes but also small
changes accumulated over time. In this way, even if malicious
users insert dishonest ratings with small shifts to gradually mislead items’ reputation scores, such type of changes will still be
accumulated and finally be detected by the proposed change detector. If the change detector is triggered by an item, the time intervals in which the changes occur are called change intervals.
However, the change intervals may still contain normal ratings. Therefore, we introduce the trust analysis module.
• Instead of assigning a user with an overall trust value,
the proposed trust model evaluates each user’s reliability
on different items separately. It can reduce the damage
from the malicious users who aim to accumulate high trust
values by providing “spare ratings” to uninterested items.
• Furthermore, based on the Dempster–Shafer theory, the
proposed trust model introduces user behavior uncertainty.
In this way, a user could yield high trust values only if the
user’s behavior yields a sufficient amount of good observations.
Finally, the users with low trust values will be identified as
malicious users and their ratings to the detected target items will
be removed. The remaining ratings are used to calculate the item
reputation.
Fig. 1 demonstrates the structure of TATA. The design details
will be discussed in the rest of this section.
B. Temporal Analysis—Change Detector
Many change detectors have been developed for different
application scenarios [20], [21]. In online reputation systems,
since normal ratings do not necessarily follow a specific distribution and attackers may insert dishonest ratings with small
bias, we need to choose a change detector that is insensitive to

2) Revised CUSUM: The basic CUSUM detector could sensitively detect changes occurring in the time domain. However,
it cannot be directly applied to our problem for two reasons.
First, basic CUSUM does not provide a way to estimate the
starting time of a change. In the basic CUSUM, once the detection function
exceeds the threshold
, an alarm is issued and the CUSUM detector restarts. The stopping time
denotes the time when the change has been detected but not
the actual change starting time. We need to trace back on the
change detection function
to estimate the change starting
time. Second, the change may last for some time. Restarting
the detector will make it impossible to trace the change ending
time.
Therefore, we develop a revised CUSUM detector to estimate
the change starting time and ending time. The revised CUSUM
can detect multiple change intervals. For a specific change interval, let denote the starting time of the change and denote
the ending time of the change.
We define off-time, denoted by , as the time when
falls
below threshold . That is,
(4)

Fig. 1. System architecture.

the probability distribution of data and is able to reliably detect
small shifts. Therefore, we choose the CUSUM detector [21],
which fulfills these requirements, as the base to build our change
detector.
1) Basic CUSUM: We first introduce the basic CUSUM detector, which determines whether a parameter in a probability
density function (PDF) has changed. That is, to determine between two hypothesis:
and
. Let
and
denote the PDF before and after the change, respectively. Let
denote the
sample of the data sequence (i.e.
rating sequence). The basic CUSUM decision function is
(1)
(2)
where is the change detection threshold. Here,
is called
stopping time, the time when the detector identifies a change and
raises an alarm. Each time when
or
, CUSUM
detector restarts by setting
and a new round of detection
begins.
When
is a Gaussian process with mean
,
is a
Gaussian process with mean , and both have variance , (1)
detects the mean change and becomes
(3)
We use Gaussian distribution here for two reasons. First, there
is no common acknowledgement about the distribution of the
rating sequence for one item. Second, according to [22], even
if the distributions are not Gaussian, the above detector is still
sensitive to the mean change.

Based on the detection curve
, we can obtain and , as
the time when
goes above and falls below the threshold ,
respectively. The next task is to estimate and , which define
a specific change interval.
We first determine the time interval where
and lie in.
As discussed above, a change starts earlier than the time when
the change detector is triggered. Therefore, we define as the
counting-start-time. If there is no previously detected change,
we set
. If there is a previously detected change, whose
off-time is
, we set
. The change starting time
lies between and . Furthermore, the change ending time
lies between and . Based on these, we derive and as
follows.
• Starting time of the change interval
Assume that the data sequence follows distribution
before , and
after . Let denote the index of data samples. Then maximum likelihood estimator (MLE) of is
derived as

(5)
(6)
Notice that (6) is derived from (5) using the fact that
is a fixed term. The estimated starting
time is between and .
• Ending time of the change interval
Next, we estimate the ending time using the MLE estimator. Here, we assume that the data sequence follows
distribution
between and , follows distribution

counts changes starting at the time when the detection
curve exceeds the threshold, the revised CUSUM yields a
more accurate change starting time.
• Due to restarting, the basic CUSUM misses the real
change ending time. Furthermore, each time when the
basic CUSUM restarts, the accumulation of changes also
restarts, leading to the ignorance of some small changes.
Compared to the basic CUSUM, the revised CUSUM is
more sensitive to small changes.
Procedure 1 summarizes the revised CUSUM detector. Line
6–8 are determining whether an item is under attack. If yes, (2),
(4), (6) and (9) are used to determine the change intervals, as
presented in Line 9–23 in Procedure 1.

Fig. 2. Illustration of the revised CUSUM.

Procedure 1 Change detection procedure

Fig. 3. Demonstration of CUSUM detection curve. (CI: change interval;
rCUSUM: revised CUSUM; bCUSUM: basic CUSUM).

between and , and follows distribution
between
and . Let denote the index of data samples.
(7)

(8)

(9)
We use the fact that
is a fixed term to derive
is a fixed term
(8) from (7), and the fact that
to derive (9) from (8). Fig. 2 illustrates the relationship between
, , , and .
Fig. 3 illustrates the performance of the basic CUSUM and
the revised CUSUM. The x axis is the index of ratings. The
upper plot shows the original rating sequence ordered according
to the time when the ratings are provided. The y axis is the rating
value ranging from 1 to 5. The normal ratings are marked as
stars, whereas the dishonest ratings are marked as circles. The
lower plot shows the detection curves
of the basic CUSUM
and the revised CUSUM, as well as the detection threshold
.
The change intervals are defined by and . Two observations
are made.
• Once the detection curve goes above the threshold, the revised CUSUM will trace back for estimation of the change
starting time. Compared to the basic CUSUM, which

1:
//the set containing items under attack
2: for each item do
3: collect all ratings for and order them according to the
time that they are provided
4:
//a flag, which is 1 when exceeds threshold
5: Compute
6: //Under attack or not
7: if
then
8:
add to
9:
//Get change starting time and ending time
10:
for each rating do
11:
if
then
12:
if
then
13:
Estimate change starting time
14:
15:
end if
16:
else
17:
if
then
18:
Estimate change ending time
19:
20:
end if
21:
end if
22:
end for
23: end if
24: end for
As a summary, the revised CUSUM detector is used to (a)
detect whether changes occur in the ratings of an item and (b)
estimate the time intervals (i.e. change intervals) in which attacks are suspected.
C. Trust Model Based on the Dempster–Shafer Theory
We define users who provide ratings during the detected
change intervals as suspicious users. Not all suspicious users
are malicious users because normal users may occasionally
provide “biased ratings” due to personal reasons or even human
errors. Therefore, we propose to further differentiate normal
users from malicious users by trust analysis.
In most trust models, users’ trust values are determined only
by their good and bad behaviors. However, it is not sufficient.
Consider two trust calculation scenarios. First, user has conducted 5 good behaviors and 5 bad behaviors. Second, user is

a new coming user and has no behavior history. In several trust
models [5], [12], both of their trust values will be calculated
as 0.5, although we are more confident in user ’s trust value.
To differentiate these two cases, the concept of behavior uncertainty is introduced by the Dempster–Shafer theory, to represent
the degree of the ignorance of behavior history. In this work, we
adopt the behavior uncertainty by proposing a trust model based
on the Dempster–Shafer theory.
1) The Dempster–Shafer Theory Framework: Before
discussing the proposed trust model, we first introduce the
Dempster–Shafer theory. The Dempster–Shafer theory [23] is
a framework for combining evidence from different sources
to achieve a degree of belief. It has introduced the concept of
“uncertainty” by allowing the representation of ignorance.
We use a binary case to show the basic definitions in
the Dempster–Shafer theory. Let the frame of discernment
be two possible events under consideration (e.g.,
,
). The power set
is the set of propositions regarding
the event that has actually happened. Here,
represents
ignorance, meaning that it is uncertain regarding the event that
has actually happened.
Definition 1: Let be a frame of discernment. A function
:
is defined as a Basic Belief Assignment (BBA)
when it satisfies the following two properties:
1)
;
2)
.
Then for the binary case, we have
.
Definition 2: The belief
for a set is defined as the
sum of all the assignments of the subsets of :

For the binary case, we have the following equations:

can be considered as the least probability that one event
belonging to will happen. For instance, for a given BBA, if
,
,
, we will have
,
,
, meaning
that the subject will perform good behavior with at least 0.9
probability, perform bad behavior with at least 0 probability, and
perform either good behavior or bad behavior with 1 probability.
2) Mapping Between Evidence Space and Belief Space: In
subjective logic [24], a mapping method has been defined between the observed evidence space and the belief space. Suppose two events
are under consideration, where
and
, and a subject is observed to perform good behaviors for times, and perform bad
behaviors for times. Then a mapping between the observed
evidence space and the belief space is defined as:

where
is the belief that the proposition that the subject will
perform good behavior is true,
is the belief that the proposition that the subject will perform bad behavior is true, and is
the uncertainty.
According to belief definition in the Dempster–Shafer theory,
we will have:

3) Trust Model Using the Dempster–Shafer Theory: Before
describing the proposed trust model, we first introduce some
important concepts used in our model.
• Behavior Value: We define a user’s behavior value on a
single item as a binary value to indicate whether his/her
rating behavior is good or bad. When user
provides
a rating to item , if his/her rating falls into the change
intervals detected by the change detector described in
Section IV-B, the behavior value of for item , denoted
by
, is set to 0. Otherwise,
is set to
1. In this work, we assume that each user will rate one
item no more than once, therefore, each user has only one
behavior value on each item that he/she has rated.
• Combined Behavior Value: To evaluate users’ behaviors
on multiple items, we introduce the combined behavior
value, which is computed based on the discussion in
Section IV-C4. For example, if user
has rated
items, where the behavior values for items are 1 and for
items are 0, ’s combined behavior value on these
items is calculated as
.
• Behavior Uncertainty: Similarly, we define a user’s behavior uncertainty using the Dempster–Shafer theory. In
the above example, the behavior uncertainty of user who
provides normal ratings and suspicious ratings is calculated as
. Based on this calculation, the more ratings user
has provided, the less
uncertain his/her behavior will be.
Using these basic concepts, we build the trust model as
follows. Suppose that a user
has rated
items (i.e.
) in total. We would like to calculate the
trust value of user
on item , which indicates how much
we could trust the rating provided by user
to item . Let us
consider this issue from two perspectives.
From the first perspective, not considering user ’s rating
to item , purely based on his/her ratings to other items,
how much could we trust him/her in providing an honest
rating? To answer this question, we need to first calculate the
combined behavior value of user
on the
items (i.e.
), which is denoted by
.
Assume that among these
items, is the number of
items where
has behavior value 1, and is the number of
items where
has behavior value 0. We have
(10)
Then, we calculate the behavior uncertainty as:
(11)

Next, how much can we trust on user based on his/her ratings to the
items? This trust value is denoted by
and calculated by
(12)
From the second perspective, when consider only user ’s
rating to item , how much could we trust him/her? Similarly,
the trust value
is calculated as
(13)
Recall that
is the behavior value of user
on item
. Equation (13) indicates that the more uncertain user ’s behavior on other items, the larger weight we will assign to his/her
behavior on item .
The total trust of user
on item is computed as
(14)
As a summary, after the first module: anomaly detection, we
propose a trust model based on the Dempster–Shafer theory,
which has the following features.
• Instead of assigning an overall trust value for each user, we
evaluate users’ trust values on each items that they have
rated. The advantages can be viewed from two aspects.
First, normal users with a few “biased ratings” will only
have lower trust values on the items to which they provide
the “biased ratings”, and these lower trust values will not
directly affect their normal ratings on other items. Second,
although malicious users may keep high trust values on
the items to which they provide “spare ratings”, their trust
values on the target items can be very low.
• When calculating a user’s trust value on a specific item,
we consider user behaviors from two perspectives: the behavior on this item and the behaviors on the rest of items.
As a consequence, it is harder for malicious users to gain
high trust on the target items through “spare ratings”. Let
us compare the proposed model with the well-known betafunction based trust model in [5]. Assume that conducts
1 dishonest rating to the target item and 5 honest ratings
(i.e. spare ratings) to other items. Using the beta trust model
[5], the overall trust of this user is
. Note that most trust models only calculate an overall
trust value. Using the proposed model, the ’s trust on the
target item is
. Obviously, if the malicious user wants to gain high
trust, he/she needs to insert much more “spare ratings”
when the proposed trust model is used.
• The introduction of behavior uncertainty makes it possible
to further differentiate users’ trust values by the observation number of their behavior history. To obtain high trust
values, users have to conduct a sufficient number of good
behaviors.
D. Malicious User Identification and Rating Aggregation
Finally, we examine the trust values of each user. We detect the users with low trust values on items as malicious users.
Instead of removing all the ratings provided by the malicious

users, we only remove their ratings that yield low trust values.
Specifically, for user , if
, user ’s rating to item
is removed and
is marked as malicious user. Here,
is
called the trust threshold, which could be adjusted according to
different application scenarios. In our testing data, most normal
users provide more than 10 normal ratings, while malicious
users provide less normal ratings. Based on the proposed trust
model, if a user has provided 1 suspicious rating to item , and
10 normal ratings to other items, his/her trust value on item is
calculated as
. Therefore, we choose the
as 0.69 in the experiments below, so that
a malicious user has to provide at least 10 other normal ratings to
cover his/her dishonest rating to the target item. After the rating
removal, our method is compatible with any existing reputation
schemes that calculate the item quality reputation. Without loss
of generality, we use simple averaging in this paper for computing item quality reputation.
V. EXPERIMENT RESULTS AND DISCUSSION
A. Experiment Setup
1) Cyber Competition: For any online reputation systems, it
is very difficult to evaluate their attack-resistance properties in
practical settings due to the lack of realistic attack data. Even
if one can obtain data from e-commerce websites, there is usually no ground truth about which ratings are dishonest. To understand human users’ attack behaviors and evaluate the performance of reputation systems against nonsimulated attacks,
we designed and launched a Cyber Competition1 running from
05/12/2008 to 05/29/2008. Before the competition, we collected
real online rating data for 300 products from a famous e-commerce website2 in China. Such data contained 300 users’ ratings
to these products from day 1 to day 150. We considered this data
as normal rating data and built up a virtual reputation system
based on this data.
The web-based cyber competition ran for 18 days on our
server. Each player who participated in the competition downloaded the normal rating data from the server, analyzed the
normal rating data using his/her own knowledge and methods,
and submitted his/her attack methods, also known as attack
profiles, to the server. The server computed the effectiveness
of the attack profiles and evaluated the performance of each
player. The best performing players won cash awards. Some
details are as follows.
• A player could control at most 30 malicious user IDs to
provide less than 100 ratings in total. The player’s goal
was to downgrade the reputation score of a product (i.e.
item) .
• A player could make many submissions. In each submission, also called an attack profile, the player used a specific
number of malicious users (denoted by
) and a specific
number of ratings (denoted by
). Here,
ranged from
1 to 30 and
ranged from 1 to 100. Each malicious user
could rate any of those 300 products, and could not rate
one product more than once. An attack profile described
the rating behavior (i.e. which products to rate, when to
rate, and the rating values) of all malicious users.
2Available:

www.douban.com

Fig. 4. Screenshot of the CANT cyber competition.

• Once an attack profile was submitted, the competition
server simulated a reputation system in which malicious
users inserted ratings, as described by the attack profile,
into the normal ratings. This simulated reputation system
had a simple defense method for removing ratings that
were far away from the majority’s opinions. The players
did not know about this specific defense method. The competition server calculated the reputation score of product
every 15 days. In other words, 10 reputation scores
were calculated on day 15, day 30,
and day 150. The
average of these 10 reputation scores, denoted as
,
was the overall reputation of .
• The effectiveness of each attack profile was measured by
the bias introduced by the attack ratings in the reputation
of . The bias was computed as
,
where
and
were the overall reputation
scores of item calculated before and after inserting the
ratings from malicious users, respectively. The attack profile leading to larger bias was more effective.
• The competition rule encouraged the players to adjust the
attack resources that they used, including the number of
malicious user IDs and the number of ratings from the malicious user IDs. Each player could submit many attack
profiles. The attack profiles using the same attack resources
were compared. If one attack profile was stronger (i.e. more
effective) than any other profiles using the same attack resource, this attack profile was marked as the winning profile. The performance of each player was measured by the
number of winning profiles among all of his/her submissions. The detailed description of the evaluation criteria
can be found at http://www.ele.uri.edu/nest/cant.html [25]
and a screenshot is shown in Fig. 4.
• The competition had attracted 630 registered players from
70 universities in China and the United States. We collected 826,980 valid submissions.
2) Test Data Preparation: Since we have collected a large
amount of attack data, it is important to classify them and construct representative data set for testing purpose. In this paper,
we construct two data sets for testing.
First, we group attack profiles according to the number of
malicious user IDs used in each profile (i.e.
), and then se-

, 10, 15, 20, 25, and 30, respeclect 6 groups with
tively. Since there are 300 normal users in the system, in these
6 groups of data, the malicious users have taken up 1.6%, 3.2%,
4.8%, 6.2%, 7.7% and 9% of the total user number. They are selected to represent attacks with very small, small, medium, large
and very large number of malicious users. Attacks with a larger
number of malicious users usually have stronger attack power
and may cause larger attack impact. We want to test whether
TATA could yield a consistent defense performance under different attack scenarios. Let
denote the set of attack
profiles using
malicious users. Thus, our first testing data
set, denoted by
, contains
,
,
,
,
, and
. There are totally 103,054 attack profiles
in
.
Second, we construct another data set that contains only
strong attacks. To address the attack strength when there
are defense mechanisms, we define attack power (AP) as
, where
and
are the reputation scores calculated before and after inserting the ratings
from malicious users, respectively. The reputation is calculated
by reputation system employed in the cyber competition.
We construct attack data subset
as follows. Among
all attacks using the same number of malicious users (i.e.
),
we first pick the attack with the largest AP value, and then pick
other attacks whose AP values are greater than 80 percent of
this largest AP. All of the picked attacks are put into
.
We construct
for
, 10, 15, 20, 25, and 30. These
six data sets are collectively referred to as
, which contains
18,175 attack profiles.
We would like to point out that the reputation scheme
used in this cyber competition contains a simple combination of dishonest rating detection and rater trust evaluation.
Briefly speaking, it uses the philosophy that ratings far
away from the majority’s opinions are dishonest ratings. A
user’s trust is evaluated according to the distances between
his/her rating values and the item reputation scores calculated by the reputation system. The details can be found in
http://www.ele.uri.edu/nest/cant.html. Many of the reputation
defense schemes in category 3 and category 4, as discussed in
Section II, use the similar philosophy. The players did not know
the specific reputation system used in the cyber competition.
We have observed that the players tried diverse attacks in the
competition. 826,980 valid attack profiles have been collected
in total. We believe that
and
can well represent the
attack behaviors against the majority of reputation systems
from real human users.
B. Performance Testing of TATA
In this subsection and the next subsection, we conduct performance testing of TATA. In Section V-B, the Receiver Operating Characteristic (ROC) curve of malicious users and target
items are presented. Furthermore, the performance of TATA in
terms of recovering the reputation score of the target item is
also demonstrated. In Section V-C, TATA is compared with two
representative reputation schemes and our previously proposed
scheme TAUCA. Testing data set
is used in Section V-B,
and
is used in Section V-C.

Fig. 6. Performance of the target item detection in TATA.
Fig. 5. Performance of malicious user detection for different malicious user
number in TATA.

Identification of Malicious Users: In the first experiment, we
demonstrate the detection rate and false alarm rate of TATA in
terms of detecting malicious users. Fig. 5 shows the malicious
user detection ROC curves for different
values. TATA has
demonstrated a consistent good performance. When the false
alarm rate is around 5%, TATA yields high detection rate (i.e.
88%) for all attacks with different number of malicious users.
Note that, the ROC curves for the attacks with the number of
malicious users less than 25 are slightly better than that for the
attacks with a larger number of malicious users. The reason is
that, when attackers have more attack resources (i.e. more malicious IDs), more complex attack strategies can be applied. For
example, some malicious users may directly provide dishonest
ratings to the target item, while some others may accumulate
high trust values to assist the former malicious users and at the
same time, keep themselves hidden.
Identification of the Target Item: We then evaluate the performance of TATA in terms of determining the items under attack (i.e. target items). In TATA, we identify the items on which
the malicious users have low trust values as target items. In the
cyber competition, the ground truth is one item (i.e. ) under
attack and 299 items not under attack.
Assume that TATA is tested against
attack profiles. Let
denote the number of profiles, for which TATA accurately
detects as the target item. Then, the detection rate is defined
as
. Let
denote the total number of items that
are not under attack but detected as target items. Then, the false
alarm rate is calculated as
.
Fig. 6 shows the ROC curves for detecting target items for
different
values. We observe that TATA can accurately detect target items. For example, with very small false alarm rates
(i.e.
), the detection rates are always above 99% for all
attacks with different
values.
Recovered Reputation Offset of the Target Item: The detection rate of malicious users cannot fully describe the performance of TATA. Obviously, the amount of damage caused by
different malicious users can be very different. We care more
about whether the undetected malicious users can cause large
damage to the final reputation scores. Therefore, we define the
Recovered Reputation Offset (RRO) as
, where is the

Fig. 7. Recovered reputation offset of the target item for different threshold
values in TATA.

average value of all the normal ratings to and is the average
value of the remaining ratings after TATA has removed dishonest ratings from the detected malicious users. A small RRO
value represents that the recovered reputation score is close to
the original reputation, which is desirable. Fig. 7 shows the RRO
values of the target item (i.e. ) against attacks with different
when the change detector threshold
is changing.
From Fig. 7, we can make three observations. First, the performance is not sensitive to attack scenario changes. For all the
attacks with different
, TATA yields similar RRO values for
the target item. Second, TATA is not sensitive to the change detection threshold (i.e. ) selection. For all different attacks, the
RRO values of the target item do not change too much when
falls between 1 2.4. Third, when from 0 to a high value
(i.e. 15), the RRO value of the target item initially drops and
then starts to grow, forming a roughly concave curve. Based
on this curve, the optimal threshold which yields the minimum
RRO value could be determined. As shown in Fig. 7, the optimal
threshold value for our data falls in between 2 2.4. When the
optimal threshold is chosen, the maximum RRO value of the
target item for all different attacks is 0.05. This means that the
attacker can only reduce the reputation score of item
from
its true reputation (i.e. ) to
. When simple averaging

method is used, the reputation score of
is 3.98. The attack,
where 30 malicious users provide ratings to item with value
1, will cause the largest damage to the reputation of , which
misleads the reputation score from 3.98 to 3.39. This means that
TATA reduces the bias in the final reputation score by a factor
of
. As a summary, TATA is a very
effective method to protect feedback-based reputation systems.

C. Performance Comparison
In this section, TATA is compared with the Iteration Refinement (IR) model [6] and the Beta function model [5], two
existing and representative defense schemes for reputation
systems. Furthermore, our previous scheme TAUCA is also
compared to TATA. The detailed comparison results are shown
below. As mentioned earlier, the data set
is used in this
part of experiments.
1) Iteration Refinement Model: The IR scheme [6] estimates
an item’s reputation score as the weighted average of all ratings to this item. The weight assigned to a rating is determined
as
, where is the rating variance of the user who
provides this rating, and , ranging from 0 to 1, is the key parameter. When increases, more ratings from users with large
rating variance will be ignored. The main purpose of the IR
scheme is reputation recovery.
Fig. 8 shows the RRO values when scheme IR is applied with
different values. The x axis represents the value of , and the
y axis represents the RRO values of the target item. It is seen
that for all different attacks, IR can yield very low RRO, when
is properly chosen. For example, when
, the RRO is
0.02.
2) Beta Function Model: The beta scheme assumes that the
underlying ratings follow Beta distribution and considers the
ratings outside (lower) and
(upper) quantile of the
majority’s opinions as dishonest ratings. Here, can be viewed
as a sensitivity parameter roughly describing the percentage of
feedback being classified as dishonest. The main purpose of the
Beta scheme is both malicious rating detection and reputation
recovery.
Fig. 9 shows the RRO values when the beta-function based
defense method [5] is applied with different values. The x axis
represents the value of , and the y axis represents the RRO
values of the target item. Based on the results in Fig. 9, the best
value is chosen as 0.2, which yields the minimum RRO for
different
values.
3) TAUCA: In our previous work [7], we proposed a scheme
TAUCA, which combines the time domain change detector with
user correlation analysis. The major difference between TATA
and the previous scheme TAUCA is that we replace the user
correlation module by the trust analysis module. The key parameter in TAUCA is also the threshold of the change detector (i.e.
). During our previous study, the optimal threshold value is 2
for this data set. We compare the performance of the previous
scheme TAUCA with TATA when the threshold values for both
schemes are optimized. Similar to the Beta function scheme, the
design goal of TAUCA is malicious rating detection and reputation recovery.

Fig. 8. Performance of IR algorithm for different

Fig. 9. Performance of beta model for different

and .

and .

4) Performance Comparison Among Different Schemes: In
this section, we compare the performance of different schemes:
scheme Beta, scheme IR, scheme TAUCA and the proposed
scheme TATA. Note that, for the beta scheme and the proposed
scheme TATA, there are two optional factors: (1) the forgetting
factor which assigns larger weight to more recent ratings and
(2) the discounting factor, which is used to control the weight
of ratings according to users’ reputation. In our comparison,
we do not consider these two factors for both the beta function
based scheme and the proposed scheme. The forgetting factor
is not considered since we assume that (1) each user can provide no more than one rating to each item and (2) items have
intrinsic quality which does not change rapidly. Meanwhile,
the discounting factor is not considered since it (1) may mislead item reputation when a large portion of normal users are
identified as malicious users and (2) is vulnerable against the
attackers who accumulate high reputation by providing honest
ratings to items that they do not care. Furthermore, both the beta
scheme and the proposed scheme can use similar forgetting or
discounting mechanism, and we would expect that either the forgetting mechanism or the discounting mechanism has similar
impact on both schemes and will not change the comparison results.

TABLE I
MALICIOUS USER DETECTION

(DR: detection rate; FA: false alarm rate.)

In this comparison, the key parameters of these schemes are
set so that all these schemes could achieve the minimum RRO
value of the target item (i.e.
,
,
and
). It is important to point out that this comparison favors
the IR and the beta function based schemes because their performance is sensitive to their parameter settings. Choosing the
parameters for these two schemes is much harder than choosing
the parameter for TATA.
Malicious User Detection: To compare the performance of
different schemes, we first demonstrate the malicious user detection results. In Table I, the detection rates and false alarm
rates for scheme Beta, scheme TAUCA and scheme TATA are
demonstrated. We can make several observations. First, scheme
Beta performs the worst with low detection rates and high false
alarm rates. For example, when there are 20 malicious users,
the detection rate of scheme Beta is only 0.67, while the false
alarm rate is 0.57, meaning that to detect 13 out of 20 malicious users, 57% of 300 normal users will be misidentified as
malicious users. Second, TATA outperforms TAUCA when malicious user number is not large (i.e.
, 10, 15, 20). And
when
increases, TATA will have a slightly worse performance than TAUCA. The reason is that TAUCA focuses more
on the correlation among users whereas TATA focuses more on
individual user’s past behavior patterns. When the number of
malicious users is small, the collusion among them is not very
strong. As a consequence, the scheme investigating individual
user behavior patterns may be more suitable. When malicious
user number is large, more complicated collusion schemes can
be involved, and some malicious users could accumulate high
trust values and keep themselves hidden. In this case, due to the
behavior similarity among malicious users, the scheme investigating user correlation can be more suitable.
We do not have scheme IR in the Table I, since it does not explicitly detect malicious users. However, it does assign different
weights to users according to their rating behavior patterns. In
the experiments, we discover that in scheme IR, a large amount
of users have very small weights. As a consequence, the calculation of the final reputation score only counts the ratings from
very few users. We call a user as a low weighted user if his/her
weight is lower than 1% of the highest weight. Table II shows
the number of low weighted users and the number of other users
whose opinions are actually counted. For attacks with different
malicious user number, opinions from less than 5 users dominate the reputation score, leaving opinions from more than 120
other users uncounted. Scheme IR may raise concerns since it
only counts the opinions of very few users.
RRO Values of the Target Item: In Fig. 10, we compare the
RRO of the target item for all different schemes. In Fig. 10, the x

TABLE II
PERFORMANCE OF IR FOR MALICIOUS USER DETECTION

(Num-Low-Weight: the number of low weighted users.
Num-Reg-Weight: the number of other users whose
opinions really count.)

Fig. 10. Recovered reputation offset of the target item comparison for different
reputation defense schemes.

axis represents the malicious user number, and y axis represents
the RRO values of the target item. We can make three observations. First, the performance of scheme Beta is not stable. For
attacks with different number of malicious users, it will achieve
very different RRO values for the target item. Second, scheme
IR and scheme TAUCA have relatively stable RRO values of
the target item for all different attack scenarios. And scheme
IR slightly outperforms scheme TAUCA. Third, the proposed
scheme TATA has achieved the smallest RRO values of the
target item in most of the cases. Especially for attacks with malicious user number as 5, 15 and 20, the RRO values are very close
to 0, indicating that the recovered reputation score is very close
to the item’s real reputation. However, when the malicious user
number is 30, the RRO value of TATA is much higher than that
of other schemes. This bias is caused by the undetected malicious users. Generally speaking, the proposed scheme TATA has
outperformed other schemes in defending most attacks. When
the malicious user number goes larger, the performance drops
slightly.
RRO Values of All Items: Besides the RRO values of the
target item, we need to also consider the RRO values of all
items in the reputation system. Although normal items are not
attacked by malicious users, some of their normal ratings may
be mistakenly determined as dishonest ratings by the reputation defense scheme, leading to reputation distortion. A smaller
RRO value indicates a smaller reputation distortion, which is
desirable. In Fig. 11, we demonstrate the RRO values of all
items when different defense schemes are applied. In Fig. 11,
the x axis represents the number of malicious users and the y

Fig. 11. Recovered reputation offset of all items comparison for different reputation defense schemes.
TABLE III
SUMMARY OF PERFORMANCE COMPARISON

Dempster–Shafer theory is proposed. Compared with the IR and
the Beta model methods, TATA achieves similar RRO values,
which represent items’ reputation distortion, but much higher
detection rate in malicious user detection. For different attacks,
the detection rate of TATA is 0.87 0.99, whereas IR fails to detect malicious users and Beta model achieves 0.37 0.72 detection rate. Compared with our previous scheme TAUCA, which
investigates user correlation, TATA achieves a much smaller
and more stable RRO values of all items, indicating a small
interference on normal items. Furthermore, this study reveals
some important insights. When the number of malicious users
is not very large, examining individual user’s behavior (such as
through a well designed trust model in this paper) is a very effective defense approach. When the number of malicious users
is very large, investigating user behavior similarity (such as in
the TAUCA scheme) becomes a promising method. In the future, one possibility is to jointly consider trust evaluation and
user correlation.
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