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Abstract—Covert channels exploit side channels within existing network resources to transmit secret messages. They are
integrated into the elements of network resources that were not even designed for the purpose of communication. This means
that traditional security features like firewalls cannot detect them. Their ability to evade detection makes covert channels a
grave security concern. Hence, it is imperative to detect and disrupt them. However, a generic mechanism that can be used to
detect a large variety of covert channels is missing. In this paper, we propose a Support Vector Machine (SVM)-based framework
for reliable detection of covert communications. The machine learning framework utilizes the fingerprints derived from the
traffic under investigation to classify the traffic as covert or overt. We trained our classifier using the fingerprints from four
popular and diverse covert timing channel algorithms and tested each of them independently. We have shown that the machine
learning framework has great potential to blindly detect covert channels, even when the covert message size is reduced.
Index Terms—Covert Channels; Detection; Machine Learning; Traffic Fingerprints

——————————  ——————————

1

INTRODUCTION

C

OVERT channels provide methods to transmit
information using existing system resources that were
not designed to carry data. This makes them invisible to
common network security mechanisms like firewalls.
Because of their ability to evade detection, they create a
grave cyber security threat. Sensitive and confidential
information can be leaked from a network with higher
security privileges to an external network by simply
establishing a seemingly innocuous communication link
between them. Two parties with intention to transmit covert
data can easily communicate and exchange information over
a public network without being detected. Therefore, it is
very difficult to detect covert communications and this can
be a very effective and damaging security approach if it is
used for harmful intentions.
There are two countermeasure approaches to covert
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communications. One approach is using a network
monitoring entity called a network warden that modifies all
traffic passing through it regardless of whether it is covert or
not. This is called active warden approach. This modification
of the underlying traffic may possibly make it impossible for
the receiver to decode the hidden message. However, doing
so will unfairly punish innocuous traffic as well, often
leading to waste of computing resources. Moreover, such an
active modification of traffic may not be possible without
violating the QoS provisions in the network, particularly in
applications where the order of packets and the timing
requirements of them are tightly guided by the
communication protocol. Therefore, a passive warden
approach which can detect presence of covert message in the
traffic is required. Such approaches will investigate the
traffic and set up alarms, and take corrective measures upon
detection of covert messages in a particular stream.
As detailed later in Section 2, despite of the large amount
of research work done in the area of covert channel
detection, a complete solution that can blindly detect hidden
information is lacking. Most available methods are tailored
towards detecting a specific type of covert channel
algorithm. Also, some proposed methods require
information about the message embedding procedure,
which is not known at the detector. In this paper, we present
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a Support Vector Machine (SVM)-based detection
framework that can blindly detect Covert Timing Channels
(CTCs). CTCs are a class of covert channels that embed bits
into traffic by modulating the timing information of the
traffic. The presented framework uses statistical fingerprints
generated from the traffic under investigation as the feature
point vectors to train a Support Vector Machine-based
classifier. In this paper, we have derived four types of
statistical fingerprints from the timing information of the
traffic being tested —Kolmorov-Smirnov (K-S) score,
Regularity score, Entropy and Corrected Conditional
Entropy (CCE). Since the hidden bits are embedded within
the timing information, building a detector based on the
statistical fingerprints derived from the timing information
itself will correlate well with the presence of such covert bits.
We show that the framework is generic and does not require
any information of the embedding process, and can
accurately detect the presence of the CTCs discussed in this
paper.
The rest of the paper is arranged as follows. A
comprehensive survey of contemporary research in
detection of covert channels is presented in Section 2. In
Section 3, we present our detection scheme including the
SVM framework and methodology. In Section 4, we present
the detection results. We conclude the paper in Section 5.

2

LITERATURE SURVEY

Depending on the type of network resources used for
communications, there are two classes of covert channels [1]
—covert storage channels (CSCs) and covert timing channels
(CTCs). In CSCs, the sender directly writes covert
information into network objects such that the receiver can
read it from them. Header fields and extensions, ISN (Initial
Sequence Number) and IP Identification fields, etc. are
commonly used to embed covert information. On the other
hand, in CTCs, the sender embeds covert information by
modulating the timing information of the overt traffic. The
receiver observes the covert traffic, extracts the timing
information from it and decodes the covert bits. CSCs are
tightly bound by network protocols and hence they cannot
deviate from specific behaviors. This makes detecting them
not that difficult. On the other hand, CTCs exhibit stochastic
behavior and hence detecting them is more challenging. This
paper is focused on detecting the CTCs.
For the sake of completeness, a brief discussion of
detection of CSCs is provided. In [2], in order to detect covert
message embedded in TCP ISN and IP Identification fields,
the authors have proposed a scheme called Phase
Reconstruction Method. A four dimensional phase vector is
calculated for an input ISN. The distance between the legal
ISN numbers and the traffic under investigation is observed
and variance of the distances is estimated. By using the
variances of three consecutive ISNs, a third order statistic is
calculated. This statistic is then compared with a threshold
for traffic classification. In [3], the authors have proposed

detecting covert messages in ISN field by using Elman
neural network model. They predict the ISN by using all the
data received before and calculate the Hamming distance
between the predicted ISN and the new ISN. If this distance
exceeds a threshold, the ISN is considered to be generated by
a different sources compared to previous data traffic and
hence covert traffic is detected. In [4], the authors use a
modified Pearson chi-square test to test the hypothesis of
whether a process under investigation has the same
distribution as that of a previously established overt process.
In [5], the authors use hidden Markov processes in TCP to
build transition matrices. Then they calculate the KL
divergence statistic between the training set and the test set.
If this statistic is greater than the threshold, the traffic is
classified to be covert.
In [6], the author describes the possibility of detecting the
presence of covert communications by measuring the
entropy of the system’s output and comparing it with the
expected entropy. However, accurate computation of
entropy of a real system is next to impossible. In [7], Cabuk
et al. used the fingerprints left by covert channel embedding
process into the traffic stream and designed two metrics
around the distribution of the inter-packet arrival time. The
first metric was built on the premise that covert timing
channels would create regular patterns on inter-packet
delays (IPDs) whereas a regular traffic might be possibly
bursty and hence lack such patterns. By observing the
distribution of the traffic for these patterns, they are able to
detect the covert channels. Another measure that they
discuss is what they call a regularity score, in which they
observe the variation of the traffic with the stream itself. In
[8], the authors used the histogram of the delays to detect a
binary channel that uses two distinct delay values to
transmit covert bit ‘0’ or ‘1’. The histogram of the covert
traffic will have two peaks, each peak corresponding to the
delay value associated with a specific covert bit and the
mean will be somewhere between the peaks. They argued
that in an overt traffic, the histogram will have a single peak
and the mean will be at the peak. Similarly, Berk et al. [9]
proposed calculating the probability that a traffic is covert as
𝑃 = 1 − 𝐶𝜇 /𝐶max , where 𝐶𝜇 is the number of packets with
mean delay time and 𝐶max is the total number of packets.
Even though a number of publications are available to detect
CTCs, most of the work has limited scope as they can only
detect a particular type of covert channel. In fact, some of the
detection methods have been proposed alongside the covert
channel embedding methods themselves, and are suitable to
detect only that particular CTC. In [10], the authors have
proposed using the sequence number of the packets to detect
CTCs in VOIP traffic. In VOIP traffic, it is possible to embed
data in RTP streams by delaying selected packets. A normal
receiver would neglect the packets, but a covert receiver can
identify the packet and extract the embedded covert data. By
tracking the sequence number of the packets, the authors
were able to detect the late packets which, rather than being
delivered to the receiver, were discarded. In [11, 12], the
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authors have investigated detecting covert channels on
clouds. In [11], the authors study the possibility of real-time
detection of covert channels by creating an identical copy of
a virtual machine on the cloud. The traffic to and from a
possibly compromised virtual machine is also routed
towards its identical counterpart, which is guaranteed to be
not compromised. By comparing the network traffic from
the two virtual machines, any abnormal behavior can be
detected and covert channels identified. In [12], the authors
investigate methods to mitigate the presence of side
channels between two co-resident virtual machines that
physically reside on the same machine. A virtual machine
provisioning strategy was studied that ensures that
bystander workloads on each server creates high error rates
to covert communications while still maintaining the
resource efficiency of virtualization.
In [20], the authors present a method of sub-band
encoding for better stealth. The autocorrelation function of
the IPDs from the sub-band encoded channel resembles
closely the overt traffic. They then attempt to detect this
covert channel using a classification tree-based machine
learning technique. They show that at a false positive rate of
0.5%, approximately 80% of conventional covert channels
are detected whereas only 9% of the covert channels are
detected when the sub-band encoding method is used. While
the focus of the paper is in introducing sub-band encoding
for design of covert channel, the detection method used by
the authors is interesting and closely relates to the methods
presented in this paper. However, it is not clear how the
traffic sample size will affect the performance of detection. It
will be interesting to explore the possibility of detecting the
sub-band encoding based channel using the proposed SVM
classifier in a future publication.
Arguably, the most notable work in detection of CTCs has
been proposed by Gianvecchio et al. in 2011 [13]. The authors
extracted four fingerprints from the IPDs of the traffic—K-S
test score, regularity score, entropy and corrected
conditional entropy (CCE). The K-S test score is based on the
comparison of the distribution of two traffic samples being
compared with a known traffic, while the regularity traffic
estimates the variation in the traffic itself on a block to block
basis. These two statistics are the same ones proposed by
Cabuk et al. in [7]. The entropy of the traffic is measured
empirically by dividing the observed IPDs to specific
number of bins. Higher order of entropy is defined by
assigning bins for n-tuples of the IPDs. The concept of
corrected conditional entropy basically represents the
entropy of the IPDs conditioned upon some prior knowledge
about the traffic and is borrowed from the paper published
in [14]. However, the proposed method still cannot blindly
detect all covert channels. In particular, the CCE method
which is able to detect three out of the four covert channels
discussed in the paper, cannot detect the fourth one—the
Jitterbug algorithm. The authors use the entropy score which
could not detect other algorithms, to detect Jitterbug.
Therefore, the detector needs to have the knowledge of

Figure 1: A Support Vector Machine-based Framework for
detecting Covert Timing Channels

which algorithm is being used to embed covert bits in order
to know which fingerprint to trust. This is a circular problem
with no solution. Furthermore, we have shown in [16] that
the use of these fingerprints fails when the size of the
embedded covert message is small. In [15], the authors
extended the work of Gianvechhio et al. by introducing two
additional fingerprints for detecting CTCs—the K-L
divergence and Welch’s t-test. They show that the Welch’s ttest is better suited to detect the Jitterbug algorithm as it is a
non-parametric test based on difference of means. An SVM
based machine learning approach that uses the regularity
metrics as the feature points has also been proposed. But this
classifier has been tested against only one CTC. In [22, 23],
the authors have successfully used the SVM classifier
techniques for classifying specific CSCs. The authors discuss
covert channels that use TCP/IP header fields such as IP
Identification and Sequence Number, and ICMP payload
traffic and detect them using a SVM based pattern classifier.
But they cannot be readily extended to incorporate CTCs as
well.
To summarize, while significant research has been done
in detecting CTCs, a generic detection method that can
blindly detect the presence of covert information in traffic is
still lacking.

3

DETECTION APPROACH

In this section, a detailed description of the framework
designed and the methods used to accomplish the objective
of detection of covert traffic is provided.

3.1 System Model
Figure 1 shows the block-diagram representation of the
detection framework. The detector is essentially a network
monitor that has access to all traffic it is attempting to
investigate. It could either be implemented to pass all
network traffic through it as shown in figure, or it could
simply tap into the traffic stream. It consists of three primary
units—a traffic filter, a fingerprint extractor and a SVM
framework. The traffic filter selects traffic for fingerprint
extraction. It could be defined on a port basis to investigate
a specific type of traffic, or on a stream basis which helps in
source tracking as well. The fingerprint extractor derives the
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statistical features from the information provided by the
traffic filter. The fingerprints are then provided to the SVM
framework. Initially, the fingerprints from both overt and
covert traffic are used to train the classifier. After training the
classifier, it is ready for implementation on a live network
for real time detection of covert communications.

3.2 Methodology
3.2.1 The Studied CTC Algorithms
We chose four popular CTC algorithms to test the
reliability of our classifier. A brief description of the
algorithms, and their implementation in our experiments, is
provided in the following paragraphs.
In [7], Cabuk et al. proposed a simple CTC that uses an
on-off switching technique to embed covert bits in the traffic.
The covert parties agree on an interval time. The covert
sender transmits a packet in each interval to represent covert
bit ‘1’. It does not transmit any packet to represent covert bit
‘0’. The receiver scans the traffic stream for incoming packet
at each interval and decodes the bit as ‘1’ or ‘0’. The
algorithm requires strict synchronization between the
transmitter and receiver and loss of synchronization will
lead to error propagation.
In [17], Shah et al. proposed hiding covert bits in the form
of jitter in normal keystroke traffic. The algorithm changes
inter-packet arrival time of keystrokes by a very small
amount which makes it invisible to network wardens. The
algorithm can be generalized to embed covert bits in any
traffic stream. The covert parties select a traffic modulation
window which determines the delay added to the overt
inter-packet arrival times. The receiver observes the
incoming packets and decodes the bits using the modulation
window value. Since the algorithm is based on IPDs, it does
not suffer from error propagation even in the event of loss of
synchronization.
In [18], the authors proposed to improve the embedding
capacity of covert channels by embedding L-bits into the
IPDs of N-consecutive packets. The algorithm works by
defining a one-to-one map between an L-bit stream and Ndelay values. The receiver decodes L-bits at a time by
comparing the observed IPDs with this map. The algorithm
defines a minimum value of delay and a scalar multiple that
increases the minimum delay to represent different
combinations of L-bits.
Arguing that in order to evade detection, the covert traffic
must bear similar statistical properties as an overt traffic
would, the authors proposed a so-called Time Replay channel
in [19]. The IPD values from a previously recorded overt
traffic is mimicked. In a binary channel, the overt traffic is
divided into two bins separated by the median. To embed
covert bit ‘1’, a delay value from the higher bin is selected at
random. Similarly, to embed covert bit ‘0’, a delay value
from the lower bin is selected at random. To a network
monitor, the observed traffic would look similar to an overt
traffic and detection is avoided. The covert receiver simply
compares the incoming IPDs with the median and decodes

the covert bits.
There are other similar algorithms, such as the one
published in [21], that was not included in this paper.
Though the embedding methodology presented in the paper
is quite unique, the resulting traffic strives to attain the same
objective as that of a Time Replay Channel [19] – to exploit
statistical properties of legitimate traffic to increase stealth.
The Model-Based framework in [21] does this by designing
the covert traffic to attain the same statistics as the overt
traffic. On the other hand, the Time Replay Channel [19]
directly replicates the overt traffic. Therefore, the resulting
covert traffic from both of these CTC algorithms will have
similar behavior and will thus produce similar results when
being detected. Therefore, we believe the algorithms
presented in this paper represent a sufficiently broad range
of CTCs.

3.2.2 The Fingerprint Extraction Process
To acquire feature points for the classifier, firstly we ran a
normal HTTP session between a random HTTP server on the
Internet and a workstation in the laboratory. The session was
recorded using Wireshark and relevant packets filtered out.
This is our overt traffic for the three CTCs except Jitterbug.
For on-off channel, we embedded covert bits by rotating
the transmission interval among 40 ms, 60 ms and 80 ms after
every 100 packets. This is done to avoid creating regular
patterns on the traffic and make the detection problem more
challenging. The receiver was synchronized to observe the
incoming packets on corresponding intervals to decode the
embedded bits.
In the case of L-bits-to-N-packets CTC, we selected L=8
and n=3 to be consistent with our earlier publications. The
minimum delay was selected to be 50 ms and the scalar was
chosen to be 10 ms. Therefore, the chosen IPDs were in the
form of 50 + 10𝛼 ms, where 𝛼 is an integer. Using all
possible values of 𝛼, 256 sets of triplets of IPDs were selected,
one for each of the 2𝐿 = 256 combination of bits. The triplets
were chosen to minimize the average delay in order to
maximize the transmission capacity. These configurations
are recommended by the authors in [15].
No implementation specific configuration was required
for the time replay CTC. The recorded HTTP session was
simply played back.
To embed covert bits using the Jitterbug algorithm, we
used the traffic from an SSH session. The average IPD of the
traffic was 1.378 seconds, which is close to the average IPD
of the traffic used by the authors in [10]. We should note that
the IPD values used for Jitterbug is significantly higher than
that for the other three algorithms. This is because Jitterbug
is expected to have noise like characteristics and only change
the IPD of the overt traffic by a small scale. We used a
modulation window of 20 ms as used by the authors in [10,
13]. For a modulation window of this size, the traffic used is
an appropriate match. However, generally speaking, the
Jitterbug algorithm can be implemented on any traffic by
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suitably scaling the modulation window. But if the
modulation window is too low, the embedded data will be
lost in actual network jitter.
We selected a chunk of 200,001 packets for 200,000 IPD
values from the recordings. These 200,000 samples were
divided into 100 consecutive blocks of 2,000 samples each.
From each block, the four fingerprints-later detailed in
Section 3.3- were extracted. These fingerprints were used to
train the classifier as feature points on the overt class. Next,
we embedded the four described covert channels in the overt
traffic. After obtaining the covert traffic, the covert traffic
was also divided into 100 blocks of 2,000 samples and
fingerprints extracted from them. These fingerprints were
used as feature points of covert traffic class to train the
classifier. The results of training the classifier are shown in
Section 4.
Next, the same 200,000 samples were divided into 2,000
consecutive blocks of 100 samples each. The purpose of this
was to observe the impact of small covert message size on
traffic fingerprints. As we discussed in [16], covert messages
often just need to be short (i.e. less than 100 bits) to leak
information such as passwords. In these cases, a detection
mechanism that requires large test sample sizes is not useful
as they will never be available. Therefore, it is imperative the
detection mechanism works on smaller test samples as well.
But since smaller sample sizes do not represent the
population very well, the use of statistical fingerprints to
detect covert channels have poor reliability. In this paper, we
show that a machine learning framework is necessary to
improve the performance of such small scale detection. As in
the earlier case, both overt and covert traffic samples are
divided in consecutive blocks of 100 samples and
fingerprints are extracted from them. The fingerprints are
used as the feature points to train the classifier. The results
of classification is shown in Section 4.

3.3 The Support Vector Machine (SVM) Framework
In [13], the authors designed a detection framework by
designing a threshold based on fingerprints derived from
covert and overt blocks of 2,000 bits each. In [16], we showed
that if this block is reduced to smaller value, for example, 100
bits, the method becomes unreliable. We proposed that in
order to detect such small changes in traffic it was necessary
to adopt a machine learning approach that combines the
information provided by all the fingerprints for a more
reliable detection of CTCs. In this section, we describe the
details of such a framework.
The SVM approach works by defining the best hyperplane that divides the set of observations into two parts
representing the two classes. For our purpose, the two
classes represent the covert and overt channels. In this paper,
we have used four statistical measures derived from the
traffic to train and test the classifiers as feature points. Those
four statistics are—Kolmorov-Smirnov test score (K-S score),
regularity score, Entropy and Corrected Conditional
Entropy (CCE). We shall briefly describe each of the statistics

in the following paragraphs.
The K-S test tests the null hypothesis of whether two
samples have been drawn from the same population with an
arbitrary level of confidence. It is a non-parametric test,
which is important because the traffic under investigation is
not strictly defined by parameters. The test score is defined
as
𝐷 = sup|𝐹1 (𝑥) − 𝐹2 (𝑥)|

(1)

𝑥

Here 𝐹1 (𝑥) and 𝐹2 (𝑥) are the empirical cumulative
probability distributions of the IPDs of the two traffic
samples being compared and 𝑠𝑢𝑝 is the supremum function.
In our experiments, we established a HTTP/SSH session as
the training traffic for estimating the K-S test score. The test
traffic-both covert and overt-was tested against this training
traffic separately and two types of scores were received,
which was appropriately used to train/test the classifier. The
scores were calculated in cases of both 2,000 sample and 100
sample block cases.
The regularity score measures the variation of the traffic
within the stream itself. Several statistical parameters can be
used to express this variation. However, for sake of
continuity with [7, 13], we have chosen standard deviation
as the parameter to define variation in the traffic stream. The
traffic is first divided into adjacent blocks and the regularity
score is measured for each block. For this, a sample block is
further divided into 𝑛 consecutive sub-blocks and the
standard deviation 𝜎𝑖 ; 𝑖 = 1 𝑡𝑜 𝑛 is measured for each subblock. Then, on a sub-block by sub-block basis, the relative
change in deviation is calculated and normalized for each
sub-block. Then, the standard deviation of all normalized
values is calculated, which defines the regularity score 𝑅.
Thus,
𝑅 = 𝑆𝑡𝑑. 𝐷𝑒𝑣. (

𝜎𝑖 −𝜎𝑗
𝜎𝑖

) ∀𝑖 < 𝑗

(2)

In our tests, for calculating the regularity scores on a 2,000
sample block, it was divided into 20 blocks of 100 packets,
and 20 standard deviation measures were derived from each
block to calculate the score. Similarly, for the block size of
100 samples, the block was sub-divided into 5 sub-blocks of
20 samples each. A size less than 20 samples was
meaningless to derive any statistics while too large size did
not produce enough blocks for regularity calculation, hence
20 was deemed to be an appropriate number.
The entropy provides a measure of uncertainty in a
process. It is defined as
𝐻(𝑋1 , … , 𝑋𝑚 ) = −Σ𝑥 𝑝(𝑥1 , … , 𝑥𝑚 ) log 2 𝑝(𝑥1 , … , 𝑥𝑚 )

(3)

where 𝑋 is the random process and 𝑚 defined the entropy
order. In our tests, 𝑋 represents the IPD values of the traffic
under investigation, defined over 𝑚 consecutive tuples of
IPDs. For each entropy order, 5𝑚 bins are defined and the
distribution of the IPDs are empirically evaluated. The base
of 5 has been recommended by the authors in [13]. The
boundaries of the bins are designed to make the distribution
equi-probable. For a sufficiently large sample size, this
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distribution will maximize the entropy and provide an
upper bound.
The conditional entropy measures the level of uncertainty
in a process, when some information about the process is
already available. It is given by
𝐻(𝑋𝑚 |𝑋1 , … , 𝑋𝑚−1 ) = 𝐻(𝑋1 , 𝑋2 , … , 𝑋𝑚 ) −
𝐻(𝑋1 , 𝑋2 , … , 𝑋𝑚−1 )

(4)

The entropy rate of a process is the average entropy per
random variable and is given by the conditional entropy of
an infinite length sequence. However, in practice an infinite

length sequence is never available. Porta et al. [14] showed
that using finite length sequence to measure conditional
entropy will cause error in entropy estimation. In particular,
for a totally random process, it is expected that the measured
entropy increases linearly with the entropy order, and the
entropy rate remains constant. However, the availability of
only a finite length sequence, the probability distribution
will not be truly random, especially at higher entropy
orders. In fact, we might even have some empty bins. This
causes the entropy to saturate at higher orders and the
conditional entropy tends towards zero. To counter this
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Figure 2: K-S scores for test traffic using observation sample size of 2,000 IPDs
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Figure 3: Regularity scores for test traffic using observation sample size of 2,000 IPDs
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problem, Porta et al. proposed to fix the calculated
conditional entropy as
𝐶𝐶𝐸(𝑋𝑚 |𝑋1 , … , 𝑋𝑚−1 ) = 𝐻(𝑋𝑚 |𝑋1 , … , 𝑋𝑚−1 ) +
𝑝𝑒𝑟𝑐(𝑋𝑚 )𝐸𝑁(𝑋1 )

feature points for training the classifier.
We used MATLAB’s built-in SVM package for building
and testing the classifier. The classifier was optimized for
minimum cross-validation error by choosing appropriate
values of the BoxConstraint and KernelScale parameters. The
results in Section 4 represent the classification rates for this
optimum condition.
While training the classifier, we used the fingerprints
from all four CTC algorithms, and then tested each CTC

(5)

where 𝑝𝑒𝑟𝑐(𝑋𝑚 ) represents the percentage of unique
patterns in the samples and 𝐸𝑁(𝑋1 ) represents the first order
entropy. This measure is aptly called corrected conditional
entropy.

Entropy Scores
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Figure 4: Entropy scores for test traffic using observation sample size of 2,000 IPDs
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Figure 5: Corrected Conditional Entropy (CCE) scores using observation sample size of 2,000 IPDs

In our experiments, we calculated the entropy and CCE
for each block of covert and overt traffic, and used them as

algorithm for presence of covert message independently.
This is important because in real life scenario we do not have
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any information about which covert channel algorithm has
been used by the covert sender. Therefore, it is impossible to
train the classifier by only using the training samples from a
particular algorithm. Furthermore, independent testing is
necessary for two reasons. Firstly, in a real scenario only one
algorithm will need to be detected at a given time. Secondly,
it is necessary to analyze which algorithms are more prone
to being detected and which ones resist detection.
For testing the classifier, we used a different traffic
observation of 200,001 network packets, providing 200,000
IPDs. This test traffic was divided in the same manner as the
training traffic and the four statistical fingerprints were
derived for them as well.

4

RESULTS AND DISCUSSION

In this section, we present the classification results by
training an SVM classifier as detailed in Section 3.
The values of the fingerprints derived from the test traffic
while using an observation sample size of 2,000 IPDs are
shown in Figures 2-5. The figures show the fingerprints for
both overt and covert cases and the markers have been
labelled as A-I through A-IV representing the four CTC
algorithms in the order of [7], [17], [18] and [19] respectively.
This was done for the sake of clarity of figures and ease of
reference. Only one set of values have been plotted for overt
traffic for A-I, A-II and A-IV as they use the same overt HTTP
traffic. We have refrained from showing similar figures for
training traffic and sample size of 100 IPD blocks to avoid
repetition, as they will have the same nature.
In Figure 2, we immediately see that the covert test scores
for A-I and A-II are remarkably higher than their
corresponding overt scores. This also shows that scores are
almost constant throughout and have very low variance.
This will have significant impact on the machine learning
algorithm, which wil be discussed in the following
paragraphs. The test scores for A-III and A-IV have
considerable overlap, which indicates that K-S test alone will
not reliably detect them.
Figure 3 shows that the regularity scores for the covert
traffic of A-I and A-II are relatively very small and
concentrated within a small band, indicating a low variance.
The scores for the overt traffic on the other hand are higher
and have much higher variance. No such conclusions can be
drawn for the other two algorithms. The y-axis of Figure 3
has been capped at the value of 5. The scores higher than 5
did not present any interesting observations and only led to
scaling problems while observing the smaller scores.
The entropy and CCE scores in Figures 4 and 5 present an
interesting observation. The scores for a particular algorithm
seem to be fluctuating in a small band, without much
overlap, indicating low variance for both covert and overt
traffic. However, the scores for the overt traffic in case of AI, A-II and A-IV lie midway between the covert traffics for
the three cases. Therefore, without the knowledge of the
algorithm is it not possible to decide whether the traffic is

Table 1: Confusion matrix when testing for presence of on-off
channel (in %)

Overt
Covert

Sample
Size=2,000
Overt
Covert
97
3
0
100

Sample Size=100
Overt
74
1.5

Covert
26
98.5

covert or overt on its own.
In the following paragraphs, we shall explain how the
machine learning framework uses all these fingerprint
values as feature points for detection of covert channels.

4.1 On-Off Channel CTC
The confusion matrix for detecting the on-off CTC is
shown in Table I. It is seen that the classification accuracy of
covert and overt traffic was 100% and 97% respectively when
working with block sizes of 2,000 samples. This fairly high
accuracy is expected as on-off channel leaves a very
discernable impact on the traffic. The covert traffic in on-off
channel is totally dependent on the interval size and the
distribution of covert bits and bears no relation to the
original overt traffic. Particularly, if we observe the IPDs of
the covert traffic, the values would always be integral
multiples of the interval size. This makes the covert traffic
highly regular and lacking significant correlation. It should
be acknowledged that this high detection rate was achieved
in spite of training the classifier with fingerprints on other
algorithms and testing on a completely independent set of
data. If we had the luxury of training the classifier only on
the on-off channel, the detection rate would be 100%
accurate. However, that approach is not practical and
defeats the purpose of blind detection.
It is seen that the reduction of covert message size from
2,000 bits to 100 bits lowered the accuracy of detection. While
the rate of detection of covert channels is still fairly high at
98.5%, the rate of correctly identifying an overt channel has
fallen to 74%. This suggests that the detector has been trained
to be biased towards classifying a traffic as covert. Again,
this is the consequence of training the classifier to be a fit-forall design. Also, optimizing the classifier in order to reduce
misclassification is also responsible for this biasness.
4.2 L-Bits-to-N-Packets CTC
The SVM-based detector was again 100% successful in
correctly classifying the covert traffic channels in this case.
The rate of correct classification of overt channel was 96%
using covert message sizes of 2,000 bits. Upon decreasing the
message size to 100 bits, the detection rate of overt channels
dropped to 80%, while that for covert channels was still
100%.
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It is seen that the detection rates for both on-off channel
and
L-bits-to-N-packets channel are similar. The 100%
Table 2: Confusion matrix when testing for presence of L-bits N-packets channel (in %)

Overt
Covert

Sample
Size=2000
Overt
Covert
96
4
0
100

Sample Size=100
Overt
80
0

Covert
20
100

detection of covert channels of the latter is more likely a
statistical anomaly and a few detection errors are expected
on average. The similar performance of the detector can be
attributed to the similar nature of the two algorithms. Like
the on-off channel, the L-bits-to-N-packets channel also
leaves a visible fingerprint on the traffic. Since the IPD map
for covert bits is an integral multiple of a constant value, the
covert traffic in this case is also highly regular as well.

overt traffic, it might still be detected. In our overt traffic,
only about 16% of the IPD values were less than 88 ms. If the
overt traffic IPDs had very high variance, i.e. a significant
proportion of the traffic in millisecond ranges, a modulation
window of size 20 ms is still detectable. Therefore, the nature
of the overt traffic also plays a significant role in determining
the covertness of the hidden message. For example, the overt
traffic being analyzed in [13] had 40% IPDs below 88 ms,
making the detection easier.

4.4 Time Replay Channel
The confusion matrix while detecting the binary time
replay CTC is shown in Table IV. For an observation block
size of 2,000 samples, the classifier was able to detect covert
channels with 84% accuracy. This is consistent with the
results published in [10, 13].
Table 4: Confusion matrix when testing for presence of binary
time replay channel (in %)

4.3 Jitterbug
Table 3: Confusion matrix when testing for presence of Jitterbug
channel (in %)

Overt
Covert

Sample
Size=2,000
Overt
Covert
30
70
27
73

Sample Size=100
Overt
64
68

Covert
36
32

As shown in the classification matrix of Table III, it is clear
that the classifier was not effective in detecting the Jitterbug
CTC. In our implementation, the Jitterbug algorithm created
a minimal impact on the statistical characteristics of traffic.
As mentioned in Section 3, the average IPD of the overt
traffic was about 1.3 seconds while using a modulation
window of 20 ms, the average change in IPD due to
embedding of covert bits was an increment of 10 ms. This
increment was not significantly high to change the behavior
of traffic. Hence, the detection rate is not as good as in the
case of other algorithms.
At a reduced covert message size of only 100 bits, the
detector accuracy is decreased further. However, this is just
a statistical consequence of reducing covert message size,
and should not be understood as improvement in detection
of overt channels in general.
It is interesting to note that it is possible to detect Jitterbug
if the value of the modulation window is known. The
modulo-values of the IPDs with respect to the modulation
window size will exhibit very strong regularity. However, in
real life such information is never available to the detector,
and hence making this detection approach not very useful.
Another point to consider is that if we embed covert bits
using the Jitterbug algorithm by using a relatively high
modulation window size compared to the IPD values of the

Overt
Covert

Sample
Size=2,000
Overt
Covert
98
2
16
84

Sample Size=100
Overt
77
27

Covert
23
73

More interestingly, we observe that even when the covert
message size is reduced to 100 bits, the detection scheme is
still reasonably accurate. This is in sharp contrast to the
results we published in [16], where the detector performed
poorly when threshold based linear classification approach
was used. This shows that a machine learning approach does
indeed improve the performance of detection.
Another interesting analysis is to investigate the role of
CCE alone in the detection process, as the results of [10, 13]
were derived in such a manner. If we train the classifier only
using CCE values, a slightly higher false positive detection
is detected.
From Tables I-IV, the true positive (TP), false positive
(FP), true negative (TN) and false negative (FN) rates can be
directly extracted for all the eight test cases. To measure the
quality of a detection algorithm it is necessary to calculate
the sensitivity (𝒮) and specificity (𝕊) test scores from the
confusion matrices. In context of this paper, the sensitivity
test score represents the probability of the traffic being
classified as covert, given that it is a covert traffic.
Mathematically it is given by,
𝒮=

𝑇𝑃
𝑇𝑃+𝐹𝑁

(6)

The sensitivity score in this context is also called recall. It
represents the proportion of the successful queries, which in
this context is covert channel detection.
On the other hand, the specificity score represents the
probability that the network traffic is classified as overt,
given that it is overt. Mathematically, this value is define as
𝕊=

𝑇𝑁
𝑇𝑁+𝐹𝑃
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Figure 6: Sensitivity test scores for the four CTC algorithms

A third parameter called precision is also defined, which
represents the proportion of successful queries that are
relevant to the context. In our context, successful queries is
detection of covert channel and being relevant refers to the
channel being actually covert. It is given by
𝒫=

𝑇𝑃
𝑇𝑃+𝐹𝑃

(8)

The sensitivity, specificity and precision test scores are
shown in Figures 6-8 for all the eight test cases. We see that
the Jitterbug algorithm has the lowest scores. This comes
from the fact that Type I and Type II errors for the Jitterbug
algorithm are the highest. Type I and Type II errors represent
the FP and FN of the classification. On the other hand, all the
scores are fairly high for the on-off and 𝐿-bits-𝑛-packets
channels, which shows they can be detected easily.

Figure 8: Precision test scores for the four CTC algorithms

Figure 7: Specificity test scores for the four CTC algorithms

5

CONCLUSION

Covert channels provide means for transfer of
information by using the existing network resources such as
packet headers and timing information. These resources
were not even designed for the purpose of communication.
This makes them undetectable using conventional security
measures like firewalls, making them a grave security
concern if used for harmful intentions. Therefore, a
generalized mechanism that can blindly detect the presence
of covert communication in network traffic is an utmost
necessity.
Currently available detection methods are designed to
detect a very specific type of covert channels, and the
detection principle cannot be extended to incorporate more
channels. Furthermore, they lack the requirement of blind
detection and scalability. In this paper, we proposed a
machine learning framework for reliable detection of covert
timing channels. We extracted statistical fingerprints from
the traffic and used them as feature points for training a
Support Vector Machine (SVM). The SVM was then tested
on the traffic under investigation and classified it as covert
or overt. The detection framework was able to classify the
studied CTC algorithms fairly accurately and has great
potential to serve as a generic classifier for a large class of
CTC algorithms.
In future, we plan to add additional non-parametric test
statistics as new feature points of the classifier. We also plan
to test the classifier against other covert timing channel
algorithms.
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