




This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

CHANG et al.: DEFENDING AGAINST COLLABORATIVE ATTACKS BY MALICIOUS NODES IN MANETs 9

Fig. 12. Packet delivery ratio for different thresholds, under varying node
speed.

2ACK is a proactive scheme, which incurs routing overhead
regardless of the existence of malicious nodes. Although BFTR
belongs to the family of reactive schemes, the new route that
it has selected may still have malicious nodes in it, which, in
turn, will trigger repeated route discovery processes, causing
the additional routing overhead observed in BFTR compared
with the CBDS.

D. Varying the Mobility of Nodes Under a Fixed Percentage
of Malicious Nodes

In this scenario, the maximum speed of nodes is varied from
0 to 20 m/s, and the percentage of malicious nodes is fixed
to 20%.

First, we study the packet delivery ratio of the CBDS and
DSR for different thresholds. The threshold value is set to 85%,
95%, and the dynamic threshold, respectively. The results are
captured in Fig. 12. It can also be observed that the packet deliv-
ery ratio of DSR and the CBDS for different thresholds slightly
decreases when the node’s speed increases. The CBDS yields
a higher packet delivery ratio compared with DSR. Finally, the
CBDS can detect malicious nodes successfully while keeping
the packet delivery ratio above 90%.

Second, we study the routing overhead of the CBDS and
DSR for different thresholds. The threshold value is set to 85%,
95%, and the dynamic threshold, respectively. The results are
captured in Fig. 13. In Fig. 13, it can be observed that the
routing overhead of DSR and the CBDS for different thresh-
olds increases when the node’s speed increases. Moreover,
the CBDS can still detect malicious nodes successfully while
keeping a routing overhead a little higher than that of DSR.

Third, we study the throughput of the CBDS and DSR for dif-
ferent thresholds. The threshold value is set to 85%, 95%, and
the dynamic threshold, respectively. The results are captured in
Fig. 14. In Fig. 14, it can be observed that the throughput of
DSR and the CBDS for different thresholds slightly decreases
when the node’s speed increases. The CBDS yields the highest
throughput compared with DSR in all cases. It is also found that

Fig. 13. Routing overhead for different thresholds, under varying node speed.

Fig. 14. Throughput for different thresholds, under varying node speed.

the CBDS can still keep the highest throughput while avoiding
interference with malicious nodes.

Fourth, we study the end-to-end delay of the CBDS and
DSR for different thresholds. The threshold value is set to 85%,
95%, and the dynamic threshold, respectively. The results are
captured in Fig. 15. In Fig. 15, it can be observed that the
average end-to-end delay incurred by the CBDS is higher than
that incurred by DSR in all cases. This is attributed to the
fact that the CBDS requires more time to detect and trace the
malicious nodes, which is not the case for DSR since the latter
has no intrinsic malicious node detection mechanism.

V. CONCLUSION

In this paper, we have proposed a new mechanism (called
the CBDS) for detecting malicious nodes in MANETs under
gray/collaborative blackhole attacks. Our simulation results re-
vealed that the CBDS outperforms the DSR, 2ACK, and BFTR
schemes, chosen as benchmark schemes, in terms of routing
overhead and packet delivery ratio. As future work, we intend
to 1) investigate the feasibility of adjusting our CBDS approach
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Fig. 15. End-to-end delay for different thresholds, under varying node speed.

to address other types of collaborative attacks on MANETs
and to 2) investigate the integration of the CBDS with other
well-known message security schemes in order to construct a
comprehensive secure routing framework to protect MANETs
against miscreants.
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