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Fig. 2. A sample of Sybil accounts.

the performance gain of the Sybil community detection
component. Finally, we add a new Section 7 to describe
how to implement VoteTrust using parallel computing
frameworks (e.g., Giraph), and report on our real expe-
riences with a deployment of VoteTrust in Renren.

2 BACKGROUND

In order to reach a user on OSNs like Renren and
Facebook, the attacker must first befriend that user. This
is because, by default, social communications such as
creating posts are only allowed between friends. The
Sybils cannot be monetized without first establishing
social connections to real users. This motivates us to
exploit the friend request behavior to detect Sybils.

To help, Renren [2], [12], one of the most popular
OSNs in China, provided us with 1000 real accounts and
1000 Sybil accounts, respectively. Both Sybils and real
users are sampled from over the global Renren network,
which ensures the identified features are typical (e.g.,
not special features of users in a regional network).
The Sybils were confirmed spammers due to containing
spam in blogs or posts. We find that most Sybil accounts
are well-constructed. Fig. 2 is the profile of a sample
account. The profile is crafted as a college student with
pictures, and with blogs and friends.

To avoid the effect of fake relationships, Renren sent
CAPTCHAs to all the friends of Sybils, and only con-
sidered those passing the challenge as real friends. The
security team of Renren also helped us to inspect a
random sample of 100 nodes from those passing the test
and confirmed that 96% of them are real users.

2.1 Befriending Behavior of Sybils

Using this dataset as our ground truth, we made the
following key observations:

First, Sybils receive few incoming requests from real
users. Fig. 3 plots a cumulative distribution function
(CDF) of users by the number of incoming requests they
receive. We see that Sybils receive few friend requests
from real users, since real users are more like to send
requests to their real life acquaintances or friends.

Second, Sybils are more likely to receive rejections than
real users. Fig. 4 shows a distinct difference between
Sybils and real users in terms of the acceptance rate,
i.e., the fraction of outgoing friend requests accepted by
real users. On average, real users have a high accep-
tance rate of 0.8, whereas Sybils have a low acceptance
rate of 0.2. Interestingly, the average acceptance rate
of Renren Sybils is close to that of fictitious profiles
in Facebook [13], indicating that the users of different
OSNs have a similar degree of tolerance to unwanted
communication.

Since Sybils have non-zero acceptance rates, they can
befriend many real users by sending a large number of
friend requests. Fig. 5 shows the CDF of the number of
Sybils’ friends passing the CAPTCHA test. We find that
50% of Sybils have more than 32 real friends. On average,
each Sybil has about 65 friends passing the test.

2.2 Discussion
What is the key difficulty of Sybils? The current social-
graph-based Sybil defenses assume that the key diffi-
culty of Sybils is to befriend many real users [5]–[9].
However, our results show that Sybils can easily over-
come this difficulty by sending a large amount friend
requests. Their actual difficulty is to require real users
to befriend them first or to accept them with a high
probability.
Can we directly use this difficulty to detect Sybils? Suppose
that we detect Sybils with the structural features of the
incoming degree or the percentage of positive outgoing
links. An attacker could manipulate these features with
Sybil collusion: One Sybil can send friend requests to
other colluding Sybils, who are guaranteed to accept
these requests. This is the reason why we propose
VoteTrust algorithm which is more robust against ma-
nipulations of the graph.

3 MODELS AND GOAL

In this section, we outline the system and threat models
and the goal of VoteTrust.


