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Abstract—The development of cloud computing and virtualization techniques enables mobile devices to overcome the severity
of scarce resource constrained by allowing them to offload computation and migrate several computation parts of an application
to powerful cloud servers. A mobile device should judiciously determine whether to offload computation as well as what portion
of an application should be offloaded to the cloud. This paper considers a mobile computation offloading problem where multiple
mobile services in workflows can be invoked to fulfill their complex requirements and makes decision on whether the services of
a workflow should be offloaded. Due to the mobility of portable devices, unstable connectivity of mobile networks can impact the
offloading decision. To address this issue, we propose a novel offloading system to design robust offloading decisions for
mobile services. Our approach considers the dependency relations among component services and aims to optimize execution
time and energy consumption of executing mobile services. To this end, we also introduce a mobility model and a trade-off faulttolerance mechanism for the offloading system. A genetic algorithm (GA) based offloading method is then designed and
implemented after carefully modifying parts of a generic GA to match our special needs for the stated problem. Experimental
results are promising and show near-optimal solutions for all of our studied cases with almost linear algorithmic complexity with
respect to the problem size.
Index Terms—Mobile Cloud Computing, Service Workflow, Computation Offloading, Service Composition
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1 INTRODUCTION

R

ecent years have witnessed the dramatic development
of mobile information techniques. Mobile devices
(e.g., smartphones, tablet PCs, etc.) are increasingly turning into essential parts of people’s daily lives because
they can provide convenient communication tools almost
at any time and from any location [1]. With the rapid progress of mobile computing, mobile services are also developed and provided with a significant rate. This is
when requirements for mobile users are also becoming
more complicated, i.e., more complicated applications are
needed to be run on mobile devices such as video processing on mobile phones or object recognition on mobile
sensors [2]. However, because mobile devices have many
limitations on their hardware resources (e.g., battery life,
storage, and bandwidth) and communication facilities
(e.g., mobility and security), the gap between demand for
executing complex tasks and availability of limited resources are increasing everyday [3, 28].

services (IaaS, PaaS, SaaS). Cloud computing enables users to use infrastructures, platforms, and software packages offered by cloud providers at affordable costs. Cloud
computing also allows users to elastically utilize resources or integrate services in an on-demand fashion [4].
Therefore, it is preferred to integrate cloud computing in
mobile environments to provide more efficient mobile
services that can be rapidly provisioned and released as
well. Integration of cloud computing to mobile computing leads to design of new platforms called mobile cloud
computing (MCC) to facilitate the deployment of mobile
applications in cloud computing environments.
The concept of MCC, which was invented not very
long after the cloud computing itself, is a new paradigm
for mobile services where data processing and storage for
mobile applications/services are migrated from fragile
mobile devices to powerful and centralized computing
platforms in clouds [5]. In this new paradigm, because
mobile services are accessed through wireless connections,
1.1 Mobile Cloud Computing
mobile devices no longer need powerful hardware conCloud computing has been widely recognized as the next figurations (e.g., CPU, memory, etc.) to perform compligeneration computing paradigm and can provide various cated tasks.
Because of its great potentials, MCC paradigms have
received significant attention from both industry and ac————————————————
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1.2 Computation Offloading for MCC
Computation offloading, as one of the main advantages
of MCC, is a paradigm/solution to improve the capability
of mobile services through migrating heavy computation
tasks to powerful servers in clouds. Computation offloading yields saving energy for mobile devices when running intensive computational services, which typically
deplete a device’s battery when are run locally [6]. Nowadays, because virtualization techniques enable cloud
computing environments to remotely run services for
mobile devices [7], there has been a significant amount of
research focusing on computation offloading. These research themes are mostly related to explore ideas/ways
to make computation offloading feasible, to draw optimal
offloading decisions, and to develop offloading infrastructures [8-10].
There are many factors that can adversely affect the efficiency of offloading techniques, especially bandwidth
limitation between mobile devices and servers in cloud
and the amounts of data that must be exchanged among
them. Many algorithms have already been proposed to
optimize offloading strategies to improve computational
performance and/or save energy [12-15]. These algorithms and techniques mostly analyze a few system parameters –including network bandwidths, computation
capability, available memory, server loads, and the
amounts of exchanging data between mobile devices and
cloud servers– to propose offloading strategies. Although
the aforementioned parameters seem to be fairly adequate for most mobile services to date, we believe that
with the rapid change of mobile applications and increase
of their computational complexities, the following concerns should also be included for the design and implementation of future offloading strategies.
1. Mobile Service Workflow. As users’ requirements
become more complicated, one single service can hardly
satisfy such requirement, and thus multiple services
should be composed in a workflow to execute complicated tasks [29]. For example, to satisfy a business traveling
requirement, a service workflow that consists of three
services may be generated: weather_forecast (s1),
flight_reservation (s2) and hotel_reservation (s3). s2 and s3
can be executed in parallel as they both depend on the
result provided by s1. This simple example justifies why
the dependency relations among service components
should be considered when designing offloading strategies.
2. Users’ Mobility. The main characteristic of mobile
users is their mobility, and thus offloading strategies
must allow users to invoke mobile services whilst roaming in a network [30]. Because of their mobility, mobile
network bandwidth and data exchange rates are expected
to vary during invocation of mobile services, and thus
must be carefully considered to have the least effect on
computational performance and energy consumption of
mobile devices.
3. Fault-tolerance. Also because of their roaming, users
may occasionally lose their connection during receiving a

service. Thus, offloading strategies must be equipped
with appropriate fault-tolerant strategies to not only reinitiate lost commutating tasks, but also minimize the extra execution time and energy consumption caused by
failures.
The following facial expression recognition example
demonstrates a sample application that can benefit from
MCC. The facial expression recognition service workflow
consists of eight component services [21].
Step-1: Input video. This component service collects a
user’s facial video clip through a mobile device’s camera.
The input is captured as a sequence of 2-D video frames.
These frames will be processed by following component
services.
Step-2: Face detection. For each frame, this service detects the location of a face and filters frames’ backgrounds
before further processing.
Step-3: Facial feature detection. Ten facial features are
extracted for each face during this service; they are inner
and outer eye corners (four), eye centers (two), nose tip
(one), mouth center (one), and inner and outer mouth
corners (two).
Step-4: Face registration. Upon receiving positions of
the extracted features, this service first normalizes the
face image –to compensate scale, face geometry, and pose
variations–, and then splits it into several segments.
Step-5: Facial feature extraction: This service uses a
collection of Gabor filters to produce a single feature vector for each frame.
Step-6: Action unit recognition. This service processes
received feature vectors and estimates the intensity for
each facial action unit (AU) such as smile, laughter, cry,
etc. A separate linear support vector machine (SVM) is
used to estimate intensity of each AU.
Step-7: Expression recognition. This service receives
AU estimations and applies a multivariate logistic regression (MLR) classifier to identify a possible facial expression class.
Step-8: Output class. This service produces the final
facial expressions.
When we make an offloading decision for this workflow, the following concerns should be addressed:
Firstly, the above component services can be organized as a workflow with data dependencies [32]. Each
component service, in this composite service, can be either executed locally on a mobile device or remotely (offloaded) to cloud servers. Because of their dependencies,
the order of execution is very important here and must be
carefully considered before any execution. For example, if
a service is offloaded, its following component services
cannot start their execution until its result is returned,
even if local resources are available. This is different from
traditional independent offloading services where multiple services can be simultaneously offloaded or executed
remotely or locally at any time.
Secondly, environmental changes –due to mobility of
users– must also be carefully considered when designing
offloading strategies. For example, step-6 (Action unit
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recognition) in our face recognition example requires a
large amount of calculation with small-sized inputs and
outputs. Here, a simple naive offloading method that only considers the amount of data to be exchanged or its
computation time, may decide to offload this service,
whereas a more sophisticated platform that also considers
consistency of network connection may decide to execute
this service locally. The total execution time and energy
consumption for executing this service could be significantly higher if a requesting user enters an area with very
weak signal strength where s/he needs to repeatedly start
sending/receiving inputs/outputs of this service. Therefore, it is necessary to consider users’ mobility before
making computation offloading decisions at all timed to
prevent undesirable congestions as exemplified.
Thirdly, fault-tolerance is another concern that is directly related to users’ mobility; mainly because users’
may totally lose their connection during execution of a
workflow. In case of failure, either the failed requests
should be re-issued or a failure recovery process should
be launched to handle them. Thus, a fault-tolerance
mechanism to minimize undesirable extra execution time
and energy for recovery is also crucial before making offloading decisions.

1.3 Contributions
In this work, to address many of the aforementioned concerns, we propose, design, and optimize a novel computation offloading strategy for mobile related workflows to
clouds. The following list highlights our main contributions in this work.
1) We propose a novel offloading strategy for workflow type mobile services with inter-dependency among
their components. This addresses the first concern.
2) We add a mobility model into our proposed computation offloading strategy to consider users’ locations during execution of mobile services. This addresses the second concern.
3) We design a fault-tolerance mechanism and incorporate it into our proposed computation offloading strategies to balance the trade-off between waiting for network reconnection and restarting failed services from the
beginning. This addresses the third concern.
4) We design and implement a genetic algorithm (GA)
based optimization approach to make offloading decisions. Because the generic GA is not efficient enough for
the stated problem, we modify its optimization components. Our proposed approach incorporates mobility
model and fault-tolerance concerns to not only improve
quality of the final solutions, but also to improve our approach’s scalability.
In Section 5, we show that our proposed solution can
simultaneously minimize execution time and energy consumption of typical mobile service workflow. We use
extensive evaluations to highlight important aspects that
must be considered before designing similar approaches.
This paper is organized as follows. Section 2 introduces the related concepts about mobile cloud computing.
Section 3 describes our proposed offloading system. Sec-
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tion 4 illustrates our genetic algorithm based offloading
algorithm. Section 5 presents our experimental setup,
evaluation and analysis of results. Section 6 reviews the
related work, followed by section 7 that concludes our
work and highlights future directions

2 MOBILE CLOUD COMPUTING MODEL
This section provides clear definitions for all key concepts
related to computation offloading for mobile services in
this work.
Definition 1: Mobile Service. A mobile service is invoked inside a workflow by a mobile user –through
his/her device– for a specific purpose. Each mobile service receives an input and produces an output through
executing a task; it is modeled as a triple 𝑠 = (𝑑 , 𝑑 , 𝑤𝑙)
where 𝑑 is the size of the input data, 𝑑 is the size of the
output data, and 𝑤𝑙 is the amount of CPU cycles or
workload (in million instructions, MI) that this service
requires for execution.
Definition 2: Mobile Service Workflow. A mobile
service workflow defines the execution sequence of a set
of mobile services to achieve the overall goal of a mobile
application. It is modeled as a 2-tuple sc = (𝑆, 𝑅), where
𝑆 = {𝑠 , 𝑠 , … , 𝑠 } is a set of component services, and
𝑅 = {𝑟(𝑠 , 𝑠 )|𝑠 , 𝑠 ∈ 𝑆} defines their inter dependencies.
𝑅 can be used to demonstrate the structure of a service
workflow where 𝑟(𝑠 , 𝑠 ) represents a dependency of 𝑠 to
𝑠 for execution.
Definition 3: Mobile Device. A mobile device is a
cell-phone, tablet or any portable device that is able to
connect to the Internet and request services from computing
clouds; it is
modeled as
a 4-tuple
) where 𝑐 is the CPU speed (in
𝑚 = (𝑐 , 𝑝 , 𝑝 , 𝑝
MIPS) of a mobile device, 𝑝 is the power consumption
of a mobile device when running services locally, 𝑝 /
𝑝 is the power consumption of a mobile device when
uploads/downloads data.
Definition 4: Cloud Server. A cloud server represents a computing element in the Internet/cloud that can
execute services for mobile devices; it is modeled as a 2tuple 𝑐 = (𝑐 , 𝑄) where 𝑐 is CPU capacity (in MIPS) of a
cloud server, and 𝑄 is the waiting time that an offloaded
service stays in a queue to be executed on a cloud server.
Because waiting time may vary due to various computation loads at different times, cloud servers may have different waiting-time for different hours of a day. The
waiting time of different clouds can be recorded as different curves according to log information [5, 11].
Definition 5: Base Station. A base station represents
an attachment point where data is sent/received during
offloading services to a cloud; it is modeled as a 4-tuple
𝑠𝑏𝑠 = (𝑙𝑜𝑐, 𝑐𝑜𝑣, 𝑇𝑥 , 𝑇𝑥
) where 𝑙𝑜𝑐 represents the
physical location of a base station, 𝑐𝑜𝑣 is its signal coverage (in KMs), 𝑇𝑥 /𝑇𝑥
is its transmission rate (in
Kbps) when data is being uploaded/downloaded
to/from a cloud.
Definition 6: Offloading Strategy. An offloading
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strategy is represented as a vector for each workflow to
determine which services must be run locally and which
services must be offloaded to cloud servers; it is modeled
as 𝑜𝑠 = {𝑜 , 𝑜 , … , 𝑜 } where 𝑛 is the number of services in
a mobile service workflow, and 𝑜 decides whether the ith service would be offloaded or not. 𝑜 = 0 implies that
the i-th services must be run locally; 𝑜 = 1 means it must
be offloaded to a cloud server.
In a mobile cloud computing platform, mobile devices
connect to base stations to establish and deploy services
from cloud servers. Here, when a mobile user executes a
computational workflow, services of the workflow can be
offloaded to cloud servers through mobile networks. In
the cloud in turn, cloud servers receive requests from
mobile users and process them in due times. Results are
then returned to mobile users through mobile networks.
In this work, we assume that all services can be either run
locally or offloaded to a cloud; whether a mobile service
is permitted to be offloaded or not is beyond the scope of
this work.

3 MCC OFFLOADING SYSTEM
In this section, we first present an overview of our proposed offloading system, and then describe how a mobility model and a fault-tolerance mechanism are added to it.

3.1 Offloading System Model
Figure 1 depicts the framework of our proposed offloading system, including its three main components as follows:
Offloading Engine

Moving trajectory

Mobile Network
Offloading Planner
2
1

4
3

5

1

2

3

4

5

Offloading Monitor

Figure 1 Framework of offloading system

(1) Offloading monitor is responsible for collecting
real-time information on mobile devices, mobile networks and cloud servers.
(2) Offloading planner is the decision making component of our framework. According to the collected information stored in the offloading monitor, it decides
what services must be run locally and what services must
be offloaded.
(3) Offloading engine is responsible to execute mobile services (workflows) based on decisions made by the
offloading planner.
In this paper, we mainly focus on the offloading planner of this framework and aim to propose optimal offloading strategies to concurrently minimize execution
time and energy consumption for running mobile appli-

cations (workflows). To this end, an offloading strategy
objective function is defined as a weighted sum of respond time of running services plus their energy consumption; this objective function is defined for each mobile device (𝑚) and is formulated as follows:
𝐹(𝑚) = 𝑤 × 𝐿 + (1 − 𝑤 ) × 𝐸
(1)
where 𝐿 is the overall execution time for a service workflow (workflow) requested by the mobile device 𝑚, and
𝐸 is overall energy consumed by 𝑚 during execution of
a workflow. The weight coefficient 𝑤 is set according to
the status of a mobile device; e.g., when a mobile device’s
battery is either full or not a concern, we can afford higher values of 𝑤 ; lower values must be set when its energy drops below a threshold. For our experiments we set
𝑤 = 0.5 to equally address the importance of both concerns. This weight can however be adjusted based on
specific users’ requirements if desired. The following list
highlights other assumption that we made for our proposed framework.
1) Trajectories of mobile users are either given or can
be expected within acceptable accuracy ranges.
2) Location and signal strength/coverage of base
stations can be either acquired or calculated/measured for all trajectories.
3) A mobile device can offload computation to only
one cloud server at a time.
4) Signal strength during transmission of data between a mobile device and a base station is fairly
stable –without a large variance. That is, signal
strength will not severely drop before transmission of data for a mobile service is finalized; it
may however severely change during transmission of data for the other services at other times.
5) Handoff procedures between adjacent base stations are assumed efficient with almost no major
impact on mobile devices’ connections.
6) Disconnection between mobile devices and base
stations during execution of mobile applications
(workflows) is treated as a failure. We suppose all
the failures are transient and thus can be recovered in due times.
7) The time taken for a moving mobile user to cross
the coverage area of a base station is fairly larger
than the execution time of mobile services s/he
offloaded to computing clouds. In other words, if
a user starts a service as soon as s/he enters the
coverage area of a base station, her/his requested
mobile service will be finalized before s/he exits
this coverage.
8) Energy consumption of mobile devices during local execution of mobile services is much higher
than their energy consumption during their
stand-by modes. Thus, energy consumption for
mobile devices during their stand-by modes is
negligible.

3.2 Mobility Model for Offloading
In mobile environments, it is assumed that users might be
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moving when invoking mobile services (workflows). During users’ movements, the mobile network latency for
transmitting input/output data for computation offloading could vary according to users’ locations [17, 19]. To
describe this phenomenon, we adopt the most commonly
used mobility model, random waypoint (RWP) mobility
scheme [27], to model users’ movements.
The RWP model is defined as traversing between
several waypoints at predefined speeds, while stopping
at each waypoint for a predefined amount of time. For a
given convex region R, RWP starts by randomly selecting
its first waypoint, 𝑝 , to stop for a random time between
[𝑡 , 𝑡
]. It then picks another waypoint, 𝑝 , to visit
and move towards it with a random speed between
[𝑣 , 𝑣 ] before stopping at it for another random time
]. This procedure is repeated for the
between [𝑡 , 𝑡
duration of a simulation and can be mathematically defined as follows.
Definition 7: User’s moving trajectory. A user’s
moving trajectory is modeled as a 3-tuple 𝑚𝑡 = (𝑝 , 𝑡 , 𝑣 )
where 𝑝 is the location of i-th waypoint where a user
pauses for 𝑡 seconds before moving to its next waypoint
with the speed of 𝑣 . Figure 2 illustrates a mobile user’s
trajectory generated by the RWP model.

5

follows.
1. Execution time for locally executed services:
𝑟𝑡 =

where 𝑤𝑙 is the workload for the non-offloaded service 𝑣
to be locally executed at a mobile device, and 𝑐 is the
CPU capacity (n MIPS) for the mobile device.
2. Energy consumption of locally executed services:
𝐸 = 𝑟𝑡 × 𝑝
(3)
where 𝑝 represents the energy consumption rate for a
mobile device when runs services.
3. Execution time of offloaded services:
𝑟𝑡 =
+
+𝑄 +

Figure 3 Mobility Model Grid

Based on this model, we lay a 2D overlay grid on each
trajectory and assume persistent signal strength in each
square (Figure 3). This assumption is inspired by coverage characteristics of real networks where the signal
strength of a base station remains almost stable in an area.
Thus, resolution of these cells/squares can be adjusted to
observe the consistent signal strength for each cell, while
simplifying network computations.
Based on the RWP mobility model, we can calculate
components of our main objective function in Eqn (1) as

(4)

where 𝑇𝑥 /𝑇𝑥 is the data transmission rate (in Kbps) at
the location where the mobile user starts to send/receive
input/output data for the offloaded service 𝑐 to/from a
cloud. To calculate 𝑇𝑥 and 𝑇𝑥 , we first need to find the
exact location of a mobile user using his/her trajectory
model, and then use the signal strength profile of his/her
location to determine his/her transmission speed/rate.
𝑤𝑙 is the offloaded workload, 𝑑 / 𝑑 are the size of its
input/output data. 𝑐 is the CPU capacity (in MIPS) for
the cloud server. 𝑄 is the is the waiting time that 𝑐 stays
in a queue to be executed in the cloud server.
4. Energy Consumption of offloaded services:
𝐸 =
×𝑝 +
×𝑝

Figure 2 An example of a user’s trajectory

(2)

(5)

where 𝑝 /𝑝
is the energy consumption rate for sending/receiving input/output data to/from a cloud for an
offloaded service 𝑐.
Based on the calculated aforementioned components,
the objective function in Eqn (1) would be:
𝐹(𝑚) = 𝑤 × 𝐿(𝑟𝑡 ) + (1 − 𝑤 ) × (∑ 𝐸 + ∑ 𝐸 ) (6)
where 𝐿(𝑟𝑡 ) is the overall execution time for executing a
mobile service (workflow) on both local and cloud resources. Execution time of a service is defined as the time
difference between when a user starts a mobile service to
when its requested service produces its final result. Execution time of a workflow can be reduced if the offloading planner can split a workflow into multiple streams to
be run in parallel in both local and cloud servers; it could
increase if the offloaded services remain in a cloud’s
queue before their execution or when massive amount of
data needed to be transferred between a mobile device
and cloud servers over low speed network links.

3.3 Fault-tolerance Offloading
Figure 4(a) and Figure 4(b) show the state transition of a
mobile application running with the support of an offloading system. For a non-offloading service, there is
only one state: non-offloading execution (SNE). While for
an offloading service, there are four states: uploading input data (SU), offloading execution (SOE), downloading
output data (SD), and failure and recovery (SFR).
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Figure 4(a) State transition of non-offloading services
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𝑟𝑡
if 𝑃 ≥ 𝑟𝑡
𝑟𝑡 = {
(8)
𝑃 + 𝑅 + 𝑟𝑡
otherwise
where 𝑃 is the time to the first failure event after starting
the offloaded service c. 𝑟𝑡 is the execution time calculated
by Eqn (4) that does not consider failure recovery. If
𝑃 ≥ 𝑟𝑡 , the offloaded service c will finish without failures,
and thus, the execution time would be 𝑟𝑡 . If 𝑃 < 𝑟𝑡 , a
failure takes place before the offloaded service completes.
In this case, it takes a recovery time 𝑅 after which the
service execution is restarted from its beginning. It means
that the service is required to re-execute from the SU state
without failure interruptions again.
Likewise, the energy consumption of an offloading
service with failure recovery concern can be calculated as:
𝐸

Figure 4(b) State transition of offloading services

As mentioned earlier, the base station disconnection is
considered as the only cause of failures. Failures can occur during the SU, SD and SOE states due to base stations
being unreachable when the mobile user is moving. A
disconnection between the mobile device and a base station is treated as a failure. Failures can also occur during
the SFR state, in which the failure recovery must detect
the failure and restart a service from the beginning.

3.3.1 Failure Recovery
According to [15], a failure that occurs during an offloading service execution can immediately interrupt execution
of a workflow. We assume that failures are detected as
soon as they occur. When the failure is recovered, the service begins again from the beginning; i.e., it returns to the
SU state. The execution of an offloading service is completed when an execution period elapses without any
failure.
The failure recovery time is a period to re-execute the
service from the beginning up to the failure point. Once
an offloading service enters the SFR state, a time period R
is required to perform a recovery process. The failurerecovery time for an offloading service can be evaluated
by the approach introduced in [24].
Let 𝑅 be the failure recovery time in the presence of
failures within the recovery period 𝑅. Let 𝑃 be the time to
the first failure after starting recovery, then we have:
𝑅
if 𝑃 > 𝑅
𝑅 = {
(7)
𝑃 + 𝑅̂ otherwise
̂
where 𝑅 is the additional recovery time for the repetitive
failure. If 𝑃 > 𝑅, then the recovery process will be successfully finished without nested failures during the recovery period. If ≤ 𝑅 , a nested failure has occurred, and
thus a new recovery process should be carried out after 𝑃.
This leads to the recovery time of 𝑃 + 𝑅̂.

3.3.2 Offloading without fault-tolerance
Based on the failure recovery mechanism, the execution
time of offloading a service with a failure can be calculated as:

𝑃 ≥ 𝑟𝑡

𝑃∙𝑝
𝐸 =
{

+𝐸

∙𝑝

+𝐸

×𝑝

+

𝑃<
≤𝑃<
×𝑝

+𝐸

+

(9)

+

≤ 𝑃 < 𝑟𝑡

where 𝑃 is also the time to the first failure event after
starting the offloaded service c. 𝑟𝑡 is the execution time
calculated by Eqn (4) and 𝐸 is the energy consumption
calculated by Eqn (5). Both equations do not consider the
recovery failure. If 𝑃 ≥ 𝑟𝑡 , the offloaded service c will
finish without failures, and thus, the energy consumption
would be 𝐸 . If 𝑃 < , a failure occurs at the SU state,
and thus it consumes 𝑃 × 𝑝 more energy for the service
re-execution. If
≤𝑃<
+ , a failure occurs at the
SOE state, and the shown energy should be consumed for
uploading the whole input data. If +
≤ 𝑃 < 𝑟𝑡 , a
failure occurs at the SD state, and thus the shown energy
is consumed for uploading the input data and downloading part of output data before the failure occurs. 𝑑 is the
amount of the output data already downloaded before
the failure occurs. If the failure occurs during the SFR
state, the energy consumption would not vary since there
is no data communication between the mobile device and
the base station. Note that the Eqn (8) and (9) can be applied iteratively if multiple failures occur in different
states of offloading services.

3.3.3 Offloading with fault-tolerance
Using fault-tolerant techniques, such as checkpointing
mechanism [25], offloading services can continue execution from the latest checkpoint rather than from the very
beginning after the connection is recovered. Thus, the
execution time of an offloading service with the presence
of fault-tolerance mechanism becomes:
𝑟𝑡

𝑟𝑡

=
{

𝑃 ≥ 𝑟𝑡

+

+𝑅 +

+

+

+𝑄 +

+𝑅 +

+

+𝑄 +

+

+𝑄 +

+𝑅 +

𝑃<
≤𝑃<
+

+

(10)

≤ 𝑃 < 𝑟𝑡

where 𝑃 is the time to the first failure event after starting
the offloaded service c. 𝑟𝑡 is the execution time calculated
by Eqn (4) that does not consider failure recovery. is
the duration of the disconnection. After the connection is
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recovered, following a recovery time 𝑅 , the unfinished
offloading service c will continue to execute from the failure point. 𝑑 and 𝑑 are the data already uploaded and
downloaded when the failure occurs. 𝑇𝑥 and 𝑇𝑥 are the
data transmission rate at the corresponding locations after
the failure recovers.
The energy consumption of an offloading service with
the presence of fault-tolerance mechanism becomes:
𝐸

𝐸

=
{

𝑃 ≥ 𝑟𝑡

×𝑝

+

×𝑝

+

×𝑝

+

×𝑝

+

×𝑝

𝑃<

×𝑝
×𝑝

≤𝑃<
+

×𝑝

+

+

(11)

≤ 𝑃 < 𝑟𝑡

where 𝑃 is the time to the first failure event after starting
the offloading service c. 𝑟𝑡 is the execution time calculated by Eqn (4) and 𝐸 is the energy consumption calculated
by Eqn (5). Both equations do not consider failure recovery. 𝑑 and 𝑑 are the data already uploaded and downloaded when the failure occurs. 𝑇𝑥 and 𝑇𝑥 are the data
transmission rate at the corresponding locations after the
failure recovers.

3.3.4 Offloading with optimized fault-tolerance
Although the fault-tolerance mechanism can avoid reexecuting the offloaded service from the very beginning,
it cannot guarantee saving the total execution time and
energy consumption. There is a trade-off between waiting
for reconnection by the fault-tolerance mechanism and
directly restarting a service from the beginning. Therefore,
we propose a following fault-tolerance mechanism to address this concern.
ALGORITHM: Trade-off Fault Tolerance

Input:

Output:

c - the offloaded service
TR - the trajectory model of the mobile user
C - attributes of the cloud server
M - attributes of the mobile device
S - attributes of the base stations covering TR
𝑟𝑡 - the final execution time of the service c
𝐸 - the final energy consumption of the service c

01: calculate 𝑑 according to TR, C, M, S
02: calculate 𝑟𝑡 without consideration of failure,
03: if (𝑑 < 𝑟𝑡 ) // failure will occur{
04: calculate 𝑟𝑡 , 𝐸 ,𝑟𝑡 , 𝐸
05: if(𝑤 × 𝑟𝑡 + (1 − 𝑤 ) × 𝐸 < 𝑤 × 𝑟𝑡 + (1 − 𝑤 ) ×
𝐸 )
06: | 𝑟𝑡 = 𝑟𝑡
07: | 𝐸 = 𝐸
08: }
09: else{
10: | 𝑟𝑡 = 𝑟𝑡
11: | 𝐸 = 𝐸
12: }
13: calculate 𝑑 , 𝑟𝑡 , 𝐸
14:
if( 𝑤 × 𝑟𝑡 + (1 − 𝑤 ) × 𝐸 < 𝑤 × (𝑑 + 𝑟𝑡 ) +
(1 − 𝑤 ) × 𝐸 ){
15: | 𝑟𝑡 = 𝑟𝑡
16: | 𝐸 = 𝐸
17: }
18: else{
19: | 𝑟𝑡 = 𝑑 + 𝑟𝑡

20: | 𝐸 = 𝐸
21: }
22: }
23: return 𝑟𝑡 , 𝐸

In the Trade-off Fault Tolerance Algorithm, we first
predict the time duration left (𝑑 ) for the mobile user to
finish all its computations since the time it issued an offloading service c to its current base station (Line 1 in Algorithm 1). By comparing 𝑑 with 𝑟𝑡 , we can determine
whether a failure would occur (Line 3 in Algorithm 1) or
not. If a failure is imminent to occur, we make a comparison between the weighted combination of execution time
and energy consumption achieved by directly restarting
the service and executing the service with fault-tolerance
mechanism (Line 5-12 in Algorithm 1). Besides, we also
calculate the waiting time 𝑑 until the mobile user reaches
the coverage area of the next base station, and calculate
the 𝑟𝑡 and 𝐸 when the mobile user issues the service as
soon as s/he reaches the next base station (Line 13 in Algorithm 1). This means, when a failure is predicted, the
mobile user would not issue any request until the next
base station is reached. We then compare the waiting
mechanism with the previous comparison result (Line 1421 in Algorithm 1). Finally, we can get the final execution
time and energy consumption based on the comparison
among the three failure processing mechanisms. Based on
our fault-tolerance mechanism, the final objective function in Eqn (6) can be re-written as follows:
𝐹(𝑚) = 𝑤 × 𝐿(𝑟𝑡 ) + (1 − 𝑤 ) × (∑ 𝐸 + ∑ 𝐸 ) (12)

4 OFFLOADING ALGORITHM
In this section, we illustrate our genetic algorithm based
computation offloading algorithm (GACO) for making a
computation offloading plan for a mobile service workflow based on a genetic algorithm. First, we give a basic
overview of genetic algorithm based solutions. Then, we
introduce our algorithm GACO that is tailored to the
problem of computation offloading for service workflows
in mobile environments.

4.1 Encoding
A genetic algorithm (GA) is a population based optimization method that uses a population of solutions toward
finding a globally optimized solution [26]. Each possible
solution corresponds to a chromosome in the population
that consists of genes.
For the computation offloading problem of a service
workflow, an individual in the population of our genetic
algorithm represents an offloading strategy and it is encoded in an array of n integers x1, x2…xn, where n is the
total number of services in the workﬂow of a mobile service workflow. In the genetic encoding scheme, each gene
represents a mobile service in the mobile composite service where its value represents whether the execution of
the service should be offloaded or not. Figure 5 shows the
encoding scheme.
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Figure 5 Genetic Encoding Scheme
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4.3 Genetic Operations
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Figure 6 Single point crossover

4.2 Fitness Function
A fitness function is used to evaluate a possible solution
(individual) in finding the optimal solution. For GACO,
we use the objective function in Eqn (12) to calculate the
fitness value of each chromosome. This objective function
consists of two parts: the total execution time of the whole
mobile service workflow, and the total energy consumption for executing the whole mobile service workflow.
Both parts must be minimized.
Given a fitness function, the GA would iteratively find
a near optimal solution as follows. First, a set of population is initialized. Then, for each iteration, chromosomes
are selected, recombined by mutation or crossover operations, and copied to the next population for the following
iteration. This procedure is repeated until one of the following two termination conditions is met: the maximum
number of iterations is reached, or fitness value of the
best chromosome in consecutive populations does not
improve anymore.

s2

1

s1
c1

Unlike the standard crossover operator, we propose a
knowledge-based crossover operator in GACO. Here, the
knowledge-based crossover operator selects two parents
p1 and p2 according to the selection operation in 4.3.2, and
generates only one offspring c1. To do this, we first compare the local fitness of each gene by calculating the
weighted combination of the execution time and energy
consumption:
𝑓 = 𝑤 × 𝑟𝑡 + (1 − 𝑤 ) × 𝐸
(14)
where ,𝑟𝑡 and 𝐸 are the final execution time and energy
consumption of the service i calculated with the consideration of the mobility model and fault-tolerance strategy
(illustrated in Section 3.3.4). Then, the genes with better
local fitness are copied to the offspring as illustrated in
Figure 7. Genes marked in ’bold’ represent smaller local
fitness values as compared with the parents. Thus, the
genes of s1 and s3 are copied from p1, the rest genes are
from p2.
p1

s1

s2

s3

s4

s5

1

0

1

0

1

p2

s1

s2

s3

s4

s5

1

1

0

1

0

4.3.1 Initialization
In the initialization phase, we should decide the population size N, the maximum iteration number I, and two
algorithm parameters (mutation probability pm and crossover probability pc).
For each chromosome 𝑋 = (𝑥 , 𝑥 , … 𝑥 ) in a population: i = (1, 2, 3…., N), d is the number of services in the
mobile service workflow, 𝑥 indicates whether the j-th
service in the solution 𝑋 should be offloaded to the cloud
server or not (1: offloaded, 0: not-offloaded).

4.3.2 Selection
In the selection phase, we select chromosomes to recombine for generating the next population via mutation and
crossover operations. The selection is based on a roulettewheel method. The probability of selecting a chromosome
for recombination is related to its fitness value 𝐹 and is
calculated as follows:
𝑝𝑟 = 1 − ∑
(13)
The selection policy leads to more participation of
chromosomes with smaller fitness values for recombination.
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1

0
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Figure 7 Knowledge-based crossover

4.3.4 Mutation
The mutation operator is to slightly modify chromosomes to improve their fitness as well as avoid early convergence. In GACO, we extend the standard uniform mutation operator by adding our mobility model and faulttolerance strategy. The standard mutation operator in [26]
changes each gene with equal probability (Figure 8),
while in GACO, we select gene to be changed based on a
probability calculated with the consideration of our mobility model and fault-tolerance strategy. The probability
of mutating gene g is calculated as:
𝑝𝑟 = 1 − ∑
(15)
Thus, mutation for services with more execution time
and energy consumption is higher than the others.

s1
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sn

1
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1
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sn

0
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1

4.3.3 Crossover
The crossover operation is to combine two chromosomes
(parents) with the hope of generating higher quality offspring (chromosomes). Using the standard single-point
crossover operator (Figure 6), a single point in parents
chromosomes are selected to generate new offspring
chromosomes through swapping genes around this point.

Figure 8 Standard Mutation
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5 EXPERIMENTS
In this section, we explain a series of experiments we
conduct to evaluate GACO. The experiments are aimed to
answer the following research questions:
1) How do the algorithm parameters affect the performance on planning offloading strategy?
2) How to evaluate the capability of searching the optimal
offloading strategy?
3) What is the effect of involving our proposed faulttolerance method for making offloading strategy?
4) How does our method perform on scalability?

overall searching field and improves the probability of finding superior offloading strategies. However, when the population size exceeds a certain value, e.g., N = 30, no significant
improvement is observed. Therefore, an excessively large
population size has little impact on improving the performance of GACO. Similar result occurs in Figure 9(b), which
shows the impact of the maximum number of iterations,
where the quality of the best solution is increased for higher
number of iterations up to a limit: I = 100 in this case.

5.1 Setup
The evaluation is run on a machine with an Intel Core i7
CPU with 2.3 GHz with 8GB of RAM. All algorithms are
implemented in Python 2.7 and evaluated sequentially.
We generate our mobile service workflows with random
component services and control structures. For each component service, we generate the input/output data and
the workload according to a uniform distribution. We
also generate a mobile user’s moving trajectory according
to the mobility model introduced in Section 3.2. The mobile network covering the moving trajectory is simulated
according to a real-world distribution of base stations.
Furthermore, the CPU rate of mobile devices and cloud
servers is simulated based on practical cases and a battery
model simulates the mobile devices with a CPU and a
radio module [31]. For each experiment, each algorithm is
executed 50 times to draw concrete results.

(a) Impact of population size

5.2 Impact of Parameters
In our approach, there are four parameters which can be
adjusted to affect its performance: population size N,
maximum iteration number I, mutation probability pm
and crossover probability pc. To evaluate the impact of
each parameter, we generate five groups of parameters
configuration as shown in Table 1. For each group of parameters configuration, we tune one parameter and fix
the other parameters. The setting of parameters is similar
with most of the other genetic algorithm-based research.
The variation of the performance GACO can be obtained
by setting the population size and the maximum iteration
number from tens to hundreds. The range of pm and pc is
between 0 and 1. For each parameter setting, the GACO
algorithm is run for 50 times independently; the optimal
fitness curve represents the average of these independent
runs.

(b) Impact of maximum iteration number

TABLE I: PARAMETERS CONFIGURATION
Configuration
Configuration-1
Configuration-2
Configuration-3
Configuration-4

N
10-100
30
30
30

I
100
50-500
100
100

pm
0.2
0.2
0.1-0.9
0.2

pc
0.6
0.6
0.6
0.1-0.9

Figure 9 shows the results of tuning different parameters
for our approach. From Figure 9(a), we observe that with the
increase of the population size, the quality of GACO solutions is also improved (answers with lower fitness values are
found). This is because a larger population size enlarges the

(c) Impact of mutation probability
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Figure 10 Comparison on optimality
(d) Impact of crossover probability
Figure 9 Impact of different parameters

Figure 9(c) shows the impact of the mutation probability; GACO best performance is when pm = 0.2. As pm increases, the performance of GACO becomes unstable,
mainly because when mutation probability is excessively
large, high-quality chromosomes are negatively affected.
Figure 9(d) shows the impact of the crossover probability. It
shows that the quality of the solutions is improved up to a
limit (pc = 0.6) and then decreases afterward. This experiment shows that although higher crossover probabilities can
lead to superior population diversity, their very high values
lead to chaotic generation of chromosomes where offspring
chromosomes do not just copy the appropriate parts of their
parents.

5.3 Optimality Evaluation
In order to evaluate the capability of finding the optimal
offloading plan for GACO, we compare our method with
the basic GA algorithm as well as a brute-force exhaustive
offloading algorithm.
 Algorithm 1: Our proposed method (GACO) as
described in Section 4.
 Algorithm 2: The normal GA that uses uniform
crossover and uniform mutation.
 Algorithm 3: A brute-force exhaustive algorithm
that traverses all feasible offloading strategies to
find the optimal solution.
For this experiment, we set the same initialization parameters for Algorithm 1 and Algorithm 2: N=30, I=100,
pm=0.2, pc=0.6.
The result in Figure 10 shows that, as expected, the
brute-force exhaustive offloading algorithm leads to the
best performance with the lowest fitness. The basic GA
algorithm has the worst performance with the highest
fitness values. It also shows the highest fluctuations of
fitness values because it may easily get trapped by local
minima and leads to premature convergence. GACO performs better than the basic GA algorithm; it is able to find
near optimal offloading strategies, mainly because of its
knowledge-based crossover and mutation operations.

5.4 Impact of fault-tolerance
In order to evaluate the impact of involving the faulttolerance mechanism when making computation offloading for mobile service workflow, we compare our method
with two algorithms to represent a non-fault-tolerant and
a traditional fault-tolerant scheme:
 Algorithm 4: There are no fault-tolerance methods involved. The execution time and energy consumption are calculated according to Section 3.3.2.
 Algorithm 5: Traditional check-pointing methods
are utilized for fault-tolerance. The execution time
and energy consumption are calculated according
to Section 3.3.3.
From the comparison results shown in Figure 11, our
designed fault-tolerance mechanism leads to superior
solutions as compared with the other two algorithms. It
also shows that GACO’s trade-off fault-tolerant mechanism finds better offloading strategies when compared to
a traditional check-pointing approach.
5.5 Scalability Evaluation
To evaluate GACO’s scalability, we compare its run-time
with the brute-force exhaustive offloading algorithm for
various service numbers in mobile service workflows. All
other parameters are initialized as the above experiments.

Figure 11 Impact of fault-tolerance
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As shown in Figure 12, GACO’s run time is almost irrelevant to its problem size for workflows with less than
500 services, whereas the brute-force exhaustive algorithm’s run time is almost exponential to the problem size
even for fairly small problems.

Figure 12 Comparison on Scalability

6 RELATED WORK
With the increasing number of smartphones used in people’s daily activities lives, mobile cloud computing (MCC)
is becoming more important nowadays. Because of relatively low battery capacity as well as fragile mobile networks, many researchers have worked on offloading mobile’s computation to the cloud to achieve two main objectives: to save energy for batteries, and to shorten execution time of heavy applications. A number of researches
have already been conducted for computation offloading,
mainly focusing on MCC’s feasibility, offloading strategy
and infrastructures [3]. Because, in this paper we only
focus on the offloading strategy, we will review related
works and explain their differences with ours.

6.1 Static Offloading strategy
The offloading decision can be made statically during
program development or dynamically during execution.
The following static offloading strategies are most related
to our approach.
The analysis of K. Kumar and Y. Lu [8] suggests that
computation offloading can save energy for mobile users,
but the strategy should consider the energy overhead for
both the computation and data communication before
offloading. The program partitioning should also depend
on the overall costs of computation and commutation. Z.
Li et al [16] present a partitioning scheme to save energy
of handheld devices by offloading some of its computations to the server. The work is based on profiling information about data sharing and computation time at the
level of procedure calls. They construct a cost graph for a
certain application and use branch-and-bound algorithm
to statically find the offloading strategy to minimize the
energy consumption of computation and the cost of data
computation. They however can only achieve approximated solutions because they simplify the aforementioned problem and its attributes to a graph. This graph

11

cannot always lead to efficient offloading partitioning of a
workflow. C. Wang and Z. Li [20] use program abstraction to partition a program into distributed subprograms
to be run on a device or a server. The program abstraction
is generated based on pointer analysis techniques [10, 22]
according to statically available information where all
memory references are mapped to abstract memory locations. Their computation offloading is over simplified,
although it may be improved by dynamic using of a partitioning strategy. C. Xian et al [23] present an adaptive
method for computation offloading to save energy on a
client who uses timeout and does not require estimation
of each computation instance’s execution time. They apply online statistics of computation time to compute optimal timeouts.
The researches above use the static information about
data size, execution time and consumption of computing
resource and assumed information is known before the
execution of an optimization algorithm. It is however difficult to obtain accurate information since the information
varying in different devices and in different situations.
Thus, although static offloading strategies have usually
lower overhead during application executing, they are
not necessarily appropriate for real deployments because
they do not consider many runtime circumstances.

6.2 Dynamic Offloading strategy
In real scenarios, the environment of the computation
offloading is always varying, including but not limited to:
the bandwidth of the mobile network, the battery level of
mobile devices, the workload that tasks require, and the
data size of input and output. Possible failures such as
network disconnection and threads deadlock are other
reasons to justify the need of dynamic offloading strategies.
G. Chen et al [12] study computational offloading
strategies for mobile clients to use computational servers
to conserve energy in a wireless Java environment. Their
decisions are made dynamically according to required
computation and communication energy for invoking
various applications. Their solutions are based on object
serialization features of a Java framework where the
overall optimum solution is considered rather than the
optimum for each method. S. Ou et al[18] propose an analytical model for performance analysis of offloading systems where a random waypoint scheme is used as the
mobility model of mobile hosts. They investigate the surrogate unreachability, the failure recovery time, and total
execution time of applications. Their work however misses saving the total executing time of applications as well
as their energy consumption. B. Chun et al [13] investigated dynamic partitioning of applications between weak
device and clouds to better support execution of applications in different environments. They formulate the dynamic partition problem of an application as a collection
of processing modules interacting with each other, and
discuss major research challenges around system support
for dynamic partitioning. They however do not provide
any solution for it. E. Cuervo et al [14] presents a system
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(MAUI) to enable fine-grained energy-aware offloading
of mobile codes to infrastructure with less dependency to
programmers. MAUI decides at runtime which methods
should be remotely executed to achieve the best energy
savings considering a mobile device’s current connectivity constraints. MAUI profiles each method of an application and uses serialization to determine communication
costs rather than considering each method separately. It
formulates and solves program partitioning as a 0-1 integer linear programming problem. MAUI limits to a certain kind of applications (.NET) and it does not consider
the tradeoff between the energy consumption and the
time consumption.
In dynamic offloading strategy, a system is able to perceive users’ states and surroundings, and infer their context information – also called context awareness. Because
the offloading strategy may vary depending on a users’
location and/or context, utilization of real time context
such as data size, network status, device resources and
user preference, can significantly improve the quality of
services (QoSs). Although almost all approaches listed
here had context awareness, they just made dynamic offloading strategies according to real time context without
considering context variation during a period of time.
Our approach, to the best of our knowledge, is the only
work that considers both the variety of mobile network
and the battery level of mobile devices during tasks’ executions.
The approach proposed in this paper goes beyond existing approaches by considering computation offloading
for service workflows where multiple services are composed together in a specific business process. We also
consider mobility of mobile devices. We aim to find an
offloading strategy by optimizing the execution time of
the service workflow and the energy consumption of the
mobile device.

7 CONCLUSION
This paper targets the problem of computation offloading
for mobile service workflows. We propose a mobilityenabled and fault-tolerance offloading system for making
computation offloading strategies for service workflows
in a mobile cloud computing environment. Based on the
offloading system, we propose an offloading algorithm
based on the genetic algorithm. The experimental results
show that our approach could achieve near-optimal solutions with almost near-linear algorithmic complexity with
regard to the problem size. Our work goes beyond existing approaches by considering computation offloading
for service workflows where multiple services are composed together in a specific business process, while others
mainly focus on single services.
For future direction, we will relax a few assumptions
of this work; for example, users’ moving path will be assumed unknown, so that we should make mobility prediction before making offloading strategies.
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