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Abstract— A new area is coming with communicating 

materials which is able to provide diverse functionalities to users 

all along the product lifecycle. These materials can track their 

own evolution all along the product lifetime, gather helpful 

information and thus allow information continuum at all time 

and everywhere. These functionalities are fulfilled via the 

integration of thousands of specific electronic components into 

the product’s material. The present paper forms part of this 

framework in considering that thousands of micro-sensor nodes 

are integrated into the material. Specific Wireless Sensor 

Network (WSN) storage protocols were recently proposed for 

communicating materials, that uniformly replicate information 

in the integrated nodes. To extract this information during the 

product lifecycle, a dedicated WSN data retrieval protocol called 

RaWPG is presented in this paper. Unlike well-known literature 

protocols, RaWPG avoids request flooding because all data are 

uniformly replicated in WSN. With usual protocols, this may 

lead to high response duplication rate. RaWPG employs three 

mechanisms. First, the random walk is used as multi-hop process 

to forward the request to further nodes. Then, the pull gossip 

mechanism is added to interrogate the neighbor nodes during 

each hop. Finally, a mechanism called farthest neighbor selection 

is added. Only the farthest and most powerful neighbor is 

selected as next hop for improving the transmission reliability of 

request and response messages. The performances of the 

proposed protocol are evaluated based on a case study, and 

compared to results obtained with classic approaches issued from 

the literature. 

Keywords—Wireless sensor networks, Communicating 

materials, Data retrieval protocols, Random Walk, Pull Gossip. 

I. INTRODUCTION 

he communicating material is a new paradigm of industrial 

information system presented and discussed for the first 

time in [1]. It enhances a classic material with the following 

capabilities: it can store data, communicate information at any 

point of its surface, and keep these previous properties after 

physical modifications. This concept leads to an important 

change in the Internet of Things. Indeed, the material does not 

communicate using some tags or nodes in specific points, but 

becomes intrinsically and continuously communicating. To 

fulfill this vision, many ultra-small electronic devices 

(thousands) are inserted into the material constituting the 

product during its industrial manufacturing.  

The first works focusing on communication materials are 

presented in [2]. It introduces a communicating material called 

e-textile obtained by scattering a huge amount of µtags RFID 

(1500 tags/m²) in a manufactured textile (i.e. µtags produced 

by the Hitachi company, measuring 0.15mmx0.15mm). The 

system involves RFID reader/writer connected to a relational 

database that contains all the product life cycle information. 

At each writing operation, the database is explored to select 

the relevant data items (fragments of the database tables) that 

must be stored into the material. To do so, each data item is 

assigned an importance level between 0 and 1 (1=highly 

critical data item, 0=ordinary data item), computed via a 

multi-criteria decision-making algorithm. Data items with the 

highest importance levels are then stored/read in/from the 

µtags when the textile passes under the RFID writer/reader. 

Another previous recent works use Wireless Sensor Networks 

(WSN) in large scale materials, such as concrete and wood in 

smart building [3] and smart cities [4]. In [5] [6], the authors 

propose to spread ultra-small and micro sensor nodes into the 

material (thousands of nodes uniformly spread in 20mx20m 

material size). They present a dissemination protocol to store 

relevant data items in the memory of sensor nodes scattered 

into the material. The algorithm ensures that data item is 

replicated in a uniform way as shown in figure 1 (each black 

point presents a node storing the data item). Thus, data is 

readable everywhere on the material even after a shape 

transformation (e.g. cutting, sawing, and drilling) during its 

lifecycle. If the information is not uniformly disseminated, 

pieces of the material are left empty and information could be 

lost after cutting as example. However unlike RFID 

technology, to extract the stored information from the WSN of 

the material, an appropriate data retrieval protocol is necessary 

which allow requesting the sensor nodes for the stored data. 

Thus, the development of data retrieval protocol for 

communicating material is the aim of this paper. 
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Fig. 1. Uniform data storage in communicating materials. 

Much work has been carried out on data retrieval in WSN [7]. 

Most protocols are flooding-based. A request is broadcasted 

throughout the whole network to find data or source node. 

However, in a communicating material, the data item is 

uniformly replicated in the network. Thus, many source nodes 

exist, and they all respond if a request is flooded. This may 

cause network congestion, communication overhead, and 

response duplication. Therefore, a flooding-based retrieval 

algorithm seems to be inefficient for a communicating 

material application. In addition, due to constraints issued 

from the application context, WSN in communicating material 

have some specificities [8]: 

- Very high node density, 

- Ultra-small nodes with limited computation and data storage 

abilities, 

- No nodes and/or batteries replacement allowed (nodes are 

embedded into the material and are thus energy-

constrained). 

Therefore, the retrieval algorithm in such networks and 

environment has to be judicious. The energy consumption has 

to be optimized by reducing the amount of transmitted 

messages in each node as much as possible (i.e. wireless 

transmission consumes more energy than any other 

communication activity [9]). Hence, a long communicating 

material lifetime could be ensured during its life-cycle. 

The difficulty of efficiently retrieving a requested data in 

WSN strongly depends on the amount of network knowledge 

available to nodes. If every sensor has a complete knowledge 

of the location of data in the network, request forwarding 

becomes trivial. Otherwise, if sensors are only aware of their 

neighborhood and have no data location information, ensuring 

that a request and response are efficiently forwarded using 

individual decisions is challenging. Thus, assuring data 

retrieval by only using local neighborhood knowledge while 

respecting communicating material constraints is an 

interesting challenge and the focus of our research. 

To counter all these issues, this paper presents a data retrieval 

protocol called RaWPG (Random Walk and Pull Gossip data 

retrieval protocol) for reading the replicated data items in 

wireless sensor nodes scattered into communicating material.  

The protocol empowers nodes with the ability to efficiently 

forward requests that only rely on neighborhood information. 

It is based on Random Walk to forward requests hop by hop, 

thus the flooding technique is avoided. We empowered 

Random Walk by: 

- Adding Pull Gossip to interrogate the neighbors in each hop 

and increase the number of covered nodes during retrieval 

process; 

- Developing a specific algorithm to select the farthest 

neighbor nodes, since they are the only eligible nodes to be 

selected as next hop. Moreover, a link cost function is used 

to select the best farthest neighbor node. The function uses 

the residual energy, node available buffer size, and Signal-

to-Noise Ratio (SNR) to predict the powerful farthest 

neighbor. 

The proposed protocol is simulated with Castalia/OMNeT++ 

using a realistic collision model and compared with a flooding 

data retrieval protocol such as MARP. It is evaluated by 

studying the response delivery ratio, response duplication 

ratio, average delay, communication overhead and energy 

consumption. 

This paper is organized as follows. Section 2 is dedicated to 

related works. Section 3 presents the random walk and pull 

gossip techniques. Section 4 details the algorithm of the 

farthest neighbors selection. Section 5 details the design of 

RaWPG protocol for data retrieval in communicating 

materials. Section 6 is dedicated to the presentation of 

simulation results and performance evaluation. Finally, section 

7 concludes the paper. 

II. DATA RETRIEVAL PROTOCOLS IN WSN 

Various schemes to efficiently retrieve data in WSN have 

been proposed in the past years [7] [10]. There are two main 

approaches: two request/response phases and one 

request/response phase which is divided into single-path-

based, multi-paths-based, and agent-based as shown in figure 

2.  

 
 

 

 

 

 

 

 

 
 

 

 
 

Fig. 2. Data retrieval protocols in WSN. 

A. Two request/response phases 

Using this class, the user (sink node) broadcasts a request 

message, for instance, “give me the temperature in a particular 

area”. The request is flooded throughout the network. Upon 

receiving the request, each node sets up a gradient toward the 

nodes from which it receives this message (i.e. the gradient 

specifies both data rate and the direction along which response 

should be sent). This process continues until gradients are set 

up from the sources back to the sink (figure 3(a)). The source 

data are then returned in the reverse path of the request 

propagation. If each node receives the same request from more 

than one neighbor, the source data will travel to the sink along 

multiple paths (figure 3(b)). At this point the sink reinforces a 
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particular path with the least-delay (figure 3(c)). All response 

messages then could be sent from the source to the sink 

through the reinforced path (figure 3(d)). Directed Diffusion 

(DD) [11] is the most known protocol of this class. Various 

other based DD protocols are developed such as DCHT [12], 

BMR [13], EAR [14], and GBR [15]. 

(a) (b) 

(c) (d) 

Fig. 3. Two request/response phases for data retrieval in WSN. 

B. One request/response phase 

In WSN, minimizing the number of flooding reduces the 

energy consumption rate. One request/response class avoids 

the two existing floods in figure 3(b) and 3(c). First, the 

request is flooded in the network and gradients are established 

at each hop. Unlike two phases protocols, when the request 

reaches a source node, it sends the response messages only to 

the most powerful neighbor (evaluated thanks to properties 

like latency, quality of radio link, high residual energy, …) in 

the reverse path of the request propagation. This class of data 

retrieval protocols is divided into single-path-based, multi-

paths-based, and agent-based protocols, all described in the 

follow. 

- Single-path-based protocols: The technique of single-path-

based protocol consists in starting the path discovery phase 

through request flooding by a sink node. Thus, a set of 

neighbors which are able to forward data from the source node 

towards the sink, are created. During flooding, each sensor 

node maintains and updates its neighboring table. The 

neighboring table contains information about the list of 

neighbor nodes and the link quality of each one. Upon 

receiving the request, the source node locally computes its 

preferred next hop node towards the sink using link cost 

functions, and sends out the response messages. The same, the 

next hop computes its preferred neighbor towards the sink. 

This process continues until the response message reaches the 

sink node. The most known single-path data retrieval 

protocols are: ACQUIRE [16], COUGAR [17], MARP [18], 

MCFA [19], and GRAB [20]. 

- Multi-paths-based protocols: As in single-path protocols, the 

source node sends the response messages to its most preferred 

neighbor toward the sink, and hence constructs the primary 

path. Then, the source node computes its second preferred 

next hop, and sends it the response message to have another 

alternative path towards the sink. Thus a multi-path 

communication is constructed between sources and sink. 

Some techniques could be used to construct multi-paths such 

as node-disjoint paths (i.e. paths with no common nodes 

except the source and the sink) [21] as shown in figure 4. In 

multi-paths communication, node-disjoint paths are usually 

preferred because they utilize the most available network 

resources (i.e. efficiently balance the energy consumption over 

multiple sensor nodes), and are the most fault-tolerant. If an 

intermediate node in a set of node-disjoint paths fails, only the 

path containing that node is affected. Furthermore, multi-paths 

communication increases the reliability of data delivery 

through data redundancy. Data redundancy increases also 

resiliency to path failures and enables the protocol to recover 

lost data and reconstruct the original response message, while 

avoiding any excessive delay due to data retransmissions. The 

most known multi-paths data retrieval protocols are: EQSR 

[22], N-to-1 [23], MR2 [24], and REAMR [25]. 

 
Fig. 4. Node-disjoint paths for data retrieval in WSN. 

- Agent-based protocols: Using agent-based retrieval protocol, 

the source nodes create paths leading to each one. So, sink 

request message can be routed randomly in the network till it 

finds the source path instead of flooding the request across the 

entire network. The agent-based protocols use a set of long-

lived agents which create paths that are directed towards the 

source they encounter. Whenever an agent crosses path with a 

path leading to a source that it has not encountered, it adapts 

its behavior thus creating a path state which leads to both 

sources. Each node in the network maintains a list of its 

neighbors and a data source table. When it encounters an 

event it adds it to its source table and generates an agent. The 

agent has a lifetime of a certain number of hops after which it 

dies. The sink node transmits the request if it has a route to the 

source, else it will transmit it in a random direction. If the sink 

gets to know that the request did not reach a source node then 

it will flood the network. The most known agent-based 

retrieval protocols are: RR [26], DRR [27], EEQR [28], and 

IEEQR [29]. 

C. Synthesis 

Choosing the correct data retrieval protocol is related to the 

specificities of the communicating material and the way the 

data is stored inside it. The information is uniformly replicated 

in the network inside the material (the same information is 

replicated in many nodes) as shown in figure 1. However, all 

the above techniques are based on request flooding to search a 

source node in the network. By using flooding based protocol 

in communicating material, many nodes could respond to the 

same request leading to high redundant rate, network 

congestion, high transmission rate, and thus increasing the 

energy consumption. Hence, using of such protocols is not 

appropriated since they deplete the energy of nodes especially 

for limited resources of micro-sensor node. 

Thus, Random Walk (RW) [30] is chosen in this paper to 

propagate the request hop by hop throughout the network. 



2327-4662 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2016.2584620, IEEE Internet of
Things Journal

However, this mechanism could lead to long path, low Quality 

of Service (QoS) path, and hence data retrieval failure. Thus, 

Pull Gossip (PG) [31] mechanism is also selected to 

interrogate the neighbor nodes in each hop of the random walk 

process. Another mechanism is developed for the next hop 

selection of random walk: the protocol selects the farthest 

neighbor node which has the best QoS. The farthest neighbor 

is used to cover the maximum number of new nodes after each 

hop, and the second parameter is used to route the request 

through the best QoS path which could forward efficiently the 

request and response messages. This proposed protocol is 

called RaWPG (Random Walk and Pull Gossip data retrieval 

protocol), and it is simulated with Castalia/OMNeT++ using a 

realistic collision model. 

The rest of the paper presents the data retrieval protocol 

RaWPG. Firstly, the RW and PG are defined, then the 

technique of farthest neighbor selection is described, and 

finally the protocol RaWPG is presented. 

III. RANDOM WALK AND PULL GOSSIP 

The Random Walk is a process in which a carried data is 

repeatedly forwarded (as a message) from a node to one of its 

randomly chosen neighbors until the end of the random walk 

length (i.e. the number of hops the random walk should last) 

as shown in figure 5(a). 

As discussed before, the RW process could lead to random 

low QoS path, and could lead to long path without any results. 

Thus, the Pull Gossip mechanism is executed in each hop. 

Using PG based algorithm, a node query its neighbors. The 

node will receive a response only if a neighbor has this 

information. Thus, the request message is transmitted from a 

node X to another Y only if the information is missing in the 

neighborhood of X. This process increases the number of 

covered nodes of simple RW as shown in figure 5(b). 

 
(a) Random Walk 

 
(b) Random Walk + Pull Gossip 

Fig. 5. Random Walk and Pull Gossip mechanisms. 

The next hop is randomly chosen. However, the information 

has more chance to be found if many new nodes are covered 

in each hop, to increase the efficiency of the retrieval process. 

Thus, this process is modified by forwarding the request to the 

farthest neighbor node, hence the maximum number of nodes 

in the next PG discover is covered. As example, in figure 6(a), 

the next hop is chosen randomly. The number of new nodes 

covered by PG during the next hop is equal to 6. However in 

figure 6(b), the next hop is chosen thanks to farthest neighbor 

selection. The number of new covered nodes is equal to 12. 

This mechanism dramatically increases the chance of finding 

information at each hop. The farthest neighbors selection 

algorithm is described in the next section. 

 
(a)  

 
(b)  

Fig. 6. Benefit of selecting the farthest neighbor in RW process. 

IV. FARTHEST NEIGHBORS SELECTION ALGORITHM 

The algorithm of farthest neighbors selection is executed in 

the beginning of the material lifetime. RaWPG uses the result 

of this algorithm for executing the final data retrieval process 

during the material lifecycle.  

In order to choose the farthest nodes from a list of neighbor 

nodes, the usual solution is to estimate the distance between 

the node and all its neighbors. In the following, the existing 

distance estimation techniques for WSN are presented. 

A. Distance estimation techniques 

A number of distance estimation schemes have been proposed 

for WSN. These techniques take into account a number of 

factors like the network topology, device capabilities, signal 

propagation models and energy requirements. Various 

schemes are proposed including distance-based algorithms 

and connectivity-based algorithms [32] [33]. 

- Distance-based algorithms: Distance techniques in WSN 

consists in finding the location of the target neighbor node 

using absolute point-to-point distance estimates or angle 

estimates such as Time of Arrival (ToA), Time Difference of 

Arrival (TDoA), Angle of Arrival (AoA), or Received Signal 

Strength Indicator (RSSI). 

Generally, ToA techniques use signal propagation time to 

obtain the distance between nodes. It requires expensive and 

energy-consuming electronics for precise clock 

synchronization. Therefore, ToA techniques are not applicable 

in our context due to hardware limitations and the inherent 

energy constraints of micro-sensor nodes [34]. 

The TDoA techniques estimating the distance between two 

communicating nodes have been widely recommended as a 

necessary ingredient in localization solutions for WSN. Like 

ToA techniques, TDoA also relying on extensive hardware 

with high energy consumption, that makes it less suitable for 

low-power micro-sensors [34]. To improve and complement 

TDoA and ToA algorithms, the AoA technique has been 

proposed to allow nodes to estimate and map relative angles 

between neighbor nodes [33]. 

In contrast to ToA, TDoA, and AoA techniques, RSSI has 

been proposed with concerning hardware-constrained systems. 

In RSSI techniques, either theoretical or empirical models are 

used to translate signal strength into distance estimates. While 

solutions based on RSSI have demonstrated efficiency in 

simulation and in a controlled laboratory environment, this 

technique requires a precise behavioral model of the 
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communication and is sensitive to channel inconsistency [35]. 

Therefore, applying these algorithms in communicating 

materials is unfeasible because they have to deal with 

problems regarding the propagation of the signal through a 

material such as concrete which may cause multi-path fading, 

background interference and irregular signal propagation. 

- Connectivity-based algorithms: Another distance estimation 

category such as Neighborhood Intersection Distance 

Estimation Scheme (NIDES) [36] and Maximum-Likelihood 

Estimator (MLE) [37] have been proposed. They are based on 

neighborhood intersection between neighbor nodes. Two 

nodes are termed one-hop neighbors as long as they can 

directly communicate with each other. Although these 

techniques provide less distance precision from the previously 

presented techniques, they do not require extensive hardware 

for nodes. In addition, they do not imply high energy 

consumption rate. NIDES and MLE heuristically relates the 

distance from two nodes X and Y, to an easily observed ratio 

of two numbers: the number of their common one-hop 

neighbors and the number of one-hop neighbors of X, and 

then performs the distance estimation at node X using this 

ratio and other a priori known information. They assume the 

unit disk model and works in uniformly and randomly 

deployed WSN. The enhanced version of NIDES presented in 

[38] adapted the ratio by taking into account the number of 

one-hop neighbors of Y and heuristically stated that it could 

be applied in arbitrary radio models. 

In this paper, the neighborhood intersection method is 

adopted. Further, two geographically close nodes share more 

common one-hop neighbors than two distant nodes. This 

observation is quantified and exploited to develop a new 

algorithm of farthest neighbor nodes selection. The method 

proposed in this paper aims at selecting the farthest neighbor 

node without estimating the distance between nodes. It is 

based on the local connectivity information of each node. 

Herein, local connectivity information refers to the numbers of 

common and non-common one-hop neighbors associated with 

pair of nodes. Since only elementary computations and local 

connectivity information are involved on each node, the 

proposed method is totally distributed and does not require 

any extensive hardware. In the following, the message 

structures of the algorithm of farthest neighbor selection are 

described. Then, the algorithm is presented. 

B. Messages structure 

The algorithm of farthest neighbor selection uses three 

messages: HELLO, TAB_EXCHANGE, and 

FAR_NEIGHBORS. 

- HELLO: It allows each node to announce their ID to its 

neighbor nodes. Below is the HELLO message structure. 

Type ID_SOURCE 

where: 

Type : determines the type of message received. It is 

used to know which fields compose the message; 

ID_SOURCE : contains the identifier of message 

sender. 

- TAB_EXCHANGE: It allows each node to announce its 

neighborhood table to all its neighbors. Below is the 

TAB_ECHANGE message structure. 

Type ID_SOURCE NTable 

where: 

NTable : contains the neighborhood table of the 

TAB_EXCHANGE message sender. 

- FAR_NEIGHBORS:  It allows each node to announce the 

list of its selected farthest neighbors. Below is the FAR_ 

NEIGHBORS message structure. 

Type ID_SOURCE LFarthest 

where: 

LFarthest : contains the list of the selected farthest 

neighbor nodes. 

C. Algorithm of farthest neighbor nodes selection 

The algorithm of the farthest neighbor nodes selection is 

shown in Algorithm 1. It is executed by all nodes in the 

material. Let X be a node inside the communicating material. 

To construct NTable for each node, the HELLO message is 

exchanged between neighbor nodes using the broadcast 

communication model (lines 1-5). Then, each node inserts its 

NTable into a TAB_EXCHANGE message and broadcast it to 

all neighbors (line 6). Hence, a node X can compute the 

number of common nodes between its NTable and the NTable of 

its neighbors (NTable exchanged using TAB_EXCHANGE) 

(lines 7-10). A node Y is considered as farthest neighbor for X, 

if it has a minimum number of common nodes between NTable 

of X and NTable of Y (line 11). Then, the list of selected farthest 

neighbors LFarthest is broadcasted using FAR_NEIGHBORS 

message (line 12). When a node X receives 

FAR_NEIGHBORS from its neighbor Y, X checks if its ID 

exists in the list LBorder carried by the message. If yes, the node 

X store the ID of Y (ID_SOURCE of FAR_NEIGHBORS). 

Finally, X is configured as farthest neighbor for Y (lines 13-

20). 

Once the farthest neighbors‟ selection algorithm is finished, 

the data retrieval protocol RaWPG can be executed during the 

communicating material lifecycle. 

V. PROPOSED DATA RETRIEVAL PROTOCOL RAWPG 

In this section, a general description of RaWPG process is 

firstly presented, and the link cost function for the best next 

hop selection is explained. Then the message structures used 

by the protocol are described. Finally, the protocol is detailed. 

A.  General description 

To execute the protocol RaWPG, the user chooses a node in 

his transmission range to connect to the communicating 

material. This chosen node is called “master node” [5] [6]. 

Any node in the material can be a master. It depends on the 

choice and position of the user during the process of 

connection to the material. Let M the master node. 
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First, the master M requests its neighbor nodes by 

broadcasting a message as shown in figure 7(a) (the red node 

presents the master M, and the gray circle presents the radio 

transmission range of M). 

Algorithm 1: Farthest neighbor nodes selection  

For any node X, do: 

1:  - Broadcast HELLO to all neighbor nodes  

2:  - Wait for reception of HELLO messages from neighbors 

3:  for each received HELLO do 

4: - Add ID_SOURCE in NTable   

5:  end for  

6:  - Broadcast TAB_EXCHANGE to all neighbor nodes 

7:  - Wait for reception of TAB_EXCHANGE messages                       

        from neighbors 

8:  for each received TAB_EXCHANGE do 

9:  - Calculate the cardinality of intersection between             

                 NTable-X of X and NTable-Neighbor of TAB_EXCHANGE    

                 card(NTable-X  NTable-Neighbor)  

10:  end for 

11:  - Select the neighbors who have the minimum intersection  

          cardinality (Min(card(NTable-X  NTable-Neighbor)) 

12:  - Broadcast FAR_NEIGHBORS 

13:  - Wait for reception of FAR_NEIGHBORS messages from 

          neighbors 

14:  for  each received FAR_NEIGHBORS do 

15: if  ID of X is in the list LFarthest of the message 

16:  - Configure X as farthest neighbor for  

                               ID_SOURCE of the message 

17:  else 

18:   - Drop FAR_NEIGHBORS 

19:  end if 

20:  end for 

If a neighbor node has the data, it sends back a response 

message. Otherwise, each farthest neighbor node of the master 

sends back a message that contents its residual energy, 

available buffer size, and link quality SNR as illustrated in 

figure 7(b) (the green node presents a farthest neighbor for M). 

A link cost function is used by the master to select the best 

farthest neighbors as next hop of request message. Let Y the 

selected next hop as shown in figure 7(c). 

   
               (a)                            (b)                            (c) 

Fig. 7. Data retrieval process in master node. 

Upon receiving the request message, the node Y interrogates 

its neighbors. Only the neighbor nodes that have not yet 

received the request will respond as shown in figure 8(a). In 

the same way, the farthest neighbor of Y sends its information 

to choose the most powerful neighbor Z using the link cost 

function as shown in figures 8(b) and 8(c). This process 

continues in node Z until a node sends back the response or 

the request expires using the HOPS parameter (i.e. the number 

of hops allowed for request routing). If the data is found, a 

response message is transmitted towards the master using the 

reverse path of the request. Otherwise, a failure message is 

transmitted also in the reverse path towards the master. 

 
               (a)                            (b)                            (c) 

Fig. 8. Data retrieval process in the next hop of master node. 

B. Link cost function 

The link cost function is used by the node to select the best 

farthest neighbor as next hop. A cost function is used such as 

presented in [22]. Let remain that LBorder is the set of farthest 

neighbors of a node X inside the material. The cost function 

includes an energy factor, available buffer factor, and 

interference factor with appropriate weights α, β, and γ:  

 
𝑁𝑒𝑥𝑡 ℎ𝑜𝑝 = max

𝑌∈𝐿𝐵𝑜𝑟𝑑𝑒𝑟

 𝛼𝐸𝑟𝑒𝑠𝑑 ,𝑌 + 𝛽𝐵𝑏𝑢𝑓𝑓𝑒𝑟 ,𝑌 + 𝛾𝐼𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 ,𝑋𝑌  (1) 

 

Where, 𝐸𝑟𝑒𝑠𝑑 ,𝑌  is the current residual energy of a farthest 

neighbor Y, where 𝑌 ∈ 𝐿𝐵𝑜𝑟𝑑𝑒𝑟 , 𝐵𝑏𝑢𝑓𝑓𝑒𝑟 ,𝑌  is the available buffer 

size of node Y, and 𝐼𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 ,𝑋𝑌  is the Signal-to-Noise Ratio 

(SNR) for the link between X and Y.  

The total cost (𝐶𝑡𝑜𝑡𝑎𝑙 ) for a retrieval path P consisting of a set 

of K nodes is the sum of the individual link costs 𝑙 𝑋𝑌 𝑖 ,𝑖∈𝐾  

along the path. Then we have: 

𝐶𝑡𝑜𝑡𝑎𝑙 ,𝑃 =  𝑙 𝑋𝑌 𝑖

𝐾−1

𝑖=1

 

 

(2) 

 

C. Messages structure 

The protocol uses five messages: REQUEST, REQUEST_NG, 

FAR_INFO, RESPONSE, and FAILURE. 

- REQUEST: It is the request message that contains the 

requested data reference. Below is the REQUEST message 

structure. 

Type ID_SOURCE ID_DESTINATION REF_DATA HOPS 

where : 

Type : determines the type of message received. It is 

used to know fields composing the message; 

ID_SOURCE : contains the identifier of message 

sender; 

ID_DESTINATION : contains the identifier of 

message recipient; 

REF_DATA : contains the requested data reference; 

HOPS : It defines the maximum number of hops 

allowed for the message. When HOPS becomes zero, 

Y 

M 

Z 

M 

Y 

M 

Y Y 

M 
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the request message is dropped and a failure message 

is sent back to user. 

- REQUEST_NG: It is the request message that is used to 

interrogate the neighbors through broadcast communication 

model. Below is the REQUEST_NG message structure. 

Type ID_SOURCE REF_DATA 

- FAR_INFO: It is sent by the farthest neighbor toward the 

REQUEST_NG source. It contains the information needed for 

the link cost function to choose the most powerful next hop. 

Below is the FAR_INFO message structure. 

Type ID_SOURCE ID_DESTINATION ENERGY BUFFER SNR 

where : 

ENERGY : is the residual energy of the FAR_INFO 

sender; 

BUFFER : is the free buffer size of the FAR_INFO 

sender; 

SNR : is the link quality between the source of 

REQUEST_NG and the FAR_INFO sender. 

- RESPONSE: It is the response message sent by the node 

that has the requested data in its memory. RESPONSE is sent 

to the master node through the reverse path of the REQUEST 

message. Below is the RESPONSE message structure. 

Type ID_SOURCE ID_DESTINATION DATA 

where : 

DATA : contains the requested data. 

- FAILURE: It is sent by the node that receives REQUEST 

message with HOPS=0. FAILURE is sent to the master node 

through the reverse path of the REQUEST message. Below is 

the FAILURE message structure. 

Type ID_SOURCE ID_DESTINATION 

D. Algorithm of RaWPG 

The proposed algorithm includes three treatments: REQUEST 

treatment shown by Algorithm 2, REQUEST_NG treatment 

shown by Algorithm 3, and RESPONSE/FAILURE messages 

treatment. In the following, the treatment of each message is 

detailed. 

1) REQUEST message treatment 

The REQUEST message is forwarded from one node to 

another one in the material until a node that contains the 

information is founded or the HOPS counter falls to zero. If 

one of the latter happens, a RESPONSE or FAILURE 

message is sent toward the master node on the reverse path of 

REQUEST. For that, upon receiving REQUEST message, the 

node temporarily stores the ID of the sender node 

(ID_SOURCE) to construct the reverse path to the master 

(line 1). Then, the node checks whether it has the requested 

information in its memory (lines 2 and 3). Otherwise, the node 

checks the HOPS field in REQUEST. If HOPS is zero, a 

FAILURE message is sent back (lines 5-6). Otherwise, the 

node starts the neighborhood interrogation. For this, a 

REQUEST_NG message is broadcasted to all neighbors, and 

then the node waits for reception of FAR_INFO of the farthest 

neighbors and a possible RESPONSE message (lines 8 and 9). 

If a RESPONSE is received from a neighbor, the node sends it 

to the previous node from who it was received the REQUEST 

(lines 10 and 11). If any RESPONSE message is received, it 

means that the information does not exist in the neighborhood. 

In that case, the node decrements HOPS, and forwards 

REQUEST to the best farthest neighbor who is selected using 

the received FAR_INFO messages and the link cost function 

(lines 12-15). 

Algorithm 2: REQUEST message treatment 

For a node X: upon reception of a REQUEST message, do: 

1:  - Store ID_SOURCE of REQUEST 

2:  if REF_DATA exists in the memory of X 

3:   - Send back RESPONSE message to ID_SOURCE of 

REQUEST 

4:  else  

5: if HOPS=0 

6: - Send back FAILURE message to ID_SOURCE 

of REQUEST 

7: else 

8:  - Broadcast REQUEST_NG 

9:  - Wait for reception of FAR_INFO of the farthest 

neighbors and possible RESPONSE message 

10:  if REPONSE received 

11: - Send back REPONSE to 

ID_SOURCE of REQUEST 

12:  else 

13: - Decrement HOPS (HOPSHOPS-1) 

14: - Compute 𝑚𝑎𝑥 𝛼𝐸𝑟𝑒𝑠𝑑 ,𝑌 +

𝛽𝐵𝑏𝑢𝑓𝑓𝑒𝑟 ,𝑌 + 𝛾𝐼𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 ,𝑋𝑌  using   

the received FAR_INFO messages 

15: - Send REQUEST to the best farthest 

neighbor 

16:  end if 

17: end if 

18:  end if 

2) REQUEST_NG message treatment 

Upon receiving a REQUEST message, a node X broadcasts 

REQUEST_NG to all its neighbors. When a neighbor node 

receives the REQUEST_NG message, it first checks that it has 

not previously received the same REQUEST_NG for the same 

retrieval operation. The REF_DATA field of REQUEST_NG 

is used as identifier of the message for a period of time. A 

time counter is started in a node upon receiving 

REQUEST_NG for the first time. Before the period of time 

expires, if a node receives for a second time a REQUEST_NG 

with the same REF_DATA, the message is dropped (lines 1 

and 2). However, if the node receives the message 

REQUEST_NG for the first time, the node sends back a 

RESPONSE message to REQUEST_NG sender only if it has 

the requested data in its memory (lines 3-5).  
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Only the neighbors which are configured as farthest nodes for 

X send FAR_INFO (lines 6-8). Otherwise, the REQUEST_NG 

message is dropped (lines 9 and 10). As described before, 

FAR_INFO contains the needed information for the link cost 

function to evaluate the best powerful farthest neighbor. 

Algorithm 3: REQUEST_NG message treatment 

For a node X: upon reception of a REQUEST_NG message, do: 

1:  if REQUEST_NG is already received 

2: - Drop REQUEST_NG 

3:  else 

4:   if REF_DATA exists in the memory of X 

5:   - Send back REPONSE message to ID_SOURCE 

of REQUEST_NG 

6: else  

7: if X if configured as a farthest neighbor for 

ID_SOURCE of REQUEST_NG 

8: - Send back FAR_INFO message to 

ID_SOURCE of REQUEST_NG 

9:  else 

10:   - Drop REQUEST_NG 

11:  end if 

12:   end if  

13:  end if 

3) RESPONSE/FAILURE messages treatment 

Upon reception of a RESPONSE or FAILURE message, the 

node sends the message to the already stored ID_SOURCE of 

REQUEST (line 1 of Algorithm 2). Thus, these messages are 

forwarded through the reverse path of REQUEST until it 

reaches the master node.  

VI. PERFORMANCE EVALUATION 

This section details the simulation setup, the used metrics, and 

the simulation results of RaWPG protocol. 

A. Simulation setup 

The performance of our solution is evaluated through 

Castalia/OMNET++ simulation. Currently, many wireless 

sensor network simulators are available as COOJA and 

TOSSIM but Castalia provides realistic wireless channel, 

radio models, and node behavior. Castalia is modular and 

easily extensible. It offers most comprehensive advanced 

channel and radio models, in addition to extended sensing 

model and CPU power consumption [39] [40]. 
Moreover, Castalia is used by researchers to evaluate the 
characteristics of different platforms for specific applications 
because it is highly parametric and can simulate a wide range 
of platforms. In this study, the Philips SAND (Small 
Autonomous Network Devices) micro-sensor node [41] is 
simulated. It is one of the smallest nodes used in the industry 
and research (1 cm

3
). Thus, thousands of scattered nodes in a 

communicating material can be simulated. The node has 64K 
memory size, and uses the 2.4 GHz frequency band with 250 
Kbit/s as bit rate. 
All nodes in the simulated communicating material are 
deployed uniformly in a 20m-large square. Wireless radio 
channel characteristics such as signal noise, interference ratio, 

and average path loss are chosen to simulate the realistic 
modeled radio wireless channel in Castalia based on 
lognormal shadowing and the additive interference models. As 
recommended in [22], the weights (α, β, γ) are fixed to (3, 2, 3) 
for best QoS and energy efficiency tradeoff of farthest 
neighbor selection. The parameters used in this simulation 
study are shown in table 1. 

Table 1: Simulation parameters. 
Material size 20mx20mx1m 

Nodes distribution Uniform static 

Location of master node Center of the material 

Sigma channel parameter 4 

Real radio 

wireless channel 

in Castalia 

BidirectionalSigma 

channel parameter 
1 

Radio Collision Model 
Additive 

interference model 

Weights (α, β, γ)  (3, 2, 3) 

Simulation time 100s 

Number of trials 60 

B. Simulation policy and metrics 

In this simulation section, the performance of the farthest 

neighbors selection algorithm is first evaluated. The impact of 

the network density and the radio transmission power are 

studied to evaluate their impact in the efficiency of algorithm. 

Moreover, the energy consumption cost is also evaluated. 

Then, RaWPG performances are evaluated through 

comparison with a simple RW+PG algorithm and then with a 

flooding based algorithm called MARP [18]. The first 

comparison evaluates the impact of our techniques compared 

to simple RW+PG. The second one evaluate the difference 

between a flooding and a multi-hop mechanism to propagate 

request message in the communicating material. Different 

metrics are used for these comparison studies [42] [43]. The 

protocols are simulated for different values of HOPS (i.e. 

different path lengths), and each time the metrics are 

computed. Below is the metrics: 

- Number of covered nodes: the number of nodes that have 

received the request message. If the number of covered nodes 

is increased, the information has more chance to be founded 

and reduces the HOPS length for request propagation 

throughout the material. 

- Response delivery ratio: the request is transmitted 

throughout the network for many times. Each time, the 

response reception by master node is verified. The response 

delivery ratio presents the ratio between the number of 

received responses and the number of transmitted requests in 

the material. The protocol is considered highly efficient, if 

100% of requests sent back the corresponding response 

messages. 

- Average delay: the elapsed time between the instant of 

beginning request transmission in the material, and the instant 

of reception of response message by the master node. 

- Response duplication ratio: when a request is transmitted in 

the material, this metric presents the number of same response 

message sent back to master node. A high response 



2327-4662 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2016.2584620, IEEE Internet of
Things Journal

duplication ratio presents a drawback of a data retrieval 

protocol in WSN. 

- Communication overhead: the total number of transmitted 

messages by nodes during the data retrieval process. This 

metric is a strong indicator of the energy consumption for 

sensor nodes (i.e. the communication is the main activity 

responsible for the energy consumption in WSN [5] [9]). 

- Energy consumption: the average consumed energy by a 

node in the material after many retrieval processes. 

C. Simulation results of the farthest neighbors selection 

algorithm 

1) Algorithm efficiency 

To test the algorithm efficiency, the simulation used a uniform 

network deployment in the material, different density n and 

different power transmission P (i.e. transmission range). 

Figure 9 shows the simulation results for n=1200 and n=2500. 

For each density two transmission powers are tested: P=-

10dbm and P=-25dbm meaning that the coverage radius for -

10 dbm is greater than -25 dbm. 

The red nodes in Figure 9 shows the selection of the farthest 

neighbors. The first observation highlights that the proposed 

algorithm is high efficient for the highest neighborhood 

density (n=2500). The second observation highlights that the 

result is better when a high transmission power is used (P=-10 

dbm) for both network density. 

In conclusion, the algorithm perfectly works in the context of 

communicating materials containing a high density of 

neighborhoods. The transmission power enables to improve 

the results, but its impact on energy must be analyzed.  

 

           
 

           
 

 

Fig. 9. Efficiency of the farthest neighbor selection algorithm.  

2) Energy consumption cost 

Table 2 shows the consumed energy by a sensor node after 

executing the algorithm. The values inserted in table 2 present 

the ratio between the consumed energy and the initial energy. 

The table shows that the energy consumption increases when a 

high neighborhood density is used. Obviously, the consumed 

energy increases for the highest transmission power. For 

example, for a high transmission power and nodes density 

2500 (i.e. the highest neighborhood density), each node 

consumes 11% of its initial energy. However, for a small 

number of neighbor nodes using P=-10dbm and n=1200, the 

node consume 0.6%, but it shows the worst selection results as 

discussed before. As for medium density of neighbors, the 

node does not consume a lot of its initial energy specially 

when low transmission power is used (2,4%). 

In conclusion, a low power transmission and high network 

density (P=-25 dbm and n=2500) presents the better tradeoff 

of farthest neighbors selection efficiency and low energy 

consumption. High transmission powers improve the 

algorithm results but affect and reduce the network lifetime in 

the material. 

Table 2: Energy consumption cost of farthest neighbors selection. 

 n = 1200 nodes n = 2500 nodes 

P = -10 dbm 7.7 % 11 % 

P = -25 dbm 0.6 % 2.4 % 

D. Simulation results of RaWPG 

In this section, the performance of the final data retrieval 

protocol RaWPG is evaluated and compared with the 

performance of a simple RW+PG algorithm, and a flooding-

based retrieval algorithm MARP. The simulation experience is 

repeated 60 times and the average results are showed. The 

transmission power P=-25 dbm and the nodes density n=2500 

are used in the rest of this simulation study.   

1) RaWPG vs. Simple RW+PG 

a) Number of covered nodes 

Figure 10 shows the number of nodes covered in using the 

proposed protocol RaWPG and the simple RW+PG according 

to the number of hops. RW+PG solution randomly selects a 

neighbor node as next hop for request forwarding. This could 

lead to select neighbor close to the previous hop and hence the 

new coverage includes many nodes already covered by the 

previous hops. This issue is avoided by using our farthest 

neighbor selection technique. Figure 10 indicates the number 

of the new covered nodes in each next hop is more than 

RW+PG. The difference between the two protocols is clearer 

for high number of HOPS. For HOPS=3 as example, RaWPG 

covers 8 nodes more than RW+PG. However for HOPS=9, 

RaWPG covers 40 nodes more than RW+PG. 

 
Fig. 10. Number of covered nodes RaWPG vs. simple RW+PG.  
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b) Response delivery ratio 

Another important metric to be assessed is the average 

response delivery ratio. Figure 11 shows the average delivery 

ratio of proposed protocol RaWPG and RW+PG. Figure 11 

highlights proposed RaWPG outperforms RW+PG due to the 

consideration of the link cost function to choose the most 

powerful farthest node as next hop. Thus, the request and 

response messages are forwarded through a high quality of 

service path. Implementing a link cost technique in the data 

retrieval algorithm enhances the delivery ratio of the request 

and the response messages as well as minimizes the overall 

energy consumption. 

 
Fig. 11. Average response delivery ratio of RaWPG vs. simple RW+PG. 

c) Average delay 

End to end delay is also an important metric in evaluating data 

retrieval protocols. It is the elapsed time between beginning of 

request transmission and the reception of the response 

message by master node. Figure 12 illustrates the average 

delay of proposed protocol RaWPG and simple RW+PG has 

almost the same. RaWPG uses both waiting times in each hop 

to interrogate the neighbors and FAR_INFO wait/process 

which causes more queuing delay. This waiting times 

increases the delay even if the request has more chance than 

RW+PG to find the data through the farthest neighbor 

selection.  

 
Fig. 12. Average delay of RaWPG vs. simple RW+PG.  

2) RaWPG vs. Flooding based protocol MARP 

a) Response delivery ratio 

Figure 13 shows the average delivery ratio of RaWPG versus 

MARP. Obviously, MARP outperforms RaWPG because 

MARP uses request flooding technique to retrieve the 

requested data. The response message is sent back to the 

master node through many paths. Then if the transmission 

fails for one path, another will be succeeded. This technique is 

not implemented in RaWPG. However, a QoS based path 

selection is used to improve the transmission reliability and 

enhances the delivery ratio (above 90%). 

 
Fig. 13. Average response delivery ratio of RaWPG vs. MARP. 

b) Response duplication ratio 

In communicating material, the data that must be retrieved are 

replicated in many nodes in the network as shown in figure 1 

of this manuscript. The developed storage protocols for 

materials in [5] ensure that data is replicated in a uniform way 

for resilience to shape transformation (e.g. cutting, sawing, 

and drilling) during its lifecycle. Thus, the data in 

communicating material is readable everywhere on the 

material. 

If a request message is flooded, all the nodes storing the data 

send back response message. For that, figure 14 shows that 

MARP has a high response duplication rate. However, by 

using random walk for request forwarding, the master node 

transmits once the request. The retrieval process stops for the 

first data found. Thus, the master node receives once a final 

response whatever the value of HOPS which optimizes the 

resource utilization during a retrieval process as shown in the 

figure 14 for RaWPG. 

 
Fig. 14. Response duplication ratio of RaWPG vs. MARP. 

c) Communication overhead 

Figure 15 shows the total number of transmitted messages in 

the network for the evaluated protocols and for different 

HOPS values. First, it is clear that the communication rate of 

MARP is high due to flooding technique. As discussed 

previously, MARP has high response duplication rate 
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especially for high HOPS value. This leads to network 

congestion, interferences and high communication overhead. 

However, the transmission rate of RaWPG is less than MARP. 

It controls the transmission rate through our hop by hop 

requesting. While the HOPS increases, the communication 

rate increases as the request propagate for many hops. Each 

hop causes a neighborhood interrogation. Despite that, it 

ensures lower rate than flooding process.  

Assuming that communication is the main activity responsible 

for the energy consumption in WSN [9], these results are a 

strong indication that RaWPG incurs low energy consumption 

for sensor nodes than flooding based protocol. 

 
Fig. 15. Communication overhead of RaWPG vs. MARP. 

d) Energy consumption 

The energy consumption performance of each protocol is 

measured and illustrated by figure 16. It shows the average 

consumed energy of each node in the material after many 

retrieval processes. The result presents mainly the 

transmission strategy cost of each protocol. The results show 

that, the consumed energy employing RaWPG is lower than 

MARP. This is due to the fact that the communication rate in 

the network when using RaWPG is very low than the other 

one. The energy consumption will tend be high when the 

communication rate increases. As the energy consumption is 

low, this leads to increase the lifetime of the network inside 

the material. 

 
Fig. 16. Energy consumption of RaWPG vs. MARP. 

3) Discussion 

The impact of several parameters on the performance of the 

proposed data retrieval protocol RaWPG has been 

investigated, through simulations. On the basis of the obtained 

results, the following conclusions can be carried out. 

When the protocol RaWPG is compared to simple RW+PG, 

RaWPG has shown more covered and interrogated nodes 

which increase the chance to find the information in each hop. 

This is mainly related to the farthest neighbor selection as next 

hop. Moreover, RaWPG outperforms RW+PG on response 

delivery ratio due to the link cost function. Unlike the random 

path selection of RW+PG, the request and response message 

of RaWPG are forwarded through a high quality of service 

path which improve its delivery ratio. However, the choose of 

the neighbor that allows high QoS service requires a waiting 

delay in each hop to process the FAR_INFO messages, which 

increase the overall delay of the retrieval process of RaWPG. 

When RaWPG is compared to MARP, RaWPG shown high 

advantage compared to flooding based protocols in 

communicating material application. As described in this 

manuscript, the data is stored in the WSN inside the material 

in uniform way. This means that the information is replicated 

in many nodes inside the material. If a request is flooded the 

network, all nodes storing the data send back response 

messages which lead to high response duplication rate. 

However, RaWPG is a multi-hop based protocol, whatever the 

deep of path in the material, RaWPG always sends back one 

response message which optimize the using of resource nodes 

and avoid the unnecessary transmissions. Indeed, the high 

duplication rate of a flooding based protocol allows very high 

response delivery ratio. If a response message failed to reach 

the master node, others messages will succeed. 

As for the energy consumption, the request flooding in the 

material showed high communication overhead leading to 

network congestion, collisions, and energy waste of nodes. 

However, RaWPG shown less energy consumption as it 

controls the transmission rate through the hop by hop 

requesting (i.e. very low communication overhead). Thus, 

RaWPG can allow a long material lifetime. 

VII. CONCLUSION AND FUTURE WORK 

In this paper, a data retrieval protocol in wireless sensor 

networks designed specifically for communicating material 

application, called RaWPG, was designed. The protocol uses 

the multi-hop random walk process to forward the request to 

further nodes, and the pull gossip mechanism to interrogate 

the neighbor nodes in each hop. On this protocol, a 

mechanism called farthest neighbors selection and a cost 

function link were implemented. During request forwarding, 

only the powerful farthest neighbor is selected as next hop. 

This feature is very important in sensor networks since 

random walk forwards messages through randomly and low 

quality of service paths which causes failure in retrieval 

process. 

RaWPG is evaluated using Castalia/OMNeT++ simulations in 

terms of response delivery ratio, response duplication ratio, 

average delay, communication overhead, and energy 

consumption. The simulation results showed that RaWPG 

improves the reliability of the original random walk process. 

When compared to flooding based retrieval protocol, RaWPG 
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shows high delivery ratio, and reduce the 

duplication/communication overhead as well as minimizes the 

overall energy consumption, hence ensuring long 

communicating material lifetime. 

Our future work will be focused on testing the proposed 

protocol RaWPG in real communicating material specially the 

concrete application. The radio signal propagation inside such 

material will be studied to evaluate its impact on the retrieval 

process especially for the response delivery ratio.  

Actually, our laboratory CRAN works in collaboration with 

the centre of studies and research of the concrete industry 

(CERIB) of France [44]. The aim of this joint work is to 

develop intelligent walls which integrate electronic 

components to automatically manage the ambient parameters 

such as luminosity, humidity, and temperature inside the 

building. Indeed, thousands of micro nodes will be uniformly 

scattered in these walls. Thus, many information can be stored 

in the WSN of walls such as user data, sensed ambient data, 

etc. Users employ then RaWPG protocol to read/extract the 

walls information during the building life cycle. 
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