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Abstract—Biological epidemic models, widely used to model
computer virus propagations, suffer from either limited scalabil-
ity to large networks, or accuracy loss resulting from simplifying
approximations. In this paper, a discrete-time absorbing Markov
process is constructed to precisely characterize virus propaga-
tions. Conducting eigenvalue analysis and Jordan decomposition
to the process, we prove that the virus extinction rate, i.e.,
the rate at which the Markov process converges to a virus-
free absorbing state, is bounded. The bounds, depending on the
infection and curing probabilities, and the minimum degree of
the network topology, have closed forms. We also reveal that
the minimum curing probability for a given extinction rate
requirement, specified through the upper bound, is independent
of the explicit size of the network. As a result, we can interpret
the extinction rate requirement of a large network with that of a
much smaller one, evaluate its minimum curing requirement, and
achieve simplifications with negligible loss of accuracy. Simulation
results corroborate the effectiveness of the interpretation, as well
as its analytical accuracy in large networks.

Index Terms—Computer virus, epidemic model, Markov pro-
cess, large networks.

I. INTRODUCTION

COMPUTER viruses have been increasingly threaten-
ing on human society, with the growing prevalence of

computing devices and fast expanding computer networks.
Recently, there have been a number of global outbreaks with
disastrous scales and consequences [1], [2]. Understanding
the sophisticated interactions between the virus infection and
healing processes is of tremendous significance to predict virus
propagations, prevent and combat the viruses.

Epidemic models, originally developed for biological in-
fectious diseases [3], have been extensively used to provide
better understanding of computer virus propagations [4]. An
element in such models can be infected with a probability β by
an infected neighbor. An infected element can be cured with
probability δ, typically triggered by curing actions. However,
the extensions of the epidemic models to computer networks
are not trivial, because the network topologies, which connect
the computers (but do not exist in biological scenarios), can
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have a strong impact on computer virus propagations [5].
Earlier epidemic models for computer viruses were based on
fully connected networks [4], [6] or statistic topologies with
the degrees of individual nodes yielding a power law [7],
[8]. Despite providing insights on the infection statistics,
the models cannot capture specific networks. Later, Markov
models were developed to accurately characterize the infection
processes between connected nodes [5], [9], [10]. However,
the models have exponential complexity, and subsequently,
limited scalability to large networks. Recently in [9, Sec. III]
[10, Sec. IV], Markov models were decoupled to a set of
differential equations, one per node, to linearize the complex-
ity, where instant infection probabilities of connected nodes
were uncorrelated by taking moment closure approximations.
Unfortunately, the accuracy of the models degrades due to the
approximation [10, Fig. 11].

A. Problem Statement

A key challenge to be addressed for modelling virus prop-
agations is the trade-off between the modelling accuracy and
complexity, which limits the extension of the models to large
networks with thousands of nodes and non-trivial topologies.

The existing models either simplify analysis by implicitly
assuming a complete graph or using statistically characterized
topologies, limiting the practical applications of the models
[3], [7]; or use Markov techniques to characterize detailed
virus spread in specific topologies, resulting in prohibitive
complexity and limited scalability [10]–[12]. Some of the
Markov models were simplified to tackle the complexity
issue, using mean-field approximations, which again incurred
significant losses of modelling accuracy [10], [13].

A widely approved result from the existing virus propaga-
tion models indicates that a virus dies out quickly, i.e., the
mean virus lifetime is no longer than log(N)+1

1− βδ ρ(A)
, if β

δ <
1

ρ(A)

[5], [9], [10], [13]. N is the number of nodes in the network, A
is the adjacency matrix, and ρ(A) is the largest eigenvalue of
A. However, the result only provides a sufficient condition
for the exponential extinction of a virus. In the case that
β
δ >

1
ρ(A) , there are still possibilities that infection dies out

exponentially over time, but this has not been addressed in the
existing models. In addition, the result has limited applications
to large networks, as it can only accommodate β → 0. Take
a 5000-node network with a topology of 4000-regular graph
(i.e., ρ(A) = 4000) for an example. the extinction condition
requires β < 0.00025.
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B. Our Contributions

In this paper, we propose a new approach to modelling
the virus propagation across non-trivial topologies, which
is able to leverage the modelling accuracy and complexity,
hence enhancing modelling scalability to large networks. Our
approach starts by modelling the virus infection of each
individual node using the classical SIS model and the virus
propagation among the nodes using Markov model (to be more
specific, a discrete-time absorbing Markov process which is
developed based on the adjacency matrix A). As a result, our
model, being a non-trivial extension of the SIS model, can
characterize the SIS behavior of individual nodes in networks
with explicit topologies. Matrix analysis techniques and Jordan
decompositions are employed to study the transition matrix
and the absorption rate (i.e., the virus extinction rate) of
the discrete-time absorbing Markov process. By evaluating
the bounds of the second-largest eigenvalue of the transition
matrix, the virus extinction rate R is proved to be bounded
by − ln(1− δN ) ≤ R ≤ − ln

(
1− δ(1− β + βδ)d

)
. N is the

network size and d is the minimum degree of the network.
We also provide a practical means to scale the bounds,

to design and evaluate the lifetime and extinction of a virus
in large networks with non-trivial topologies. This is based
on our finding that, given any required virus extinction rate,
the minimum curing probability δmin specified through the
new upper bound, can ensure the gap between the required
extinction rate and the actually achieved mean extinction
rate fast converges with the growth of the network size. In
light of this, we propose to interpret the virus extinction
requirement of a large network to that of a much smaller
one, and obtain the minimum curing probability of the large
network efficiently through the upper bound of its smaller
counterpart. Simplifications can be achieved with a negligible
loss of accuracy.

Confirmed by simulations, our bounds can evaluate the
virus extinction rate and lifetime across a broad spectrum
of β and δ. They can also readily analyze networks with
thousands of nodes in a few hours, with modelling accuracy
preserved. In contrast, the Monte-Carlo simulations of such
large networks would run for months and are impractical given
current computing capabilities. In this sense, our analysis is
of practical value.

C. Organization and Notations

The rest of the paper is organized as follows. In Section II,
existing models are reviewed. In Section III, the new discrete-
time absorbing Markov epidemic model is developed, followed
by the analysis and derivations on the virus extinction rate and
its bounds in Section IV. Numerical results are provided in
Section V, followed by conclusions in Section VI.

Notations used in the paper are as listed in Table I.

II. RELATED WORKS

The epidemic model, originally developed to characterize
the spread of biological infectious diseases in [3], was first
extended to computer networks in [4], where the network
topology was omitted (i.e., which is equivalent to assuming

TABLE I
NOTATIONS USED IN THIS PAPER

Notation Description

G a network topology graph
N network size
A the adjacency matrix of the network topology graph
ai,j the (i, j)-th element of A
d the minimum degree of the network topology
si the i-th network state

si(l) the status of the l-th node in state si

δ the curing probability of an infected node
β the infection probability of a node
dil the no. of edges between node l and the infected nodes in si

P 2N × 2N Markov transition matrix
pi,j the (i, j)-th element of P
Pin the transition matrix of infection
Pcu the transition matrix of curing
t(k) 1× 2N−1 state probability vector
Q the 2N−1 × 2N−1 bottom-right submatrix of P
λi the i-th largest eigenvalue of P
R virus extinction rate

a network topology of a complete graph). In the model, the
infection probability of each network element solely depends
on the infected population. The curing probabilities of the
elements are independent and identically distributed, as those
for biological diseases. Such model was used for mobile
bluetooth networks [14], [15], and wireless sensor networks
[16]. Kephart et al. [6] and Vojnovic et al. [17] proposed a
new “warning” state at every node, apart from the “infected”
and “uninfected” states. The probability of a node switching to
the “warning” state depends on the population of the warned
nodes and is independent of the network topology.

Statistic topology models, i.e., scale-free graph, were later
adopted to study the statistics of computer virus spread. Pastor-
Satorras et al. [7] derived the probability of a node being
infected as a function of the expected number of its infected
neighbors. The number was calculated, following the power
law distribution of the neighbors in scale-free graphs. The
probability was used in [8] to derive the threshold of β

δ
required for a virus to exponentially die out. Zou et al. [18]
used the scale-free graph to model the propagation of Internet
email worms. In practice, different topologies, e.g. star, ring,
can have very different virus propagation and cure properties.
Unfortunately, Li et al. [19] showed that analyses on scale-free
graphs are inaccurate for specific topologies.

Markov processes were adopted to model virus propaga-
tions in specific network topologies, where every Markov
state collects the binary status, “infected” or “cured”, of
every node in the network [10]–[12]. Van Mieghem et al.
[10] developed a continuous-time absorbing Markov epidemic
model, where the state space is 2N in an N -nodes network.
The second largest eigenvalue of the Markov transition rate
matrix, which determines the speed of convergence to the
absorbing virus-free state was approximated and numerically
calculated using curve fitting, due to the high complexity of
eigenvalues decomposition. There were attempts to reduce
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the state space for specific topologies, e.g. complete and star
graphs, by exploiting graph isomorphism [11], [12]. However,
the complexity of the Markov epidemic model is still high and
prohibitive to large network analyses.

There were efforts to decompose the Markov models to
reduce the complexity and improve the scalability. In [10],
the continuous-time 2N -state Markov epidemic model was
decoupled to N small Markov processes described by N
differential equations, one per node, by taking moment closure
approximations. The N small Markov processes were assumed
to be uncorrelated and described by N separate differential
equations. Mean-field approximations were carried out to
each differential equation. Specifically, the probability of a
node being infected, which depends on the number of its
infected neighbors, were approximated to depending on the
mean number of the infected neighbors. Chakrabarti et al.
[9], [20] applied the independence assumption and mean-
field approximation to discrete-time Markov epidemic models,
which were later extended to analyze the propagations of email
malware [21] and social network worms [22]. The model was
extended to multi-layer networks [23], where a network can
be visualized as several independent logical networks (each
infected by a different virus), and later generalized to the case
where the logic networks are correlated due to the competition
among the viruses at a node [24], and the case each node can
have different infection and curing rates [25]. Unfortunately,
the independence assumption may not withstand in practice
due to the interconnections between the nodes. As a conse-
quence, the effective infection rate is overestimated [10, Sec.
IV-A]. Moreover, the mean-field approximations can cause
inaccuracy in the modelings, especially when N is small to
medium [10].

Fig. 1. An example of the BA-2 graph.

III. DISCRETE-TIME MARKOV MODEL FOR VIRUS
PROPAGATION IN COMPUTER NETWORKS

We consider a general network topology presented by a
constant, undirected, connected graph G(N , E), where N is
the set of vertices and E is the set of edges. The size of N
is N , i.e. |N | = N , where | · | denotes cardinality. Let A
denote the adjacency matrix of the graph, where the (i, j)-th

element ai,j = 1 if vertices i and j are connected by an edge;
or ai,j = 0, otherwise. Fig. 1 provides an example with N =
8, where a Barabási-Albert graph1 with minimum degree 2 is
considered. Its adjacency matrix can be given by (1).

Every vertex in the graph can be in one of two statuses,
i.e. susceptible/uninfected and infected. Recall that β is the
infection probability of each edge in a single step. A suscep-
tible node which is connected with k infected neighbors can
be infected with the probability of (1− (1− β)k), or remains
susceptible with the probability of (1−β)k. On the other hand,
an infected node can be cured with the probability of δ in a
single step, or remains infected with the probability of (1−δ).

ABA−2 =



0 1 1 1 1 0 1 1
1 0 0 0 0 1 0 1
1 0 0 0 0 0 1 0
1 0 0 0 0 1 0 0
1 0 0 0 0 0 1 0
0 1 0 1 0 0 1 0
1 0 1 0 1 1 0 1
1 1 0 0 0 0 1 0


. (1)

Let a binary vector, s, be the state of the entire network,
collecting the infected or susceptible status of every node in the
network. There are totally 2N such states, labelled by si(i =
0, 1, · · · , 2N − 1), i =

∑N
k=1

(
2k−1si(k)

)
, where si(k) is the

k-th element of si (k = 1, 2, · · ·N). If node k is infected,
si(k) = 1; otherwise, if the node is susceptible, si(k) = 0.

In practice, the security servers of a network can disseminate
patches after virus outbreaks. The infected nodes that receive
the patch can cure the virus infection, and return to an
uninfected state, with the probability of δ. The servers can also
update the patches in response to the evolution/development of
viruses, and disseminate the updated patches. For modelling
convenience, we assume that the patches are disseminated
throughout the network at an interval of a time step. Dur-
ing a time step, infections can take place only between
directly linked neighbors, and a newly infected node does
not infect others during the time step. This assumption is
suitable for many epidemic scenarios where viruses hibernate
before spreading [27]. Later, we will discuss the extension of
our model to general cases, where infections can propagate
instantly within a time step.

A 2N -dimensional discrete-time absorbing Markov process
can be constructed to characterize the virus propagation with
the states si, where the absorbing state is s0. This is because
the virus propagation retains the Markov property that the fu-
ture state only depends on the current state, and is independent
of the past states. The 2N×2N transition matrix of the discrete-
time, absorbing Markov process can be written as

P = PinPcu, (2)

1The steps of generating a BA-d graph (d is the minimum degree) are as
follows. 1. Initialization: set up d nodes; 2. Growth: add (N − d) nodes in
serial as such that, for every new node, d edges are added to connect it and
d existing nodes; 3. Preferential attachment: The probability that a new node
is connected to node i is proportional to the degree of node i; 4. Degree
check: If the degree of node j is smaller than d, edges are added to connect
node j until its degree is equal to d. The first three steps are the original BA
algorithm [26] and the fourth step is newly added to ensure that the minimum
degree of the generated graph.
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where Pin and Pcu are the transition matrices of infection
and curing, respectively.

The (i, j)-th element of Pin can be given by

Pin(i, j) =
∏
l:N

Pr{sj(l)|si(l), infection},

where si(l) and sj(l) denote the status of node l in
state si and sj before and after the infection, respectively;
Pr{sj(l)|si(l), infection} is the transition probability of node
l before curing takes place at the node, and can be given by

Pr{sj(l)|si(l), infection}

=


(1− β)d

(i)
l if sj(l) = 0, si(l) = 0;

1− (1− β)d
(i)
l if sj(l) = 1, si(l) = 0;

0 if sj(l) = 0, si(l) = 1;

1 if sj(l) = 1, si(l) = 1,

(3)

where d(i)l =
∑N
k=1

(
si(k) × ak,l

)
is the number of physical

connections between node l and the infected nodes in si.
Note that, during the infection stage (i.e., before curing takes

place at any nodes, a susceptible node can remain susceptible
with the probability of (1 − β)d

(i)
l , or become infected with

the probability of (1 − (1 − β)d
(i)
l ). In other words, sj(l) ≥

si(l) ∀l = 1, · · · , N for a valid state transition with a non-
zero transition probability from state si(l) to sj(l). The state
index j =

∑N
k=1

(
2k−1sj(k)

)
≥ i =

∑N
k=1

(
2k−1si(k)

)
for

such transitions, as defined earlier. A state can only transit to
other states with larger indices. As a result, Pin is an upper
triangular matrix.

The (i, j)-th element of Pcu can be given by

Pcu(i, j) =
∏
l:N

Pr{sj(l)|si(l), curing},

where si and sj denote the network status before and after
curing takes place at the node, and si(l) and sj(l) denote the
status of node l in state si and sj , respectively. The probability
Pr{sj(l)|si(l), curing} is the transition probability of the l-th
node after curing takes place at the node, and is given by

Pr{sj(l)|si(l), curing}

=


1 if sj(l) = 0, si(l) = 0;

0 if sj(l) = 1, si(l) = 0;

δ if sj(l) = 0, si(l) = 1;

1− δ if sj(l) = 1, si(l) = 1.

(4)

Note that, every instant curing takes place, an infected node
can remain infected with the probability of (1−δ), or become
susceptible with the probability of δ. In other words, sj(l) ≤
si(l) ∀l = 1, · · · , N for a valid state transition with a non-zero
transition probability from state si(l) before the instant to sj(l)

after the instant. The state index j =
∑N
k=1

(
2k−1sj(k)

)
≤

i =
∑N
k=1

(
2k−1si(k)

)
for such transitions. A state can only

transit to other states with smaller indices. As a result, Pcu is
a lower triangular matrix.

As a result, the (i, j)-th element of P, denoted by pi,j , can
be given by

pi,j =
2N−1∑
k=0

(
Pin(i, k)×Pcu(k, j)

)
=

2N−1∑
k=0

(∏
l:N

Pr{sk(l)|si(l), infection}

×
∏
l:N

Pr{sj(l)|sk(l), curing}
)
.

We have that Pin(0, 0) = 1 and Pin(0, k) = 0, k 6= 0;
Pcu(0, 0) = 1 and Pcu(0, k) = 0, k 6= 0. Thus we have
P(0, 0) = 1, i.e., the virus-free state s0 is an absorbing state.
When δ > 0 and β > 0, this condition only holds for s0, i.e.,
s0 is the only absorbing state for δ > 0 and β > 0. As a
result, P has the following form

P =


1 0 · · · 0
p1,0 p1,1 · · · p1,2N−1
p2,0 p2,1 · · · p2,2N−1

...
...

. . .
...

p2N−1,0 p2N−1,1 · · · p2N−1,2N−1

 ,
which, for illustration convenience, is rewritten as block sub-
matrices, as given by

P =

(
1 0
R Q

)
.

Let t(k) = [t
(k)
1 , · · · , t(k)

2N−1] be the vector collecting the
probabilities of s1 to s2N−1 in the k-th time step since the
virus starts spreading, where t

(k)
i is the probability that the

Markov process is in state si. t(0) is the initial state.
Clearly, t(k) can be written as

t(k) = t(k−1)Q = · · · = t(0)Qk. (5)

Let c = [c1, c2, · · · , c2N−1] where ci denotes the infected
population of state si. The expected infected population after
k time steps can be given by

E{population|t(0), k} = c
(
t(k)
)T

= c(t(0)Qk)T. (6)

We can also obtain the infection probability; which refers
to the probability that the virus remains active, and can be
calculated as the sum of t(k), i.e.

Pr{infection|t(0), k} = 1
(
t(k)
)T

= 1(t(0)Qk)T. (7)

This discrete-time absorbing Markov model can be readily
generalized to the case where infection can propagate instantly
within a time step. Suppose that the infection can propagate h
times within a time step, the infection process can be described
as a time-homogeneous Markov chain and the transition matrix
during the time step, i.e., (2), can be replaced by

P = PhinPcu.

In this case, the calculations of the expected infected popula-
tion and the infection probabilities still follow (6) and (7).
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IV. EXTRAPOLATION OF MARKOV EPIDEMIC MODELING
TO LARGE NETWORKS

In this section, we propose a new approach to reducing the
complexity of Markov epidemic modeling. Different from the
existing curve-fitting eigenvalue approximation [10] and the
mean-field approximation [9], [10], the approach that we take
is to conduct eigenvalue analysis and Jordan decomposition
on the transition matrix of the Markov process developed in
Section III. It enables us to present the absorption rate of the
discrete-time absorbing Markov process, i.e., the extinction
rate of the virus, in form of the eigenvalues, and to derive
the closed-form bounds for the rate. The closed-form bounds
can be computed efficiently without requirements of explicit
matrix operations, e.g., matrix decompositions, and the inde-
pendence assumptions or approximations.

A. Virus Extinction Rate

Given the 2N -dimensional discrete-time absorbing Markov
process developed in Section III, the rate of the Markov
process converging to the virus-free absorbing state s0, or in
other words, the virus extinction rate, approaches to [28]

R = lim
k→∞

(− ln

∥∥t(k)∥∥∥∥t(k−1)∥∥ ),
where ‖ · ‖ denotes vector norm, and ln(·) denotes the natural
logarithm operation. In other words, the virus diminishes in
the N -node computer network at the rate of R.

Here, we focus on the case that δ > 0 and β > 0, because it
corresponds to the practical and complex scenario where both
the virus propagation and curing exist at the same time. In the
case that the virus is undetected or eliminated completely, i.e.,
δ = 0 or β = 0, P recedes to Pin or Pcu. In other words,
P becomes a triangular matrix. The eigenvalues of P can be
easily obtained. The analysis on the virus extinction rate can
be conducted in the same way as what follows.

To evaluate the virus extinction rate, we put forward the
following theorem.

Theorem 1: Given the 2N -dimensional discrete-time ab-
sorbing Markov process of virus propagation, when δ > 0 and
β > 0, the eigenvalues of the transition matrix P, denoted by
λi (i = 0, 1, · · · , 2N − 1), satisfy

1 = λ0 > λ1 > |λ2| ≥ · · · ≥ |λ2N−1| > 0,

where the eigenvalues are arranged in the descent order of
their absolute values.

Proof: We first prove that λ0 = 1, where λ0 is the largest
eigenvalue of P. We note that P is a block triangular matrix
and 1 and Q are its diagonal blocks. According to [29], the
eigenvalues of P and Q satisfy the following condition

λ(P) = 1 ∪ λ(Q), (8)

where λ(P) and λ(Q) denote the sets of the eigenvalues of
P and Q, respectively.

According to [28, Sec 7.1.4], the largest eigenvalue of Q is
no larger than any matrix norm of Q. We have max

{
λ(Q)

}
≤

‖Q‖∞, where ‖·‖∞ denotes infinity matrix norm, i.e., the
maximum absolute row sum of the matrix.

We also have pi,j ≥ 0 and
∑2N−1
j=0 pi,j = 1. On the other

hand, all the elements of R are greater than 0, since every state
has non-zero probability to transfer to the virus-free absorbing
state within one time step. We have

max
{
λ(Q)

}
≤ ‖Q‖∞ = max

{ 2N−1∑
j=1

|qij |
}

= 1−min{pi,0} < 1,

where qi,j is the(i, j)-th element of Q. As a result, λ0 =
max

{
λ(P)

}
= 1.

Next, we prove the uniqueness of λ1, which is the maximal
eigenvalue of Q. In the case that β, δ > 0, Q is irreducible and
primitive. This is because any transient state (s1 · · · s2N−1) is
able to transfer to s2N−1, since G is connected meanwhile
s2N−1 can transfer to any state (including itself) with non-
zero probabilities. Therefore, Qm > 0 for some m > 0, where
Qm > 0 means that every element of Qm is greater than 0.

Therefore, Q satisfies the Perron Frobenius theorem [28],
and we have that λ1 is real and

λ1 > |λk|, k = 2, 3, · · · .

Then we proceed to prove that 0 6∈ λ(P). Both of |Pin|
and |Pcu| are larger than 0, where | · | denotes determi-
nant. This is because Pin and Pcu are an upper and lower
triangular matrices, respectively, and their diagonal elements
are positive, which are self-transition probabilities. Given that
P = PinPcu, the determinant of P satisfies

|P| = |Pin| × |Pcu| > 0.

In other words, P is full rank with 2N non-zero eigenvalues.
As a result, 1 = λ0 > λ1 > |λ2| ≥ · · · ≥ |λ2N−1| > 0.

Using basic results of discrete-time linear systems, the
absorption rate of the 2N–dimensional discrete-time absorbing
Markov virus propagation process, i.e., the virus extinction
rate, can be given by

R = − ln(λ1), (9)

where λ1 is the second largest eigenvalue of the transition
matrix of the Markov process. The proof of (9) is based on
Jordan decompositions, as provided in Appendix A.

B. Closed-form Bounds of R

The virus extinction rate R, given by (9), still requires the
calculation of the largest eigenvalue of Q. In the case of large
computer networks, Q is large and the Jordan decomposition
would be computationally expensive, or even practically pro-
hibitive. To analyze the larger networks, we proceed to derive
the upper and lower bounds of R, which can be dictated in
the following theorem.

Theorem 2: The extinction rate, R, of a virus in an N -node
computer network is bounded by

− ln(1− δN ) ≤ R ≤ − ln(1− δ(1− β + βδ)d),
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where d is the minimum degree of the network topology.
Proof: Based on Perron Frobenius theorem [28], λ1

satisfies

min
{∑

j

qi,j
}
≤ λ1 ≤ max

{∑
j

qi,j
}
.

In other words,

1−max{pi,0} ≤ λ1 ≤ 1−min{pi,0},
i ∈ [1, 2, · · · , 2N − 1],

where pi,0 is the probability from the transient state si to the
virus-free absorbing state.

Note that Pcu(i, 0) decreases with the growth of the infected
population. Considering the minimum pi,0, we have

pi,0 =
2N−1∑
k=0

(
Pin(i, k)Pcu(k, 0)

)
≥

2N−1∑
k=0

(
Pin(i, k)Pcu(2

N − 1, 0)
)
= δN ,

i ∈ [1, 2, · · · , 2N − 1],

(10)

where the equality holds if and only if i = 2N −1. Therefore,
the upper bound of λ1 is

λ1 ≤ 1− δN . (11)

On the other hand, as proved in Appendix B, pi,0 reaches
its maximum when only the node with the minimum degree
is infected. The maximum pi,0 is

max{pi,0} = δ(1− β + βδ)d.

Therefore, the lower bound of λ1 can be written as

1− δ(1− β + βδ)d ≤ λ1 (12)

Combining (11) and (12), we have

1− δ(1− β + βδ)d ≤ λ1 ≤ 1− δN . (13)

Substituting (13) into (9), Theorem 2 is proved.
From the theorem, we see that (a) the upper bound is

determined by β, δ and d (or in other words, the upper bound
is independent of the network size but affected by the network
structure); and (b) the lower bound is determined by δ and N
(or in other words, the lower bound relies on the network size).

We note that the lower bound corresponds to the case where
only the node with the minimum degree d is infected across
the entire network. δ is the probability that the node is cured,
and (1 − β + βδ)d is the probability that the d one-hop
neighbors of the node are either not infected, or infected but
soon cured before further spreading the virus. In the case of
large heterogeneous networks, β can be very small and β � δ.
(12) can be further simplified as

1− δ ≤ λ1 (14)

This corresponds to an extreme case where the virus becomes
non-infectious after the node with the minimum degree d is
infected. As a result, the lower bound can be simplified as the
probability that the infected node stays infected.

We also note that our proposed model is discrete-time, and
the bounds developed depend on δ and β, both of which are
defined on per time-step. However, it can be explicitly proved
that the bounds depend on the actual temporal characteristics
of the infection and cure, rather than the selection of the time-
step size. The detailed proof is provided in the following.

Proof: We can define the time-step size to be the mini-
mum time interval, denoted by τmin (in seconds), between any
two consecutive infections and between any two consecutive
curing instants. We use τmin to evenly discretize the time, and
evaluate the probability β that an infection occurs within any
interval and the probability δ that an infection is cured within
the interval.

The resultant bounds for λ1 per time step can be rewritten
as per second, by taking the 1

τmin
-th power of both the upper

and lower bounds, as given by

(1− δ(1− β + βδ)d)
1

τmin ≤ λ1 (/sec) ≤ (1− δN )
1

τmin (15)

Further decreasing the time-step size, i.e., to τmin

T (T is a
positive integer), may result in different values of the bounds
of λ1 per second, as given by

(1− δ
T
(1− β

T
+
βδ

T 2
)d)

T
τmin ≤ λ1 (/sec) ≤ (1− δ

N

TN
)

T
τmin (16)

The resultant upper bound is looser, as (1− δN )
1

τmin ≤ (1−
δN

T )
T

τmin ≤ (1− δN

TN
)

T
τmin based on Bernoulli’s inequality (i.e.,

(1 + x)r ≥ 1 + rx for −1 ≤ x < 0 and r > 0). We still
use (1 − δN )

1
τmin from (15) as the upper bound, which is

independent of the selection of time-step size (i.e., T ).
The resultant lower bound in (16) can be evaluated by taking

the limit of T →∞, as given by

lim
T→∞

(
1− δ

T
(1− β

T
+
βδ

T 2
)d
) T
τmin

≤ lim
T→∞

(
1− δ

T
(1− β + βδ)d

) T
τmin

(17a)

= e
− δ(1−β+βδ)

d

τmin , (17b)

where (17a) is due to the fact that, when T is large enough,
δ ≤ T

T+1 =
1− 1

T

1− 1
T2

=
β− β

T

β− β

T2

, and in turn, 1 − β
T + βδ

T 2 ≥
1− β + βδ; (17b) is due to that lim

x→∞
(1− 1

x )
x = 1

e .
We are particularly interested in large networks with thou-

sands of nodes and strong network connectivity (i.e., d is
large), where both analysis and simulation on virus prop-
agations in such networks are prohibitively computationally
expensive and time consuming. In this case,

e
− δ(1−β+βδ)

d

τmin u
(
1− δ(1− β + βδ)d

) 1
τmin (18)

In other words, the lower bound in (15) does not change with
the increase of T .

As a result, it is proved that the upper and lower bounds in
(15) are still valid, especially in large networks with thousands
of nodes and strong network connectivity. Both of the bounds
depend on the actual temporal characteristics of the infection
and cure (i.e., τmin), rather than the selection of the time-step
size.
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C. Epidemic Lifetime

Given the virus extinction rate R, the virus lifetime can be
measured by 1

R [30]. We give an upper bound of the life time
in the following lemma.

Lemma 1: The mean virus lifetime in an N -node network
with the curing probability δ, denoted by En{τ}, is bounded:

EN{τ} ≤
1

δN
,

which is independent of the initial infection status and the
explicit topology of the network.

Proof: The expected lifetime of an epidemic is the
expected steps to the virus-free absorbing state in the Markov
process, which is equal to the expected times that the Markov
chain remains at transient states. With a given initial state t(0)

and matrix Q, the expected virus lifetime can be given by

EN{τ |t(0),Q} =
∞∑
k=0

(1(t(k))T) =
∞∑
k=0

(
1(t(0)Qk)T

)
(a)

≤
∞∑
k=0

||(t(0)Qk)T||1

(b)

≤
∞∑
k=0

||(Qk)T||1||(t(0))T||1

(c)

≤
∞∑
k=0

||QT||k1
(d)
=

1

δN

(19)

where || · ||1 denotes 1-norm. In the case of vector, the
1-norm is the absolute sum of the vector. In the case of
matrix, the 1-norm is the maximum absolute column sum
of the matrix. The inequality (a) is due to the fact that
‖(t(0)Qk)T‖1 = 1|(t(0)Qk)T| ≥ 1(t(0)Qk)T. The inequality
(b) is because ||Av||1 ≤ ||A||1||v||1, where A is a matrix and
v is a vector [28]. The inequality (c) is because ||(t(0))T||1 =
1(t(0))T = 1, and ||(Qk)T||1 = ||(QT)k||1 ≤ ||(QT)||k1 .
The equality (d) is due to the definition of 1-norm that
||QT||1 is the maximum absolute column sum of QT; or
in other words, ||QT||1 is the maximum absolute row sum
of Q, i.e. ||QT||1 = max

{∑
j qi,j

}
. From (10), we have

max
{∑

j qi,j
}
= 1− δN . As a result, ||QT||1 = 1− δN .

D. Approximate Infected Population and Infection Probability

It is also interesting to evaluate the infected population and
the infection probability at every time step of the epidemic
lifetime. This helps understand the interactions between the
infection and healing processes.

By substituting (28) into (6), the expected infected popula-
tion can be approximated, as given by

E{population|t(0), k} ≈ λk1
(
c(t(0)G1)

T
)
. (20)

By substituting (28) into (7), the expected infection proba-
bility can be approximated, as given by

Pr{infection|t(0), k} ≈ λk1
(
1(t(0)G1)

T
)
. (21)

From (20) and (21), we can see that the infected population
and the infection probability both decline away exponentially.

V. SIMULATION AND NUMERICAL RESULTS

In this section, simulations are conducted to validate our
proposed model. The simulations are built on the modified
NepidemiX 0.2 [31] in a Python environment where curing
takes place periodically with a time step of 10 ms and there
is no consecutive infection during a time step. Our model is
general, and can be applicable to other time step durations.
Topologies simulated include complete graphs, denoted by
KN , Barabási-Albert scale-free graphs, denoted by BA-d, ring
graphs, and regular graphs, where d is the minimum degree
of a BA graph.

For comparison purpose, we also plot the typical results of
three existing models. The first existing model that we consider
is based on the mean-field approximation, discretized from
[10, eq. 10] and [13] to adapt to our discrete system setting.
For an N -node network, the infection probabilities of the N
nodes at any time step t can be recursively given by

Vt =
(
Vt−1 + β(1−Vt−1)diag(Vt−1A)

)
(1− δ), (22)

where Vt is an N -dimensional vector collecting the infection
probability of each node at the time step t; diag(·) indicates
diagonal matrix. The average number of infected nodes in this
model can be given as the column sum of Vt.

The second existing model that we consider is the one
which further linearises the existing model for mathematical
tractability, as suggested in [13, eq. 11] and [10]. As a result,
(22) can be approximated as

Vt = (1− δ)
(
I+ βA

)
Vt−1, (23)

where I is the identity matrix.
The linearisation of (23) is important to analyze virus

extinctions in our system setting where infection and curing
take place in alternating time steps. The existing extinction
condition β

δ < 1
ρ(A) , proved in [10], [13], was based on

a different system setting, where infection and curing can
take place in any time steps, and hence, the evolution of the
infection probability was given by [10], [13]

Vt =
(
(1− δ)I+ βA

)
Vt−1.

To this end, the existing extinction condition is not directly
applicable to our system setting.

Following the exactly same way the existing extinction
condition was derived in [10], [13], we write the largest
eigenvalue of (23) as λ1 = (1 − δ)

(
1 + βρ(A)

)
, set λ1 < 1

to ensure the convergence of (23), and subsequently, derive
the equivalent of the existing extinction condition under our
system setting, as given by

β(1− δ)
δ

<
1

ρ(A)
.

In turn, the equivalent upper bound of the mean virus lifetime,
when the existing condition is satisfied, can be given by

E{τ} ≤ log(N) + 1

1− β(1−δ)
δ ρ(A)

.

We also evaluate the classical SIS model [3], in which the
number of infected nodes at any time step t can be recursively



1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2581305, IEEE
Transactions on Information Forensics and Security

8

written, as given by

It = (It−1 + βIt−1(N − It−1))(1− δ), (24)

where It is the number of infected nodes at time step t.

A. Model Validation

Fig. 2 validates the proposed discrete-time absorbing
Markov modelling of virus propagations, using Monte-Carlo
simulations. Essentially, our Markov model provides basic
discrete linear system analysis and requires computations of
2N by 2N networks. The purpose of plotting Fig. 2 is to
validate the model and compare it with the typical existing
modeling methods, in terms of accuracy. The validation is
important for our development of the bounds for the extinction
rate. Also, based on the validated linear system analysis
and bounds, we further explore the possibility of finding the
extinction rate for large networks by using the results on much
smaller sizes, as will be discussed in Section V-B.

Fig. 2(a) validates the analytic exact results on the infected
population from (6) with Monte-Carlo simulations, where
there are up to 40 time steps (i.e., 40 incidents of virus prop-
agations). The topology simulated is an 8-node BA-4 graph.
The initial states of the Markov processes are the same that
three nodes with the degrees of 7, 4 and 4 are initially infected.
Different combinations of β and δ are considered. Fig. 2(b)
validates the analytic results of Pr(infection|t(0),k)

Pr(infection|t(0),k−1) based on

(7) and λ1 = lim
k→∞

Pr(infection|t(0),k)
Pr(infection|t(0),k−1) from (21) with Monte-

Carlo simulations, where two representative topologies, 8-node
complete graph and 8-node ring graph, are simulated. For
the complete graph, the initial state of the Markov processes
includes one infected node randomly picked up, since the
complete graph is homogeneous and each node in the graph is
identical. For the ring graphs, there are two cases. In one case,
the initial state is a randomly chosen infected node, due to the
homogeneity of the graph. In the other case, the initial state
consists of four infected nodes arranged with the susceptible
nodes in an alternating manner on the ring.

Both Figs. 2(a) and 2(b) confirm that the analytical results
of (6) and (7) consistently coincide the simulation results,
indicating the accuracy of the model. Figs. 2(a) and 2(b) also
show that the analytic and simulated results indistinguishably
approach to the results of (21), validating the extinction rate
of − ln(λ1), i.e., (9), under a variety of topologies and β and
δ values. In contrast, the results of the existing SIS model
and the mean-field approximation based models increasingly
deviate from the simulation results, as β rises. Specifically,
when β is small (i.e., 0.02) and satisfies the equivalent existing
extinction condition under our system setting β(1−δ)

δ < 1
ρ(A) ,

the existing models exhibit relatively accurate exponential
extinction tendency. When β increases (i.e., 0.0433) and
the extinction condition becomes unsatisfied, the virus still
dies out exponentially over time, as shown by simulations.
However, the existing models start to fail in capturing the
virus propagation. The existing extinction condition is also
revealed to be a sufficient condition, but not the necessary
condition, to the quick extinction of a virus. When β is large
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Fig. 2. Model Validation

(i.e., 0.2), big gaps can be observed between the existing
models and the simulation results, while our model can still
provide satisfactory modelling accuracy.

We also see the topology has a strong impact on the
convergence rate, even under the same β and δ, as shown in
Fig. 2(b). Given the initial state of a single infected node, we
see that, the convergence rate of the complete graph is lower
than that of the ring graph. In other words, λ1, plotted as the
horizontal dotted lines in Fig. 2(b), increases with the network
connectivity. As a result, the extinction rate R = − ln(λ1)
decreases as the network connectivity increases. It is further
noticed that the extinction rate is independent of the initial
state of the network. As shown in Fig. 2(b), the ring topologies
with different initial infected nodes both converge to the
extinction rate specified by (21).

Fig. 3(a) validates the upper and lower bounds of the virus
extinction rate, where the extinction rate is obtained from (9)
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Fig. 3. Evaluation of the proposed bounds of the virus extinction rate, where
BA-2, ring and regular graphs are considered
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Fig. 4. The actual achievable convergence rate R vs. the convergence
rate requirement where complete graphs of N nodes are considered (N =
2, 4, 6, 8, 10, 11), β = 0.5 and δ is adaptively calculated using the upper
bound of Theorem 2 under any given convergence rate requirement.

and its bounds are obtained from Theorem 2. β is set to 0.5 and
0 < δ ≤ 1. We consider an 8-node ring graph and an 8-node
BA-2 graph (as illustrated in Fig.1), because the two topologies
have the same network size and the same minimum degree,
so that they have the same bounds with the benefit of visual
clarity. We can see that the difference between the logarithms
of the upper and lower bounds (i.e., ln − ln(1−δ(1−β+βδ)d)

− ln(1−δN )
)

decreases with the growth of δ. Specifically, the upper bound
is 12 orders of magnitude higher than the lower bound when
δ = 0.02, while the bounds converge at δ = 1.0. The virus
extinction rates of the topologies are both within the region
specified by the upper and the lower bounds. We also observe
when δ is small, the extinction rate is close to the lower bound
and the ratio of R to the lower bound keeps consistent across
a wide δ region. The ratio decreases as the connectivity of the
graphs grows (i.e., from the ring to the BA-2 graph). When δ is
approaching to one, the actual virus extinction rates approach
to the upper bound and become indistinguishable close to the
bound.

Likewise, we also evaluate the bounds with the increase of
β and d in Figs. 3(b) and 3(c), respectively, where 10-node
networks with topologies of regular graph are considered. We
can see that our derived bounds become increasingly tight with
the growth of β and δ, where d = 8, as shown in Fig. 3(b).
We also see that the bounds also become increasingly tight,
as the network connectivity, i.e., network degree, grows, as
corroborated in Fig. 3(c).

We proceed to evaluate the effectiveness of the bounds,
presented by Theorem 2, in characterizing the extinction rate.
Specifically, for any given rate requirement Rreq , we first
calculate the minimum δ, denoted by δmin, required to meet
Rreq using the upper bound. This is done by setting Rreq to
be equal to the upper bound, i.e.,

Rreq = − ln(1− δmin(1− β + βδmin)
d), (25)

and solve δmin by using a bisection method. We then substitute



1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2581305, IEEE
Transactions on Information Forensics and Security

10

δmin into (2) and (9) to obtain the actually achievable conver-
gence rate Rach under the minimum curing probability δmin.
In this sense, Rach provides the lower bound to the extinction
rate requirement Rreq.

Fig. 4 plots the actually achievable convergence rate Rach
with the increase of the convergence rate requirement Rreq,
where the auxiliary dash line, Rach = Rreq, sets up the
reference for the actually achievable rate Rach. A key finding
from Fig. 4 is that, for a given network the gap between Rach
and the corresponding requirement Rreq, i.e., the reference
dash line, first increases, and it soon decreases and diminishes
asymptotically as Rreq grows. The asymptotic convergence
of Rach to the dash line indicates the effectiveness of δmin
and subsequently the tightness of the upper bound provided in
Theorem 2. Another important finding is that the gap between
Rach and Rreq also enlarges along with the number of nodes,
while the increase of the gap, resulting from the enlarged
network, diminishes when the network becomes large, with
δmin adjusted by using the upper bound of Theorem 2. Note
here that δmin needs to be adjusted, since the minimum degree
of the network d can change with the growth of the network.
As shown in Fig. 4, the difference between a 10-node complete
graph and an 11-node complete graph is indistinguishable. As
a matter of fact, extensive simulations we carried out with
larger N values show that the curves for N ≥ 11 overlap.

B. Large Network Analysis

Our above findings from Fig. 4 provide a practical means to
analyze virus propagations in large computer networks, where
other methods become either computationally prohibitive or
incur accuracy degradations. As observed in Fig. 4, the Rach–
Rreq curves become indistinguishably close for networks with
N ≥ 11. In other words, the gap between the desired extinc-
tion rate Rreq and the actual achieved rate Rach converges
with the growth of the network, given δmin adjusted for the size
and topology of individual networks through the upper bound
of the extinction rate. In light of this, we propose to use the
Rach–Rreq curve for N = 11 to present those for N � 11,
and convert the target mean achievable extinction rate of a
large network Rach to the requirement Rreq by mapping onto
the curve. Substituting Rreq into (25), we can obtain δmin for
the large network to actually achieve Rach.

This process is magnified in Fig. 4, where a target achiev-
able mean extinction rate is Rach = 0.08 for a 5000-node
network with topology of complete graph (i.e., d = 4999). As
described above, we use the curve for an 11-node network to
convert the target mean achievable extinction rate Rach = 0.08
to the corresponding requirement Rreq. The corresponding
requirement is Rreq = 0.19, as shown in Fig. 4. We then
substitute Rreq = 0.19 into (25) to calculate δmin under
N = 5000. The resultant δmin can hence achieve the mean
extinction rate of 0.08 in the 5000-node network.

Fig. 5 evaluates the effectiveness of using the process to
design and analyze virus propagations in large computer net-
works, where the x-axis indicates the target mean achievable
extinction rate Rach and the y-axis indicates the actually
achieved extinction rate. The network scale is N = 5000.

β = 0.5. Every mark in Fig. 5 is a simulation result, obtained
by first converting Rach indicated by the x-coordinate of the
mark to Rreq (as demonstrated in Fig. 4), adjusting δmin, and
then emulating the virus propagation in the network with the
resultant δmin and the given β. The dash auxiliary line plots
Rach to provide a reference. Fig. 5 shows that the simulation
results of the actually achieved individual extinction rates are
consistently distributed around the target mean extinction rate
Rach. The deviations of the simulation results from Rach yield
a Gaussian-type distribution.
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Fig. 5. The actually achieved extinction rate versus the target mean extinction
rate, where a 5000-node network with topology of complete graph K5000 is
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We note that the value of δmin ranges from 0.9986 to 0.9994
in Fig. 5, given the target Rach ranges from 0.001 to 0.16 and
β = 0.5. The reason for such large δmin values is because of
the fairly high target mean extinction rate of Rach ≥ 0.001 in
the large network with 5000 nodes. Reducing the target mean
extinction rate would of course reduce δmin. The accuracy and
complexity of our large-network analysis would not be much
affected by the reduced rate. However, reducing the rate would
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increase the virus lifetime, and in turn, substantially increase
the running time of Monte-Carlo simulations to get reliable
and conclusive results. Even in the case that Rach = 0.001
and δmin = 0.9986, our simulations for the 5000-node network
took a few days. Let alone smaller target extinction rates or
δmin. For demonstration purpose, we consider large δmin to
speed up simulations.

Fig. 6 plots the results of the virus lifetime in the 5000-
node complete graph, where the x-axis is the average number
of steps (i.e., 1

Rach
) that we plan to achieve, and y-axis is the

number of steps actually achieved. As done in Fig. 5, we first
map Rach to Rreq to calculate δmin; and then emulate virus
propagations using δmin, until the extinction of the virus. The
simulation results of individual virus propagations are given
in marks. We see that the simulation results are consistently
distributed around the target mean virus lifetime denoted by
dash line. The deviations of the simulation results from the
design target also yield a Gaussian-type distribution.

Degree Percentage
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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10
5 The mean virus lifetime of smaller networks

for analyzing 5000-node networks

The simulation results of the average virus
lifetime for 5000-node networks

Simulation results of individual virus lifetimes
for 5000-node networks

Existing upper bound of the mean virus lifetime [5]

10,20,50,100,5000 nodes
from bottom to top

Fig. 7. Virus lifetime versus network connectivity, where a 5000-node network
with topology of regular graph is considered, the degree of the regular graph
increases from 20% to 100% of the remaining nodes (e.g., d ranges from
1000 to 4999 for 5000-node networks).

The above analysis of large networks can also be readily
applied under non-trivial topologies (other than complete
graphs). In Fig. 7, we show the effectiveness of the analysis
in a 5000-node network (N = 5000) with topology of regular
graph, where the x-axis provides the increasing degree of the
network from d = 20%N to d = N − 1 (i.e., complete
graph), β = 0.3, and δ = 0.9978. The reason for choosing
regular graphs is because the regular structure of the graphs
can support the consistent growth of degrees without bringing
in irregularity, and in turn, provide consistent results to reveal
useful insights. The reason for considering such a large δ value
here is the same as that for Fig. 5.

The marks in Fig. 7 provide the lifetime simulations of
individual independent virus propagations given β and δ, with
their averages plotted in the dash curve. Using the averaged
lifetimes, we set the target mean extinction rates Rach for
our analysis under different degrees of the regular graph. We
map the target mean extinction rates Rach onto the Rach–Rreq
curves corresponding to smaller networks with N = 10, 20,

50, and 100; see Fig. 4. Rreq can be obtained and substituted in
(25) to evaluate δmin. The actually mean achievable extinction
rates of the smaller networks with δmin, denoted by R′ach to
avoid confusion, are plotted in solid curves.

We can see the solid curves get increasingly close to the
simulation results of the average virus lifetime (i.e., the design
target of the solid curves), as N increases. A clear tendency is
exhibited that the curves with N ranging from 50 to 100 start
to converge to the simulation results of 5000-node networks.
In other words, we can use the analytical results of a network
with up to 100 nodes to evaluate the virus lifetime in large
networks with thousands of nodes and non-trivial topologies.

In Fig. 7, we also plot the equivalent upper bound of the
mean virus lifetime for our system setting log(N)+1

1− β(1−δ)δ ρ(A)
, under

the extinction condition β(1−δ)
δ < 1

ρ(A) = 1
d , by referring to

[5]. We see that the typical extinction condition has limited
applicability, and is only suitable for topologies with low
connectivity (i.e., the degree percentage is less than 30%).
Even for the topologies, to which the extinction condition is
applicable, the existing upper bound of the mean virus lifetime
is loose, and becomes increasingly looser as the network
connectivity improves.

It is worth mentioning that some new arrangements have
been implemented to facilitate plotting Fig. 7, under the
current limitation of hardware and computing capability. As
described earlier, an important step of the large-network anal-
ysis is to obtain the convergent achievable mean extinction
rate Rach for networks of small to medium sizes (or in Fig. 7,
plotting R′ach). The size of the network, when the gap between
the required mean extinction rate Rreq and the achievable
mean extinction rate Rach converges, depends on β, δ, and
the topology of the network.

For complete graphs, the network size of 11 nodes sees the
convergence, as shown in Fig. 4, and Rach can be achieved
by analytically evaluating the second largest eigenvalue of the
transition matrix of the discrete-time absorbing Markov virus
propagation process, as done in Figs. 5 and 6.

For other non-trivial topologies, such as regular graphs,
the network size can be tens to hundreds. The transition
matrices for the networks are too large and the eigenvalue
decomposition of the matrices is intractable under current
computing capability. In this case, we resort to Monte-Carlo
simulations to evaluate the average extinction rates of networks
with from tens to hundreds nodes. We first identify the average
extinction rate which stops growing with the network size, and
then use this rate as Rach in our analysis on the large networks
with non-trivial topologies in the same way as in Fig. 6. The
Monte-Carlo simulations involved for networks with up to a
hundred nodes are fast and can complete within a few hours
(e.g., N = 100, d = 90, and 5000 runs), as opposed to directly
simulate for months a large network with thousands of nodes
(e.g., N = 5000, d = 4500, and 5000 runs if not more), as
evident from Table II.

VI. CONCLUSION

In this paper, we designed a discrete-time absorbing Markov
process to characterize virus propagations in computer net-
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TABLE II
THE AVERAGE RUNNING TIME OF SIMULATING A SINGLE VIRUS

PROPAGATION PROCESS (IN SECONDS), CORRESPONDING TO FIG. 7

Degree d 0.3N 0.6N 0.9N
N = 10 0.0003 0.00392 0.13417
N = 20 0.00068 0.01531 0.54328
N = 50 0.00107 0.02406 0.85372
N = 100 0.00213 0.08243 1.9125
N = 5000 1.6770 78.8060 1505.1299

works. Eigenvalue analysis and Jordan decompositions were
carried out on the transition matrix of the Markov process
to derive the bounds of the virus extinction rate. Based on
the bounds, we also developed a computationally efficient
approach to evaluating virus lifetimes in large networks.
Specifically, we proposed to interpret the required extinction
rate of a large network to that of a much smaller network,
and obtain the required minimum curing rate of the large
network efficiently through the upper bound of its smaller
counterpart. Simulation results corroborated the effectiveness
of the interpretation, as well as analytical accuracy in large
computer networks.

APPENDIX A
THE PROOF THE VIRUS EXTINCTION RATE (9)

By Theorem 1, the largest eigenvalue of Q is less than 1,
thus limk→∞Qk = 0 and limk→∞ t(k) = limk→∞ t(0)Qk =
0. In other words, the proposed discrete-time absorbing
Markov process converges to the virus-free absorbing state
s0 = (0, · · · , 0) with t(k) approaching to 0.

The convergence rate relies on the structure of Q. We
decompose Q to analyze the state transition. Specifically, we
propose to decompose Q by using Jordan form [28], when Q
has m (2 ≤ m ≤ 2N − 1) different eigenvalues, as given by

Q = H
(
Jλ1
⊕ Jλ2

⊕ · · · ⊕ Jλm
)
H−1, (26)

where Jλi is the Jordan segment associated with λi of Q.
The diagonal elements of Jλi are l Jordan blocks J∗(λi),
i.e., Jλi = ⊕lk=1Jk(λi), where l is the geometric multiplicity
of λi; J∗(λi) is an upper triangular matrix with all diagonal
elements equal to λi, the elements immediately above the main
diagonal equal to 1, and all the other elements equal to 0. The
numerical results of Jordan blocks J∗(λ) and H are generated
along with the Jordan decomposition.

Therefore, the transition matrix of k consecutive time steps
is given by

Qk = H
(
Jkλ1
⊕ Jkλ2

⊕ · · · ⊕ Jkλm
)
H−1. (27)

It is proved in [28] that limk→∞ J∗(λ) = 0 if and
only if |λ| < 1. Therefore, the Jordan block associated
with λ1 converges to zero slowest, i.e., the convergence rate
of Q is governed by the largest eigenvalue λ1, because
limk→∞ J∗(

|λ|
λ1

) = 0 except for J∗(λ1). Therefore, for a large
k, we have

t(k) = t(0)G1 ≈ λk1t(0)G1. (28)

Since λ1 > λi (i = 2, · · · , 2N − 1) according to Theorem
1, G1 is given by G1 = xy∗/y∗x according to the Jordan

decomposition, where x and y∗ are respectively the right and
left eigenvectors of Q, associated with λ1.

When the virus propagation stabilizes, t(k) converges to a
zero vector exponentially, and at the rate λ1, i.e.

lim
k→∞

∥∥t(k)∥∥∥∥t(k−1)∥∥ = λ1. (29)

As a result, the extinction rate is R = − ln(λ1).

APPENDIX B
PROOF OF THE MAXIMUM pi,0

For a given pair of δ and β, pi,0 is determined by the number
of the infected nodes, and the degree between the infected
and susceptible nodes where they are respectively denoted by
ci and di, in the state si. Obviously, pi,0 declines with the
increase of ci and/or di. We are now to prove that pg,0 is the
maximum value among pi,0 (i > 0). sg corresponds to the
case where only the node with the minimum degree d ≥ 1 is
infected.

Fig. 8. A graph demonstrates the problem that which state has a larger
pi,0. State sg contains 1 infected node with 3 susceptible neighbors. On
the contrary, state sh contains 4 infected nodes with 1 susceptible neighbor.
Which one is larger, pg,0 or ph,0?

We first prove that pg,0 is the maximum value among ph,0
when ch = 1, i.e., only one infected node in sh. We have,

ch = 1 = cg

dh ≥ dg.

Given the same number of the infected nodes, pi,0 declines
with the increase of di. As a result, pg,0 is the maximum
among ph,0, i.e., ph,0 ≤ pg,0.

Next, we show that pg,0 is the maximum among ph,0 when
ch > 1; in other words, there are more than one infected node
in sh. Specifically, when ch > 1, dh satisfies

dh ≥ d× ch − 2

(
ch
2

)
= d× ch − ch(ch − 1).

Under this condition, there are two cases as follows.
1. The number of the infected nodes in sh is less than d+1,

i.e., 1 < ch < d+ 1. Then, we have

dh ≥ d× ch − ch(ch − 1) ≥ d = dg

ch > 1 = cg.

In other words, state sh has more infected nodes and
higher degrees between the infected nodes and the suscep-
tible/uninfected nodes, than sg . As a result, pg,0 > ph,0.



1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2581305, IEEE
Transactions on Information Forensics and Security

13

2. The number of the infected nodes in state sh is no less
than d+ 1, i.e., ch ≥ d+ 1. Then, we have

ph,0 =
2N−1∑
k=0

(
Pin(h, k)Pcu(k, 0)

)
≤

2N−1∑
k=0

(
Pin(h, k)× δd+1

)
= δd+1,

where the equality holds if and only if ch = d+1 and dh = 0.
We also have

pg,0 =
2N−1∑
k=0

(
Pin(g, k)Pcu(k, 0)

)
>

2N−1∑
k=0

(
Pin(g, k)× δd+1

)
= δd+1.

As a result, pg,0 > δd+1 ≥ ph,0.
To sum up, pi,0 reaches its maximum when only the node

with the minimum degree is infected, as given by

max{pi,0} =pg,0

=
d∑
k=0

(
d

k

)
βkδk+1(1− β)(d−k)

=δ(1− β + βδ)d.
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