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Abstract—Joint optimization of the physical layer security the broadcast nature of the wireless medium leaves WBANSs
with end-to-end delay management is studied in the uniquely highly prone to eavesdropping and raises the probability of
constrained context of wireless body area networks. A game- security lapses.

theoretic framework is proposed wherein body-worn sensor S icati fi I lized th h
devices interact in the presence of wiretappers and under fading ecure communications are conventionally realize roug

channel conditions to find the most secure multi-hop path to Cryptographic techniques at the upper layers of the wireless
the hub, while adhering to the end-to-end delay requirements network protocol stack, which rely on the computational
imposed by the application. We model the problem as the search difficulty of certain mathematical tasks. However, the over-
for a Nash network topology where no unilateral deviation in head associated with complex encryption algorithms makes
strategy by any single sensor node improves the secrecy of its . . A .

transmissions, and provide a distributed algorithm guaranteed to them. less f_eas'ble for 'mpleme,mat'on In W'relgss bOdy'WO"_‘
converge to a Pareto-dominant Nash solution. The framework is Solutions with resource constraints. An alternative approach is
evaluated through numerical simulations in conditions approx- to secure transmissions at the wireless physical layer (PHY) by
imating actual deployment of wireless body area networks for |everaging information theoretic principles [1]. PHY security
moving and stationary scenarios. Results validate the merits of gy 5|5its the random characteristics of wireless channels, such

the proposed framework to improve the security of transmissions fadi - ¢ h ¢ .. ithout
compared to the star topology and IEEE 802.15.6 two-hop as fading or noise, to enhance transmission secrecy withou

topology extension with a best-channel algorithm, at the expense requiring encryption keys. Wyner suggested in his seminal
of an admissible increase in the end-to-end delay. work [2] that perfect secrecy is achievable using only the char-

Index Terms—Wireless body area network (WBAN), physical acteri_stics of the Wire_less chanqel, subject to the conditi_o_n that
layer security, fading, spatial diversity, multi-hop relaying, delay, the wiretap channel is more noisy than those of the legitimate
game theory. nodes. The key concept that characterizes this approach to
PHY security is the secrecy capacitg., the maximum rate of
secret information achievable between a legitimate transmitter-
receiver pair without being tapped by an unauthorized receiver

Wireless body area networks (WBANSs) are at the forefrofg], [4]. The ergodic secrecy rate is ill-defined under finite
of emerging technologies towards personalized mobile healffzlay constraints in a practical WBAN. It is likely that the
care. A WBAN typically consists of several sensor nodes thgystantaneous channel state information (CSI) of the legitimate
measure the physiological and contextual data profiling tR@annel is unknown to the transmitter due to the severe fading
human body activities, and a central hub to which the sens@fsradio signals near the human body. Besides, it is realistic
wirelessly communicate the collected vital signs for monitots assume the transmitter only has the statistics on the wiretap
ing purposes. For many networking applications, notably thogRannel at its disposal, as the wiretapper has no incentive
in medical settings, it is critical for the communication links ing |et the transmitter know its channel state information. It
a WBAN to be secure and reliable. This is because a WBAWN therefore appropriate to evaluate the secrecy performance
in these applications typically needs to handle medical dajfitransmissions using the secrecy outage probability (SOP),
with stringent confidentiality and liability requirements. Thajyhich signifies the fraction of fading realizations where a
said, enabling secure transmissions among such body-wgFfascribed secrecy rate is guaranteed.
wireless devices is a significant challenge, given the operatingrhe other obstacle arising from the fading conditions in
conditions and constraints in WBANS. In particular, Sens@f/BANs is that the secrecy capacity may be severely limited
nodes with low power and computational capabilities are {jhen sensor nodes directly communicate to the hub, due to
close proximity of one another and channel variations agge degradation of the effective received signal-to-noise ratio
Complex and Unpredictable due to motion, ShadOWing eﬁe@NR) Mu|t|-hop re|aying is a potentia| Strategy to cope
of the human body and multipath propagation. Furthermokgith this problem, as it has been recognized as an effective

. . . , technique in WBANs to combat wireless fading and improve
Copyright ©2013 IEEE. Personal use of this material is permitted. Howev%r
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sensor networks and, more particularly, in WBANSs |[15],

[16]. Note that exploiting spatial diversity through multi-hop @
transmission comes with the cost of introducing extra delay
to the system. It is therefore prudent to capture the impact of
multi-hop relaying on the end-to-end latency in the analysis,
which is particularly critical for scheduling allocation intervals
and real-time monitoring requirements of the WBAN.

This work investigates the problem of delay-aware opti-
mization of PHY security in the context of WBANs. The
main contributions of the work are as follows. First, a system
model is provided for intra-WBAN multi-hop communications
of body-worn devices in the uplink in the presence of off-body
wiretappers. The secrecy outage probability is adapted in this
context as the performance metric as it is more meaningful
in realistic fading channels compared to the ergodic secrecy
rate. The average end-to-end delay for multi-hop transmission
in a slotted Aloha medium access WBAN is then charac-
terized. Subsequently, a multi-hop topology formation game
is proposed that formally formulates the problem of jointly
optimizing the PHY secrecy outage probability with end-to-
end delay managementin the uplink of a multi-hop WBAN. A
distributed algorithm based on the proposed game is provided
and proved to converge to a Pareto-dominant Nash topology.
The proposed game framework is evaluated using numerical
simulations in conditions approximating actual deployment
of WBANs for moving and stationary scenarios. The impact
of various PHY parameters on the performance behaviors
of the system is examined. The framework shows remarkg. 1. A typical WBAN with off-body wiretappers in the vicinity
able promise in significantly improving the PHY secrecy

of transmissions, compared to that in the star topology and bod de e A q h bod
IEEE 802.15.6 two-hop topology extension schemes, at tRE-000Y Sensor node € A’ as measured at another on-body
de follows a log-normal distribution, with the following PDF

cost of an admissible increase in the end-to-end delay. THS!
rest of the paper proceeds as follows. Secfidn Il presents 1 (7B — 11,2
the system model. PHY security and end-to-end latency are  f(7n) = o P [— e ] u(yn), (1)
characterized in Sections]lll afdllV, respectively. The multi- TnOnVam "
hop topology formation game is formulated in Sectloch vherep, ando, denote the mean and standard deviation of
Numerical simulation results are provided and the propostite received SNRy,, in dB, respectively, and.(.) is the unit
framework is validated in Section VI. Finally, Sectign VlIstep functior]
concludes the paper. The off-body wiretap channel is modeled as small-scale
Rayleigh fading[[1B]. Therefore, the received SNR from a
sensor node as measured at a wiretapper WV follows an
exponential distribution with parametag,

We consider a WBAN composed a¥ on-body sensor
nodes transmitting their sensed data to a common Hub f(yw) = Aw exp(—AwYaw )u(Yaw)- 2)
in the uplink, while W passive wiretappers are present in . .
the vicinity, and can individually tap into the sensor nodeéfc’ the wiretappers are_relatlvely far away from the_ .WBAN’
communications. Lef\ and )V denote the sets of all senso without loss of generality and for brevity of exposition, all

nodes and wiretappers, respectively. Hig. 1 illustrates t8 nals received by a wiretapper are assumed o experience

system model. Besides the signal attenuation due to geome %ntmal fading conditions and path loss attenuation.

signal spreading, all legitimate and wiretap channels alsoWithin the WBAN, each sensor node may either directly

experience small-scale fading, that is, fluctuations caused t@nsmit it.s packets FO the hub or ,it may exploit SF,’atia' diver_sity
signal arrivals via multiple propagation paths. We assunkPé( cho;()smg Ia multi-hop transm_lsr,13|on pj?/th. Thlsdresul_ts na
that statistical CSI knowledge for both legitimate and wireta'EﬁetWOr thPI(I) ogy_grapIG(VdE) W!t Vh: J ‘ECH}” ﬁ not(ljng

channels is available at the transmitteirs, each transmitter 1€ Set of all vertices and denoting the set of all the edges.

node has estimates of the mean and standard deviation of f}f& formally define a transmission path as follows.

received SNR as measured at its neighbors. L , _ , _, o _ _
The leqitimate ch lis tvpicall deled t d | The receiver’s index is not specifically indicated in Hd. (1) for notational
€ legiumate channel 1s typically modeled 10 undergo 10Qgnyenience, but note that the SNR measurements at different receiver nodes

normal fading([1F7],[[1B]. Therefore, the received SNR from a#re varied due to their different communication channels.

Sensor Node @
o WBAN Hub
B Wiretapper @

Wo¥S

Il. SYSTEM MODEL

1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2566446, IEEE
Transactions on Information Forensics and Security

DELAY-AWARE OPTIMIZATION OF PHYSICAL LAYER SECURITY IN MULTI-HOP WIRELESS BODY AREA NETWORKS 3

Definition 1 (Path) A K-hop uplink path in the grapl The achievable secrecy ratee(, maximum rate of secret
from a noden € A to another node € V is defined as transmissions) for a single-hop link with Gaussian signaling
a sequence of nodegni,---,mg41) such thatm; = n, between a sensor node € A and another nodeé € V is
mg4+1 = i, and the link(my,my41) € EVk € {1, ---, K}. given by

[ |

Jr
. . . . Ry = {me— max C<n,w>}
The final network architecture in the uplink therefore is lswsWw

a rooted tree topology, whereby each sensor node N +

is connected to the hub through a single path denoted by = {10g2(1+7") - 1é?uzxwlog2(1+7w)} INC)
l, = {n,---,H). The assumption is that intermediate nodes are.
willing to relay the packets of their peers. The limitations oy ere
how many relays each node can reliably support are discus
later in Section V-A.

There are two random access methods outlined in the IE
802.15.6 standard for obtaining the contended allocations
a WBAN, namely carrier sense multiple access with collision pgl;’ti) = Pf{Rm,i) < E}
avoidance (CSMAJ/CA) and slotted Aloha access. Here, we

C'n.iy Is the Shannon capacity of the legitimate channel,
g{de is the Shannon capacity of thé" wiretap channel, and

T 2 max{z,0}.

EFor a target secrecy rafe, the SOP of the single-hop link
Gtweenn andi is

. . 1 n
consider the slotted Aloha as the medium access protocol = Pr{log2 0 7 < E}
for demonstration purposes. The protocol, as described in JHZD
more detail in the standard [19], restricts the sensor nodes =Py >0,2%vs +1) = 1>7% >0}, (4

to transmit only at the beginning of discrete time slots. Eachhere v ¢ W is the wiretapper with the best channel.
node maintains a contention probabilityf) to determine if Tnhearefore

it obtains a new contended allocation in an Aloha slot. A node .
that has a packet to transmit starts the slotted Aloha access Ry [~ 2wt
setting itsCP to CPmax Which equals. (We consider a user * (%9 /V /V

priority of 5 for all the sensor nodes designated to medical data [25( 1) — 1} B
or network control traffic.) The node then draws a valdeom — / P ( T ”") Ao exp(—AaYe ) dVaw,
the intervall0, 1] at random, and obtains the contended slot for /0 On

transmission ifz < CP. Otherwise, the node backs off until (5)
the next time slot, before contending for another allocatiofnered is the cumulative distribution function of the standard
When a node transmits a packet but the destination fails 48,mal distribution and is defined as

receive it, the node shall halve it6€P for even number of

F(v) f(vw) dyn dyw

»=0 n=0

x 2
consecutive failures or keep’P unchanged otherwise. Note (z) = L/ exp(_t_) dt.
that the node shall set it6 P to CPni, if halving the CP V2T J oo 2
makes it smaller thar’Pn which equals;:. For multi-hop transmissions, we assume that independent

randomization is used in the codebooks at each hop to

avoid the diversity combining at the wiretapper. Therefore,

the secrecy outage occurs regardless of which hop suffers
We do not address the issue of authentication, which fi&m the outage. The SOP of &-hop transmission path

a distinct problem beyond the scope of this paper. Instedds (m4,---,mk1), in turn, is obtained as follows

we assume the initial trust is already established between

legitimate nodes in the WBAN during the bootstrapping phase, pout _ 1 _ H (1 _ pout ) _ (6)

and the identity of nodesi.¢., whether they are malicious ! (me.mie1)

k=1
or honest) is common knowledge in the network. Our threat _ . . .
model considers one or more wiretappers in the vicinity of As the received SNR over short single hops in multi-hop

WBAN. Each wiretapper samples the channel at the Saﬁgnsm@ssion improves comparec_i to th? regeived SNR over the
time as the legitimate sensor nodes, but measures a diffe 'ﬁ?(.:t. link, the SOP of the multi-hop link IS expected _to .be
multipath channel, as it is separated from the communici{gn'f'camly smaller than the SOP of the direct transmission.
ing parties by a distance greater than one radio wavelength

(approximately67 mm for the 4492.8 MHz working fre- IV. CHARACTERIZATION OF END-TO-END LATENCY

guency) [20]. We adopt Wyner’s wiretap channel model [2] to Multi-hop transmission, although allowing for exploiting
characterize the secrecy of transmission from an informatiospatial diversity, introduces additional queuing and medium
theoretic perspective. Wyner showed that when the wiretapcess delay at each relay node. The traffic load of each node
channel is degraded relative to the channel of the legitimatemprises the node’s own generated traffic as well as the traffic
receiver, prefect transmission secrecy is achievable, with fomwarded to the node by its descendants to be relayed. That is,
arbitrarily small probability of decoding error at the intendedach sensor node has its unique traffic load. The packet service
receiver and zero mutual information between the transmittéthe at each node also differs from one node to another, as it
message and the received signal at the wiretapper. depends on the characteristics of the medium access protocol

I1l. CHARACTERIZATION OF PHY SECURITY

K
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and the physical constraints imposed by the tree structureBf Transmission Time Distribution
the network graph. It is, therefore, realistic to assume thate consider a WBAN wherein the sensor nodes seek access
both inter-arrival and service times at each node follow genegglthe shared wireless medium using slotted ABha.
distributions. Furthermore, we assume each sensor node ac{sach Aloha slot shall be greater than or equal to the time
as one server, which is able to handle one packet at a tigguired to transmit a packet, that is
with a first-come, first-served service discipline. Therefore, we I I
can describe each sensor node as a GI/G/1 quele [21]. r="24en 2 (10)

In this section, we first obtain the moment generatin R R S
functions of the probability distributions of the packet inter- here L, and R are the packet length (in bits) and date

arrival time and service time at each sensor node. Thé %nsmission rate, respectively._ln Ef.{(16)represents th_e
: taken for a node to receive an ACK/NACK from its

functions are then used to derive the average end-to-end déJH‘f_ ) i S
; estination and is assumed to be negligible compare%to
over a multi-hop WBAN path. . IO .
Let T,, denote the probability distribution for the time

required to transmit a packet from the instance a nodtarts
A. Traffic Distribution the slotted Aloha access process until it finishes transmission.

It is evident thatT,, follows a geometric distribution with the
The traffic load of sensor nodes can be quantified usipgobability mass function given by

the underlying topology of the network and the inter-arrival b1
distributions of the packets. Laf, be the set of children Pr{T, = kr} = CPn(1— CPy) k=1,2---, (11)

(immediate descendants) of a node A in the tree structure. where CP, is the contention probability maintained by node

Also let us denote the inter-arrival distribution of packets at the Then the moment generating function of the transmission
MAC layer of n by A,,, with the moment generating functiontime distribution from node: is

M4, . This distribution comprises the inter-arrival time of

packets generated by nodeitself with moment generating Mgz, (t) = E[e'"] = Z CP, (1 — CP,)k~1etr
function of M} , and the inter-arrival time of packets received k=1
successfully from the children of nodeto be relayed in the CP, e'™

T 1-(1=CPy)etm (12)

uplink with moment generating function dﬂf";’. These two
inter-arrival times are statistically independent and, therefore,
the moment generating function of their sum is given by C. Service Time Distribution

In order to find the distribution of the service time at a
sensor nodei.g. the time a node spends to transmit a packet

_ . o without any error), the probability of a successful packet
Note that the inter-arrival distribution of packets success- Y ) P y P

ull ved b de is th ted inter-d ture i fransmission needs to be derived first. The probability that
Uiy recelvedby hode IS the aggregated inter-aeparture imeg packet sent over a one-hop link is successfully received by
of packets from the children of. As these inter-departure

i | rwise ind dent rand X tﬂégf its destination depends on whether a collision occurs or not,
imes are also pairwise independent random variablég; o\ o1l as on the received SNR.
can be given by

A packet transmitted by a sensor node will be lost due to
Cn (g) = H () ) collision if at least one of the nodes within the carrier sensing
A T M e, TP range of the receiver, other than the transmitter itself, tries to
where Mp, denotes the moment generating function of thtéansm't durl_ng the same time S.IOt' We assume that all the
. c o nodes are within the carrier sensing range of one another due
inter-departure distribution of packets from nade

Now let us denote th ce time distributi ¢ K to the small scale of WBANs and, furthermore, that no node
ow let us denote the service ime distribution of pac ®&n receive a packet while transmitting. Given the fact that a
atn by S,,, with the moment generating functiavis,,. Given

_ . X _ . npde transmits with a probability equal to its utilization factor
the moment generating functions of the inter-arrival time arﬁ)

L i .e, if it has a packet for transmission), the collision rate of
the service time of packets at nodethe moment generatlnga packet transmitted by a sensor node A/, denoted byy
) ns

My, (t) = M3 (H)MG (t). @)

function of the inter-departure distribution of packets fror& given by

noden can be approximated by [22
g PP w22l n=1- [[ (-pa. (13)
Mp,, (t) = pnMs, (t) + (1 = pn)Ms,, (1) M4, (t), (9) TN

If no collision occurs, the packet error rate for node
where p,, is the utilization factor of node: and is given by denoted by¢,, is a function of the received SNR from
g[[f‘z]] . We assume the queues are stabée, p,, <1 Vn € N. transmittern and, for the differentially encoded binary phase-
To prevent an over-saturated condition in the network, we alshift keying (DBPSK) modulation scheme, is given by
assume the transmission rate of each node is greater than the Ly
accumulated traffic rate forwarded by the node. Cn=1- [1 — lexp(_%)} . (14)

Given Egs.[(F),[(8), and9), and using the first and second 2
moments ofd,,, the expected value and variance of the packetgjmijar lines of reasoning can be followed to derive the distribution of
inter-arrival time at each sensor node can be obtained.  transmission time in a CSMA/CA-based multi-hop WBAN23].
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From Egs.[(IB) and (14), the average probability of success- V. MULTI-HOP TOPOLOGY FORMATION GAME
fql packet transmission for nodg denoted byr,, is therefore  \we formulate a multi-hop topology formation game
given by (MTFG) wherein each sensor node seeks to choose a path

Tn =1—[xn + (1= Xn)Gnl. (15) to the network hub such that it minimizes its own security

An automatic-repeat-request mechanism is consider@@pt in the presence of wiretappers, while meeting its QoS
whereby a sensor node keeps retransmitting a packet until EBguirements. We model the cost function for a node in terms
packet is successfully received at the destination. We assuphéhe secrecy outage probability of the path it takes to connect
the retransmissions are independent. The service time at a $erthe hub, and the QoS requirement of a node in terms of the
sor noden is therefore a compound probability distribution iraverage end-to-end delay of its transmission path to the hub.
which the compounded distribution is geometric with successThe framework of network formation games is used where
probability of r,, and the distribution of transmission tinig, Sensor nodes interact with one another to form a multi-
is the compounding distribution [24]. The moment generatifPP topology. Formally speaking, MTFG is specified by

function of 5, (probability distribution of service time at noded = (N, {Sn}, {¢n}) where V' = {1, ..., N} is the set
n) is given by of players with a typical element ofi, S,, is the set of
o strategies of playen with a strategys,, corresponding to a
Mg, (t) = an(l — m) P ME (1) choice of a next-hop node in the uplink, angd is the cost
= " function associated with playet. The interactions between
— o My, (t)\ op—cp .t the sensor nodes will result in a network gra@hy,£). The
5 objective is to find some desirefl among all the possible
T (1 = mn ) M7, (t)‘cpchmaﬁ configurations. We assume sensor nodes have no incentive to
T (1 =m0 ) > M3, (t)| cP=CPin disconnect from the WBANi.e., the network topology graph

(16) s always connected. In practice, when a sensor node adopts a

L= (=) Mz, (8)lcp=cpm trategy, it terminates it i tion in the uplink (if
Note that in Eq. [[ZE) noder sets its contention probabilty o S8 " AT IS B 8 CONER B B e
CP,, to CPnax for the first two transmissions and fixes it ta y ! quely

CPmin for the rest of transmission attempts. its path to the hub.
Using Egs.[(IR) and (16) and the properties of the moment , .
generating function, the average and variance of the servite Formulation of Security Cost and QoS Measure
time at noden are obtained respectively as Assume that, in a network grapfi, a sensor node: €
8 9 N chooses to connect to a nodg from its strategy space
E[S,] = Mg, (t)],_, = 37 <— —3m, + 27TZ> , (17) in the uplink and, in turn, forms & -hop transmission path
n lp, = (mq,---,mK41) to the hub. We model the security cost

and function of noden as the SOP of its transmission path to hub,
VI[S,] = Mg, (t)],_, — E[S)? i.e.,
2 /256 48 _ pout
= (2224768 19767, + 52872+ en(G) = I,
9\ 72 m, K
=11 (1= Pe )
76871’73Z - 25671';11) (18) ]gl;[l ( (mg,mpy1)
K
D. End-to-End Delay = Pf#,tsm - (Pf#fw - 1) [1 - H (1 — Pfﬁk’mﬂﬁ)]
Given the moment generating functions of inter-arrival time k=2
and service time of packets at a nodewe can approximate — pout  _ ( pout 1) cs, (@). (22)
the moment generating function of the total packet delay () (n.sm) "

experienced at the node (i.e, queuing delay plus serviceThis cost function reflects the performance of transmission in

delay) as([28] terms of PHY security. We also model the QoS measure of

Ma, (1) = (1 - E[ALJE[S,]) (t = 1)Ms, (t) (1 = Ma,(Ms,(t))) noden as the average end-to-end packet delay experienced
" E[A,] (1 = Ms, (t)) (t — Ma, (Ms, (t))) 19) over its transmission path to the hile.,

The average packet delay at nodethen is derived from a.(G) = E[Al"]
Eq. (19) as K
_ B[S, V[A,] + B[A,]V[S,) =2 ElAm]
The average end-to-end delay experienced by a packet E[A,] +ZE[Amk]
over a K-hop transmission path= (m,---,mi1) is the P

aggregate of the delays at the nodes en route, and is given as = E[A,] + g5, (G). (23)
E[A]] = XK: E[An,]. 21) Egs. [22) and[(23) reveal that the cost and QqS measure of a
= sensor noder depend on the qualities of the first hop in its
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path to the hubn,s,), as well as the cost and QoS measuneode can only lead to a decrease in the security costs of its
of the immediate node that chooses to connect to in thedescendants as suggested by Eql (22). Finally, costs of the
uplink, s,. nodes that are not connected to or are parents afe not

For each sensor node the average end-to-end packet delagffected by a best response choice of nadd herefore, for
is required to be less than or equal to an upper bound, denotedry move from a grapti to a graphG**™!, In € N such
by 4,,. This delay constraint allows the hub or sensor nodésat ¢, (Gt“) < ¢, (G'). Based on this fact, and given that
to specify the maximum tolerable end-to-end latency in tithe number of rooted tree topologies spanning a finite number
WBAN for scheduling uplink/downlink allocation intervals orof vertices is finite, it follows that the algorithm eventually
real-time monitoring requirements. Note also that the delapnverges to a final topologg* after a finite number of
constraint, in effect, bounds the maximum number of conneiterations, such that,,(G*) < ¢,(G) for all n € N and all
tions that can be accepted by a relaying node. That is, as the possible rooted tree topologi€s [ ]

number of descendants of a node increases, the queuing dela\x/ ) . )
at the node rises which, in turn, leads to a higher latency Ve introduce the following concept of a Pareto-dominant

over the entire path. Therefore, once the delay over a pAtaSh equilibrium Topology which is appropriate for investi-

reaches the delay constraint, nodes within that path can $&Jing the stability of the network topology.

longer admit new connections. o )
Definition 3 (Pareto-Dominant Nash Topology)A strategy

. profile s* = {s% } e is said to constitute a Nash equilibrium
B. MTFG Algorithm topology iff no unilateral deviation in strategy by any single
Sensor nodes interact with one another to form a rooted trggnsor node results in a security cost reduction for that. A Nash
topology that governs their multi-hop transmissions. For eae@uilibrium topology is, furthermore, called Pareto-dominant
sensor node: € N, a strategy choice,, € S, leads to a iff the topology does not increase the security cost of any node
network graphGs, s_, given the joint strategy choice of all and reduces the cost incurred by at least one node, compared
the other nodes_,, = {5, }mean (n}- Given the strategies of to the other Nash topologies. [
all the other nodes, each node seeks to choose a cost minimizer
strategy while satisfying its QoS constraint. Such a strategy isA direct consequence of Propositioh 1 is that any topology
known as a best response and is formally defined as folloi§sulting from the proposed algorithm is a Pareto-dominant
Nash topology. Note that a deviation from such topology by

Definition 2 (Best Response)A best response for a node@ny Sensor node not only increases the security cost of the
n € N is a strategys’, € S, such thate, (Gs: s ) < deviant node itself, but also brings about higher costs for the
n ' nS—n

en (Gsps_) Vsn € SpStiqn (Gs:s_,) < 6n, given the node’s descendants.
joint strategy choice of all the other nodes,,. |

. . . Algorithm Implementation
We present a topology formation algorithm based on th% g P

concept of the best response. The bootstrapping phase inIn€ proposed MTFG algorithm can be implemented in
cludes network discovery, where each sensor node detédtgistributed fashion which, compared to a centralized im-
its neighboring nodes as potential partners for multi-hdementation, is less complex and more readily scalable in
transmission and learns the current state of the WBAN. Havifi§actice. Each sensor node commences a discovery phase first
discovered the network, sensor nodes iteratively, and in ifjorder to deFect its set of sfcrateg|es for uplink transm_lssm_n.
arbitrary sequence, interact with their neighbors, and choo&!l-known discovery techniques [25] can be used in this
their best responses given their current knowledge of tRB2@se to learn about the presence of neighbors. Here for each
network topology. This iterative approach among sensor nodid1S0r noder € V, we define the set of strategiéy as the

to selecting the best response is guaranteed to converg®lf nodes to which can connect in the uplink and that can
proved by the following proposition. decode the signal transmitted hywith negligibly small error.

Note thatS,, is disjoint from the se®D,, of descendants of
presented in the tree structure. Therefore, each sensor nofl@ms its

MTFG algorithm is guaranteed to converge to a finact Of strategies as, = {i € V[i ¢ ({n}UD,), 7n > 0dB}.

topology after a finite number of iterations, regardless of the SUbsequent to discovery phase, sensor nodes play an it-

initial network topology and the sequence of best responSiative multi-hop topology formation game in an arbitrary
selections. but sequential order. In every iteration, each sensor node

n € N interacts, using pairwise negotiations over a control

Proof: Let G* be the resultant topology graph at the endhannel, with the members of its discovered set of strategies,
of ¢ iterations. Topology graph evolution from a gragh to acquires the current network topology information as well as
a graphG**! entails a sequence of best response selectiottse security cost and QoS measure of its prospective next hops,
For each sensor node € NV, this best response choice maydentifies its best response strategy € S,,, and executes it
impact the security cost of three different types of nodes by replacing its current link with the new link’. The game
the network. The cost of itself does not increase as per thgoes on until convergence to a Nash topology. As suggested by
definition of a best response strategy. Costs of the descend#&gs. [22) and[(23), each sensor node needs to only assess the
of n also do not increase as a reduction in the cost ofsacurity cost and QoS measure of its prospective immediate

Proposition 1 (Algorithm Convergence) The
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hops in the uplink to make its best response decision. Note
that when a prospective next-hop node is asked to report it

VI.

3n this section, the proposed MTFG is employed in an

M ODEL VALIDATION

QoS measure to its neighbors, it must first update its end"%’EE 802.15.6-based ultra wideband (UWB) WBAN to assess

end delay, as accepting new descendants increases the qug

time and, in turn, end-to-end delay at the node.

INITIALIZATION

forall n € N do
| s, < Hub; //star network topology

end

NETWORK DISCOVERY
forall n € N do

| nfinds its set of strategieS,;
end

DISTRIBUTED MULTI-HOP TOPOLOGY FORMATION

repeat in an arbitrary but sequential order

forall n € N do

forall s, € S,, do
n interacts withs,, over a control channel;
n computes its security cost, (G, s_,)

and QoS measurg, (Gs,.s_,);
end
n selects it security cost minimizef;, s.t.
dn (stl,s,n) S 671:

end
until convergence to a stable Nash topolpgy

SECUREMULTI-HOP TRANSMISSION
Sensor nodes transmit their packets, where applicable;

Algorithm 1: MTFG algorithm

Algorithm[1 summarizes the steps of the MTFG algorith

Much of the computational complexity of the algorithm lies i ; , i
m%\?—t models the fading amplitude of the channel in dB, didtl

the process of best response selection. In particular, the co

H'@Q/alidity and effectiveness of the proposed framework. To
this end, we examine the system performance behaviors for
various scenarios. In particular, we consider moving versus
stationary WBAN scenarios with respect to the motion of the
human body. Also three scenarios are considered with respect
to the transmission approach, namely the proposed multi-
hop topology formation game (MTFG), two-hop topology
extension as described by IEEE 802.15.6 standard with a best
channel algorithm (2TBC), and single-hop star topology (ST).

A. Simulation Setup

We consider a WBAN consisting of ten on-body sensor
nodes as illustrated in Figl 1. The nodes are placed on the head,
left arm, left hand, chest, right arm, right hand, left leg, left
foot, right leg, and right foot of the subject. The WBAN has
one hub located on the center waist. The network is initially
organized according to a star topology. We assume the wireless
links are symmetric and that the transceivers of all the sensor
nodes are identical with the same transmission range.

For the wireless propagation model in a moving WBAN,
the results of the measurement campaign conducted in [17]
are used, where average path loss and fading statistics are
characterized on a per-link basis. The measurements are of a
subject walking freely around a room, for an UWB center
frequency of4.2 GHz. The total path loss of the wireless
channel is given by

PL® =PL® 4+ N(u,0) + AC®+> " CC®,  (24)

nwhereP_L is the average path loss of the chano€ély,c) a

aussian distribution with meam and standard deviation

tational complexity of identifying the best response strategy faf'd CC represent the effects of the temporal auto-correlation

each sensor nodehas a time complexity o®(|S,,|). Another

source of complexity is the number of algorithm iteration

of the channel with itself and its cross-correlation with the
gther links, respectively.
Auto-correlation, itself, is a function of time and is given

till convergence. While this is upper bounded in theory bg

the number of rooted spanning trees definable on the setPdf

network graph vertice®, the algorithm converges much faster , ~ds ,y _

ina pracg'][iceﬂ implementation %s a sensor n(?de does not neé4d0 (1) = vexp(=t)+(1 = o) exp(=nt) cos(2mt), (25)

to try connecting to every other node in the network befokghere the first and the second terms represent the main de-

identifying its best response. More specifically, it can be shoveaying component and the periodical component, respectively,

that the maximum number of iterations till convergence is is the ratio between the main decaying component and

equal to the height of the equilibrium tree. the periodical component? is the decay constant of the
Before closing this section, it is worth pointing out thatain decaying component; is the decay constant of the

the algorithm is adaptable to a dynamically changing WBAINeriodical component, andis the frequency of the periodical

setting, as it can be repeated periodically within differemomponent. We consider the average twenty-second effect of

time intervals, depending on the frequency and magnituttee auto-correlation in simulations.

of changes in the network. In this case, the best responsd&arameter values of the channel propagation model are

interactions between sensor nodes can be piggybacked quewided in [17] for different links in the WBAN. A receiver

regular data transmissions instead of requiring dedicated cowise figure of10 dB and implementation loss of dB

trol channels, which can significantly reduce radio usage @me considered as per the optional UWB PHY specifications

small sensor devices. provided in IEEE 802.15.6.
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To validate the model in a stationary scenario, the followin@. Numerical Results and Analysis

path loss _model is adopted based on_the measurements tak@ﬂarting with the star topology, the MTFG algorithm in all
in a hospital room for UWB frequencies 6fl —10.6 GHz 3565 converged after no more than three iterations. In the
[18] following, the obtained results are presented to investigate
PL(d)® = ¢log,o(d) + N (11,0), (26) how the performf_;mce bghaviors differ for MTFG compa_red
to 2TBC and ST in moving and stationary WBAN scenarios.

whered is TX-RX distance in millimeters and parametgrs N particular, we examine Nash topology of the network, SOP
11, ando are chosen to b&9.2, 3.38, and2.8, respectively. ~Performance with prefect and imperfect statistical CSI knowl-

For IEEE 802.15.6 two-hop topology extension with a beSdge, end-to-end latency, and the effects of delay constraint

channel algorithm, nodes may consider a two-hop relayed p&fh the equilibrium.
to the hub instead of direct transmission, choosing a relaying
node in the uplink with the best channel quality to achieve the
highest received SNR.

Moving WBAN =
Stationary WBAN = = =

B. Parameter Setting

We assume for each sensor node N, data packets col-
lected by the sensor itself arrive to the sensor node according
to the Poisson distribution with the expected arrival rate,pf
packet(s) per second. Although the arrival of medical traffic of
the sensor nodes may be periodic or Poisson distributed, we
choose the Poisson distributed arrival as we want to obtain
conservative performance bounds. Therefore the probability
distribution of inter-arrival time of packets generated by node
n is exponentially distributed with mean—! and with the
moment generating function

K
k—t1

M3, (t) = (27)

As the number of descendants of a sensor node increases,
both the expected value and variance of inter-arrival time of
traffic at the node rise as suggested by [Eq. (7). We consider
kn = 1Vn € N, i.e, each sensor node generatepacket

per second at its application layer which is typical for health
monitoring devices sending patient physiological information.
Note that even though continuous patient monitoring devices
may.collect medical readings seyeral times per second, thg@e 2. Nash topology formed by the proposed MTFG for moving and
readings are usually aggregated in the node and then transetitionary WBAN scenariosif = 42 nW for moving WBAN andP; = 9

ted to the hub, thereby reducing the radio usage. nW for stationary WBAN, A\ = 0.2, R = 0.5hit/s/Hz, L = 8OQ bits,
. . ) x = 1pkt/s,5 > 70 ms for moving WBAN andd > 59.5ms for stationary
Each transceiver transmits with a power4¥ nW (-43.8  pan)

dBm) and9 nW (—50.5 dBm) for moving and stationary

WBAN scenarios, respectively. These are the transmissionl) Nash Topology:Fig. 2 illustrates the Nash topology at
powers for which the outage probability for a target packéte equilibrium for moving and stationary WBANs. Sensor
error rate of 10~% stays less than or equal tth—* (i.e, nodes with poor direct link quality to the hub exploit spatial
Pr{¢ > 1072} < 10~%) over the referenc&€hest-Hub link diversity by adopting two- or three-hop transmission strategies
for both scenarios. The target secrecy rdte inverse of in orderto enhance the PHY secrecy of their communications.
the average received SNR at the best wiretappgr and Note that the number of transmission hops in the moving
packet lengthL are set t00.5 bit/s/Hz, 0.2, and 100 octets scenario is higher than that for the stationary case. In par-
(800 bits), respectively. Other required parameters of thiEular, the optimal strategy for nodeHand in the moving
physical layer include working frequency, modulation schem@/BAN is to connect to the hub via a three-hop link, while it
channel bandwidth, and coded data bit rate which are chos#oses to directly communicate with the hub in the stationary
to be 4492.8 MHz, differentially encoded binary phase-shiftWBAN. This is an expected result, as the body movement
keying (DBPSK),499.2 MHz, and0.243 Mbps, respectively is likely to degrade the channel quality, especially between
as specified for the IEEE 802.15.6 impulse radio UWB (IRaearby nodes. Somewhat interestingly, ndd®ot chooses
UWB) PHY. Lastly, the ambient air temperature is assuméaio-hop transmission in the stationary WBAN, despite its
to be21°C in computing the thermal noise spectral density.direct transmission strategy in the moving scenario, as the
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body movement actually ameliorates the quality of direct
in this case.

2) SOP Performance with Perfect Statistical CSHirst,
we assume that noiseless statistical CSI knowledge of
legitimate and wiretap channels is available at the transm
Figs.[3 and ¥ illustrate the SOP performance versus exf
received SNR at the best wiretapper for nottead, LArm,
and RArm in moving and stationary WBANS, respectivi
Physical secrecy gradually declines as the expected re:
SNR at the wiretapper increases for all cases. It is obs
that MTFG surpasses the other two approaches in teri
SOP performance in the moving WBAN, while it perfol
slightly better than 2TBC in the stationary scenario particu
for Head and RArm. In other words, the performance g
resulting from the MTFG in the moving WBAN is well abc ‘
that of the stationary scenario. This is as expected, since 0 SNR at Best WiretapperleB]
moving WBAN with higher channel fluctuations, the cape....,

of legitimate and wiretap channels are likely to differ morEig. 4. Secrecy outage probability of nodead, LArm, and RArm as

significantly, thus in turn leading to a better PHY securityypected received SNR at best wiretapRér increases for stationary WBAN
performance. scenario Bt = 9 nW, R = 0.5 bit/s/Hz)

SOP

10° |
gy T TR

T
B a1

o---0---0

I I
0 10 0.5 1 15 2 25

SNR at Best Wiretapper [dB] Prescribed Secrecy Rate [bit/s/Hz]

Fig. 3. Secrecy outage probability of nodelead, LArm, and RArm as Fig. 5. Secrecy outage probability of nodead, LArm, and RArm as
expected received SNR at best Wiretapgij increases for moving WBAN prescribed secrecy ratR increases for moving WBAN scenarid?( = 42
scenario £ = 42 nW, R = 0.5 hit/s/Hz) nwW, Ag = 0.2)

Note that as the quality of the wiretap channel improves,
the SOP performance difference between MTFG, 2TBC, atite target secrecy rate accordingly increases the SOP. Note
ST decreases in both moving and stationary WBAiNs, the that MTFG again outperforms the other two transmission
sensor nodes are likely to decrease their number of transngipproaches, especially in the moving WBAN. The same trends
sion hops in order to guarantee their lowest achievable SO#n be observed here, as were noted in [igs. I hedy4an
in the presence of better wiretappers. In [E. 4, for instandecrease in the prescribed secrecy rate results in a decline in
as the expected received SNR at the wiretapper increases, thig performance difference between MTFG, 2TBC, and ST
optimal for Head and RArm nodes to change their next-hopn both moving and stationary scenarios. Also note that in
strategies tc€hest node {.e., two-hop TX) and hubi(e., direct Fig.[d, the SOP performance of the noRarm for different
TX), respectively. Also note that in Fif] 3 nothead exhibits transmission approaches is roughly the same in the stationary
roughly the same SOP performance lasm does,i.e., the scenario.
link Head-LArm does not essentially deteriorate the SOP of 3) SOP Performance with Imperfect Statistical C$h: a
the whole path to the hub. noisy environment, the CSI estimates at the transmitters may
The SOP performance versus prescribed secrecy rate liererroneous. Apart from the utilized estimation technique, the
nodesHead, LArm, and RArm is illustrated in Figs[J6 and CSI estimation error is dependent on the noise level present in
in moving and stationary WBANS, respectively. Raisinthe channel. We model the channel estimation error as additive
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Fig. 6. Secrecy outage probability of nodelead, LArm, and RArm as Fig. 8. Average secrecy outage probability per node of MTF@brithm

prescribed secrecy ratR increases for stationary WBAN scenarié: (= 9  with imperfect CSI as prescribed secrecy r&eincreases for moving and

nW, \g = 0.2) stationary WBAN scenariosH; = 42 nW for moving WBAN andP; = 9
nW for stationary WBAN A = 0.2)
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Fig. 7. Average secrecy outage probability per node of MTR®rithm with

imperfect CSl as expected received SNR at best eretagbelncreases for Fig. 9. End-to-end delay of nodétead, LArm, andRArm as packet length
moving and stationary WBAN scenario®;(= 42 nW for moving WBAN L increases for moving WBAN scenarid(= 42 nW, x = 1 pkt/s)

and Pr = 9 nW for stationary WBAN,R = 0.5 bit/s/Hz)

error rate, which in turn results in a higher end-to-end latency.
white Gaussian noise (AWGN) with zero mean and varianggote that MTFG introduces some extra delay to the system
of oawen, added to the statistical CSI measurements. as expected. Yet as the packets get longer, the packet error
Figs.[7 andB depict the impact of the CSI uncertainty omite over direct links increases at a higher pace compared to
the average SOP performance per node resulting from MTk@er multi-hop paths. In Fid.]9, for instance, longer packets
in moving and stationary WBAN scenarios. The results atsf RArm are more prone to the transmission error when being
obtained when the variance of the Gaussian noise is eithedirectly transmitted to the hub than being relayedR#yand,
dB, 1 dB, or 3 dB. Compared to the case of noiseless CSlvhich accounts for the noticeably higher delay of 2TBC and
it is observed that the SOP performance declines as the naSe approaches compared to MTFG in larger packet lengths.
variance increases in both moving and stationary WBANS. Also the average end-to-end latency in the moving WBAN is
4) End-to-End Latency: The end-to-end delay versushigher compared to the stationary WBAN, which stems from
packet length for nodeldead, LArm, andRArm is presented the higher number of hops in the moving scenario.
in Figs.[9 and_10 in moving and stationary WBANS, respec- Figs.[11 and 12 present the end-to-end delay versus packet
tively. Larger packet length entails a higher service time asrival rate for nodeslead, LArm, andRArm in moving and
it increases both the transmission time as well as the packe&tionary WBANS, respectively. A higher packet arrival rate
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a higher packet error rate, and in turn a higher end-to-end
latency, over a single-hop path compared to a two-hop path to
the hub.
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on the one hand brings about a lower packet inter-arrival time, _

but on the other hand increases the service time, throudh i b ("0 BRI S IO R RS B e TG igorihm
heightening the utilization factor of sensor nodes, and 3 delay constrain increases for moving and stationary WBAN scenarios
turn the probability of collision. Note that the former has &L = 800bits, = = 1 pkt/s)

debilitating effect on the delay, while the latter amplifies it. For

very small packet arrival rates, the packet inter-arrival time has5) Effects of Delay ConstrainfFig.[I3 illustrates the effects

the dominant effect on the delay. Therefore when the packdtdelay constraint on the Nash topology of the WBAN as well
arrival rate increases, the end-to-end delay declines up to saasehe number of algorithm iterations till convergence starting
point, after which the delay starts to steadily increase. Agaivith the star topology. As the delay constraint increases, more
the MTFG exhibits more end-to-end latency than the other twmdes consider multi-hop transmission to enhance their SOP
approaches, and the average end-to-end delay for the moyiegformance. Note that the delay constraint, in effect, bounds
WBAN with more number of hops is higher compared to thahe maximum number of connections a node can accept in
for the stationary case. In Fif.J11, note that the end-to-etite uplink. That is because as the number of descendants of
delay for nodeRArm resulting from 2TBC and ST approaches node increases, both the expected value and variance of
is higher than for MTFG regardless of the packet arrival ratthe packet inter-arrival time for the node rise (see Eg. (7)),
This is because packets transmitted fr&Arm experience leading to a higher delay at the node (Hg.](20)) and, in turn,
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