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Identity-Based Distributed Provable Data Possession
in Multi-Cloud Storage

Abstract—Remote data integrity checking is of crucial impor-
tance in cloud storage. It can make the clients verify whether
their outsourced data is kept intact without downloading the
whole data. In some application scenarios, the clients haveto
store their data on multi-cloud servers. At the same time, the
integrity checking protocol must be efficient in order to save
the verifier’s cost. From the two points, we propose a novel
remote data integrity checking model: ID-DPDP (identity-based
distributed provable data possession) in multi-cloud storage. The
formal system model and security model are given. Based on
the bilinear pairings, a concrete ID-DPDP protocol is designed.
The proposed ID-DPDP protocol is provably secure under the
hardness assumption of the standard CDH (computational Diffie-
Hellman) problem. In addition to the structural advantage of
elimination of certificate management, our ID-DPDP protocol is
also efficient and flexible. Based on the client’s authorization,
the proposed ID-DPDP protocol can realize private verification,
delegated verification and public verification.

Index Terms—Cloud computing, Provable data possession,
Identity-based cryptography, Distributed computing, Bilinear
pairings

I. I NTRODUCTION

Over the last years, cloud computing has become an impor-
tant theme in the computer field. Essentially, it takes the infor-
mation processing as a service, such as storage, computing.It
relieves of the burden for storage management, universal data
access with independent geographical locations. At the same
time, it avoids of capital expenditure on hardware, software,
and personnel maintenances, etc. Thus, cloud computing at-
tracts more intention from the enterprise.

The foundations of cloud computing lie in the outsourcing
of computing tasks to the third party. It entails the security
risks in terms of confidentiality, integrity and availability of
data and service. The issue to convince the cloud clients that
their data are kept intact is especially vital since the clients do
not store these data locally. Remote data integrity checking
is a primitive to address this issue. For the general case,
when the client stores his data on multi-cloud servers, the
distributed storage and integrity checking are indispensable.
On the other hand, the integrity checking protocol must be
efficient in order to make it suitable for capacity-limited end
devices. Thus, based on distributed computation, we will study
distributed remote data integrity checking model and present
the corresponding concrete protocol in multi-cloud storage.

A. Motivation

We consider an ocean information service corporationCor
in the cloud computing environment.Cor can provide the fol-
lowing services: ocean measurement data, ocean environment
monitoring data, hydrological data, marine biological data,
GIS information, etc. Besides of the above services,Cor has

also some private information and some public information,
such as the corporation’s advertisement.Cor will store these
different ocean data on multiple cloud servers. Different cloud
service providers have different reputation and charging stan-
dard. Of course, these cloud service providers need different
charges according to the different security-levels. Usually,
more secure and more expensive. Thus,Cor will select
different cloud service providers to store its different data.
For some sensitive ocean data, it will copy these data many
times and store these copies on different cloud servers. For
the private data, it will store them on the private cloud server.
For the public advertisement data, it will store them on the
cheap public cloud server. At last,Cor stores its whole data
on the different cloud servers according to their importance
and sensitivity. Of course, the storage selection will take
account into theCor’s profits and losses. Thus, the distributed
cloud storage is indispensable. In multi-cloud environment,
distributed provable data possession is an important element
to secure the remote data.

In PKI (public key infrastructure), provable data posses-
sion protocol needs public key certificate distribution and
management. It will incur considerable overheads since the
verifier will check the certificate when it checks the remote
data integrity. In addition to the heavy certificate verification,
the system also suffers from the other complicated certifi-
cates management such as certificates generation, delivery,
revocation, renewals, etc. In cloud computing, most verifiers
only have low computation capacity. Identity-based public
key cryptography can eliminate the complicated certificate
management. In order to increase the efficiency, identity-based
provable data possession is more attractive. Thus, it will be
very meaningful to study the ID-DPDP.

B. Related work

In cloud computing, remote data integrity checking is an im-
portant security problem. The clients’ massive data is outside
his control. The malicious cloud server may corrupt the clients’
data in order to gain more benefits. Many researchers proposed
the corresponding system model and security model. In 2007,
provable data possession (PDP) paradigm was proposed by
Atenieseet al. [1]. In the PDP model, the verifier can check
remote data integrity with a high probability. Based on the
RSA, they designed two provably secure PDP schemes. After
that, Atenieseet al. proposed dynamic PDP model and con-
crete scheme [2] although it does not support insert operation.
In order to support the insert operation, in 2009, Erwayet al.
proposed a full-dynamic PDP scheme based on the authenti-
cated flip table [3]. The similar work has also been done by F.
Sebéet al. [4]. PDP allows a verifier to verify the remote data
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integrity without retrieving or downloading the whole data. It
is a probabilistic proof of possession by sampling random set
of blocks from the server, which drastically reduces I/O costs.
The verifier only maintains small metadata to perform the
integrity checking. PDP is an interesting remote data integrity
checking model. In 2012, Wang proposed the security model
and concrete scheme of proxy PDP in public clouds [5]. At
the same time, Zhuet al. proposed the cooperative PDP in the
multi-cloud storage [6].

Following Atenieseet al.’s pioneering work, many remote
data integrity checking models and protocols have been pro-
posed [7], [8], [9], [10], [11], [12]. In 2008, Shacham
presented the first proof of retrievability (POR) scheme with
provable security [13]. In POR, the verifier can check the
remote data integrity and retrieve the remote data at any time.
The state of the art can be found in [14], [15], [16], [17]. On
some cases, the client may delegate the remote data integrity
checking task to the third party. It results in the third party
auditing in cloud computing [18], [19], [20], [21]. One of
benefits of cloud storage is to enable universal data access with
independent geographical locations. This implies that theend
devices may be mobile and limited in computation and storage.
Efficient integrity checking protocols are more suitable for
cloud clients equipped with mobile end devices.

C. Contributions

In identity-based public key cryptography, this paper fo-
cuses on distributed provable data possession in multi-cloud
storage. The protocol can be made efficient by eliminating
the certificate management. We propose the new remote data
integrity checking model: ID-DPDP. The system model and
security model are formally proposed. Then, based on the
bilinear pairings, the concrete ID-DPDP protocol is designed.
In the random oracle model, our ID-DPDP protocol is provably
secure. On the other hand, our protocol is more flexible besides
the high efficiency. Based on the client’s authorization, the
proposed ID-DPDP protocol can realize private verification,
delegated verification and public verification.

D. Paper Organization

The rest of the paper is organized as follows. Section II
formalizes the ID-DPDP model. Section III presents our ID-
DPDP protocol with a detailed performance analysis. Sec-
tion IV evaluates the security of the proposed ID-DPDP
protocol. Finally, Section V concludes the paper.

II. SYSTEM MODEL AND SECURITY MODEL OFID-DPDP

The ID-DPDP system model and security definition are
presented in this section. An ID-DPDP protocol comprises
four different entities which are illustrated in Figure 1. We
describe them below:

1) Client: an entity, which has massive data to be stored
on the multi-cloud for maintenance and computation,
can be either individual consumer or corporation.

2) CS (Cloud Server): an entity, which is managed by
cloud service provider, has significant storage space and
computation resource to maintain the clients’ data.

Fig. 1. The System Model of ID-DPDP

3) Combiner: an entity, which receives the storage request
and distributes the block-tag pairs to the corresponding
cloud servers. When receiving the challenge, it splits
the challenge and distributes them to the different cloud
servers. When receiving the responses from the cloud
servers, it combines them and sends the combined
response to the verifier.

4) PKG (Private Key Generator): an entity, when receiving
the identity, it outputs the corresponding private key.

First, we give the definition of interactive proof system. It
will be used in the definition of ID-DPDP. Then, we present
the definition and security model of ID-DPDP protocol.

Definition 1 (Interactive Proof System):[22] Let c, s :
N → R be functions satisfyingc(n) > s(n) + 1

p(n) for
some polynomialp(·). An interactive pair(P, V ) is called a
interactive proof system for the languageL, with completeness
boundc(·) and soundness bounds(·), if

1) Completeness: for everyx ∈ L, Pr[< P, V > (x) =
1] ≥ c(|x|).

2) Soundness: for everyx 6∈ L and every interactive
machineB, Pr[< B, V > (x) = 1] ≤ s(|x|).

Interactive proof system is used in the definition of ID-
DPDP, i.e., Definition 2.

Definition 2 (ID-DPDP): An ID-DPDP protocol is a col-
lection of three algorithms (Setup, Extract, TagGen) and an
interactive proof system (Proof). They are described in detail
below.

1) Setup(1k): Input the security parameterk, it outputs the
system public parametersparams, the master public key
mpkand the master secret keymsk.

2) Extract(1k, params, mpk, msk, ID): Input the public
parametersparams, the master public keympk, the
master secret keymsk, and the identityID of a client,
it outputs the private keyskID that corresponds to the
client with the identityID.

3) TagGen(skID, Fi,P): Input the private keyskID, the
block Fi and a set ofCS P = {CSj}, it outputs the
tuple{φi, (Fi, Ti)}, whereφi denotes thei-th record of
metadata,(Fi, Ti) denotes thei-th block-tag pair. Denote
all the metadata{φi} asφ.
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4) Proof(P , C(Combiner), V (V erifier)): is a protocol
among P , C and V . At the end of the interactive
protocol,V outputs a bit{0|1} denoting false or true.

Besides of the high efficiency based on the communication
and computation overheads, a practical ID-DPDP protocol
must satisfy the following security requirements:

1) The verifier can perform the ID-DPDP protocol without
the local copy of the file(s) to be checked.

2) If some challenged block-tag pairs are modified or lost,
the response can not pass the ID-DPDP protocol even if
P andC collude.

To capture the above security requirements, we define the
security of an ID-DPDP protocol as follows.

Definition 3 (Unforgeability):An ID-DPDP protocol is un-
forgeable if for any (probabilistic polynomial) adversaryA
(malicious CS and combiner) the probability thatA wins the
ID-DPDP game on a set of file blocks is negligible. The ID-
DPDP game between the adversaryA and the challengerC
can be described as follows:

1) Setup: The challengerC runs Setup(1k) and gets
(params, mpk, msk). It sends the public parameters
and master public key(params, mpk) to A while it
keeps confidential the master secret keymsk.

2) First-Phase Queries: The adversaryA adaptively makes
Extract, Hash, TagGen queries to the challengerC as
follows:

• Extract queries. The adversaryA queries the
private key of the identity ID. By running
Extract(params, mpk, msk, ID), the challengerC
gets the private keyskID and forwards it toA.
Let S1 denote the extracted identity set in the first-
phase.

• Hash queries. The adversaryA querieshashfunc-
tion adaptively.C responds thehashvalues toA.

• TagGen queries. The adversaryA makes block-tag
pair queries adaptively. For a block tag queryFi, the
challenger calculates the tagTi and sends it back to
the adversary. Let(Fi, Ti) be the queried block-tag
pair for index i ∈ I1, whereI1 is a set of indices
that the corresponding block tags have been queried
in the first-phase.

3) Challenge:C generates a challengechal which defines
a ordered collection{ID∗, i1, i2, · · · , ic}, whereID∗ 6∈
S1, {i1, i2, · · · , ic} * I1, and c is a positive integer.
The adversary is required to provide the data possession
proof for the blocksFi1 , · · · , Fic

.
4) Second-Phase Queries: Similar to the First-Phase

Queries. Let theExtract query identity set beS2 and
the TagGen query index set beI2. The restriction is
that {i1, i2, · · · , ic} * (I1 ∪ I2) andID∗ 6∈ (S1 ∪ S2).

5) Forge: The adversaryA responsesθ for the challenge
chal.

We say that the adversaryA wins the ID-DPDP game if the
responseθ can passC’s verification.

Definition 3 states that, for the challenged blocks, the
maliciousCSor C cannot produce a proof of data possession
if the blocks have been modified or deleted. On the other hand,

TABLE I
NOTATIONS AND DESCRIPTIONS

Notations Descriptions
G1 Cyclic multiplicative group with orderq
G2 Cyclic multiplicative group with orderq
Z∗

q {1, 2, · · · , q − 1}
g A generator ofG1

d A generator ofG2

H,h, h1 Three cryptographic hash functions
f Pseudo-random function
π Pseudo-random permutation

(x, Y ) Master secret/public key pair
(ID, skID) Client’s identity-private key pair

(R,σ) Client’s private key,skID = (R,σ)
n The block number
s The sector number

F = (F1, · · · , Fn) The stored fileF is split into n blocks
Fi = (F̃i1, · · · , F̃is) The blockFi is split into s blocks

Fij Fij = h1(F̃ij)
CS Cloud server
n̂ The cloud server number
li The index of the CS which stores

the i-th block-tag pair
CSli The CS which stores thei-th block
P = The CS set

{CSi, 1 ≤ l ≤ n̂}
Tcl The client’s table

which lists the storage metadata
To The combiner’s table

u = {u1, · · · , us} The parameters picked by the client
φi = The record wherei denotes thei-th

(i, u, Ni, CSli) block, Ni denotes the blockFi’s name
(Fi, Ti) The i-th block-tag pair

C The combiner
V The verifier
vi The permutated indexvi = πk1(i) of i

θi = (F̂ (i), T (i)), CSi’s response to
whereF̂ (i) = the combinerC

(F̂
(i)
1 , · · · , F̂

(i)
s )

θ = (F̂ , T ), The combiner’s response to
whereF̂ = the verifierV

(F̂1, F̂2, · · · , F̂s)

the definition does not state clearly the status of the blocksthat
are not challenged. In practice, a secure ID-DPDP protocol
also needs to convince the client that all of his outsourced data
is kept intact with a high probability. We give the following
security definition.

Definition 4 ((ρ, δ) security): An ID-DPDP protocol is
(ρ, δ) secure if the CS corruptedρ fraction of the whole blocks,
the probability that the corrupted blocks are detected is atleast
δ.

The notations throughout this paper are listed in Table I.

III. T HE PROPOSEDID-DPDP PROTOCOL

In this section, we present an efficient ID-DPDP protocol. It
is built from bilinear pairings which will be briefly reviewed
below.
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A. Bilinear pairings

Let G1 andG2 be two cyclic multiplicative groups with the
same prime orderq. Let e : G1 × G1 → G2 be a bilinear
map [25] which satisfies the following properties:

1) Bilinearity: ∀g1, g2, g3 ∈ G1 anda, b ∈ Zq,

e(g1, g2g3) = e(g2g3, g1) = e(g2, g1)e(g3, g1)
e(g1

a, g2
b) = e(g1, g2)

ab

2) Non-degeneracy:∃g4, g5 ∈ G1 such thate(g4, g5) 6=
1G2 .

3) Computability:∀g6, g7 ∈ G1, there is an efficient algo-
rithm to calculatee(g6, g7).

Such a bilinear mape can be constructed by the modified
Weil [23] or Tate pairings [24] on elliptic curves. Our ID-
DPDP scheme relies on the hardness of CDH (Computational
Diffie-Hellman) problem and the easiness of DDH (Decisional
Diffie-Hellman) problem. They are defined below.

Definition 5 (CDH Problem onG1): Let g be the generator
of G1. Given g, ga, gb ∈ G1 for randomly chosena, b ∈ Zq,
calculategab ∈ G1.

Definition 6 (DDH Problem onG1): Let g be the generator
of G1. Given (g, ga, gb, ĝ) ∈ G4

1 for randomly chosena, b ∈

Z∗
q , decide whethergab ?

= ĝ.
In the paper, the chosen groupG1 satisfies that CDH

problem is difficult but DDH problem is easy. The DDH
problem can be solved by making use of the bilinear pairings.
Thus, (G1,G2) are also defined as GDH (Gap Diffie-Hellman)
groups.

B. The Concrete ID-DPDP Protocol

This protocol comprises four procedures:Setup, Extract,
TagGen, and Proof. Its architecture can be depicted in
Figure 2. The figure can be described as follows: 1. In the
phaseExtract, PKG creates the private key for the client.
2. The client creates the block-tag pair and uploads it to
combiner. The combiner distributes the block-tag pairs to the
different cloud servers according to the storage metadata.3.
The verifier sends the challenge to combiner and the combiner
distributes the challenge query to the corresponding cloud
servers according to the storage metadata. 4. The cloud servers
respond the challenge and the combiner aggregates these
responses from the cloud servers. The combiner sends the
aggregated response to the verifier. Finally, the verifier checks
whether the aggregated response is valid.

The concrete ID-DPDP construction mainly comes from the
signature, provable data possession and distributed computing.
The signature relates the client’s identity with his private key.
Distributed computing is used to store the client’s data on
multi-cloud servers. At the same time, distributed computing
is also used to combine the multi-cloud servers’ responses to
respond the verifier’s challenge. Based on the provable data
possession protocol [13], the ID-DPDP protocol is constructed
by making use of the signature and distributed computing.

Without loss of generality, let the number of stored
blocks ben. For different blockFi, the corresponding tuple
(Ni, CSli , i) is also different.Fi denotes thei-th block.
DenoteNi as the name ofFi. Fi is stored inCSli where

Fig. 2. Architecture of our ID-DPDP protocol

li is the index of the corresponding CS.(Ni, CSli , i) will be
used to generate the tag for the blockFi. The algorithms can
be described in detail below.

• Setup: Let g be a generator of the groupG1 with
the order q. Define the following cryptographic hash
functions:

H : {0, 1}∗ → Z∗
q

h : {0, 1}∗ ×Z∗
q → G1

h1 : {0, 1}∗ → Z∗
q

Let f be a pseudo-random function andπ be a pseudo-
random permutation. They can be described in detail
below:

f : Z∗
q × {1, 2, · · · , n} → Z∗

q

π : Z∗
q × {1, 2, · · · , n} → {1, 2, · · · , n}

PKG picks a random numberx ∈ Z∗
q and calculatesY =

gx. The parameters{G1,G2, e, q, g, Y, H, h, h1, f, π} are
made public. PKG keeps the master secret keyx confi-
dential.

• Extract: Input the identityID, PKG picksr ∈ Z∗
q and

calculates

R = gr, σ = r + xH(ID, R) mod q

PKG sends the private keyskID = (R, σ) to the client by
the secure channel. The client can verify the correctness
of the received private key by checking whether the
following equation holds.

gσ ?
= RY H(ID,R) (1)

If the formula (1) holds, the clientID accepts the private
key; otherwise, the clientID rejects it.

• TagGen(skID, F,P): Split the whole file F into n
blocks, i.e., F = (F1, F2, · · · , Fn). The client prepares
to store the blockFi in the cloud server CSli . Then, for
1 ≤ i ≤ n, each blockFi is split intos sectors,i.e., Fi =
{F̃i1, F̃i2, · · · , F̃is}. Thus, the client getsn × s sectors
{F̃ij}i∈[1,n],j∈[1,s]. Pickss randomu1, u2, · · · , us ∈ G1.
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Denoteu = {u1, u2, · · · , us}. ForFi, the client performs
the procedures below:

1) The client calculatesFij = h1(F̃ij) for every sector
F̃ij , 1 ≤ j ≤ s.

2) The client calculates

Ti = (h(Ni, CSli , i)

s∏

j=1

u
Fij

j )σ

3) The client adds the recordφi = (i, u, Ni, CSli) to
the tableTcl. It storesTcl locally.

4) The client sends the metadata tableTcl to the
combiner. The combiner adds the records ofTcl to
its own metadata tableTo.

5) The client outputsTi and stores(Fi, Ti) in CSli .

• Proof (P , C, V): This is a 5-move protocol among
P = {CSi}i∈[1,n̂]), C, and V with the input (public
parameters, Tcl). If the client delegates the verification
task to some verifier, it sends the metadata tableTcl to the
verifier. Of course, the verifier may be the third auditor or
the client’s proxy. The interaction protocol can be given
in detail below.

1) Challenge 1 (C← V): the verifier picks the chal-
lengechal = (c, k1, k2) where1 ≤ c ≤ n, k1, k2 ∈
Z∗

q and sendschal to the combinerC;
2) Challenge 2 (P ← C): the combiner calculatesvi =

πk1(i), 1 ≤ i ≤ c and looks up the tableTo to get
the records that correspond to{v1, v2, · · · , vc} =
M1

⋃
M1

⋃
· · ·

⋃
Mn̂. Mi denotes the index set

where the corresponding block-tag pair is stored in
CSi. Then,C sends(Mi, k2) to CSi ∈ P .

3) Response1 (P → C): For CSi ∈ P , it performs the
procedures below:

a) For vl ∈ Mi, CSi splits Fvl
into s sectors

Fvl
= {F̃vl1, F̃vl2, · · · , F̃vls} and calculates

Fvlj = h1(F̃vlj) for 1 ≤ j ≤ s.
(Note: Fvlj = h1(F̃vlj) can also be pre-
computed and stored by CS)

b) CSi calculatesal = fk2(l), vl ∈Mi and

T (i) =
∏

vl∈Mi

Tvl

al

c) For 1 ≤ j ≤ s, CSi calculates

F̂
(i)
j =

∑

vl∈Mi

alFvlj

DenoteF̂ (i) = (F̂
(i)
1 , · · · , F̂

(i)
s ).

d) CSi sendsθi = (F̂ (i), T (i)) to C.

4) Response2 (C→ V): After receiving all the re-
sponses from CSi ∈ P , the combiner aggregates
{θi}CSi∈P into the final response as

T =
∏

CSi

T (i), F̂l =
∑

CSi

F̂
(i)
l

DenoteF̂ = (F̂1, F̂2, · · · , F̂s). The combiner sends
θ = (F̂ , T ) to the verifierV .

5) After receiving the responseθ = (F̂ , T ), the verifier
calculates

vi = πk1 (i)

hi = h(Nvi
, CSlvi

, vi)

ai = fk2(i)

Then, it verifies whether the following formula
holds.

e(T, g)
?
=e(

c∏

i=1

hai

i

s∏

j=1

u
F̂j

j , RY H(ID,R)) (2)

If the formula (2) holds, then the verifier outputs
“success”. Otherwise, the verifier outputs “failure”.

Notes: In Proof(P , C, V), the verifier picks the challenge
chal = (c, k1, k2) where k1, k2 are randomly chosen from
Z∗

q . Based on the challengechal, the combiner determines
the challenged block index set as{v1, v2, · · · , vc} where
vi = πk1(i), 1 ≤ i ≤ c. Sinceπk1 (·) is a pseudo-random
permutation determined by the randomk1, the challengedc
block-tag pairs come from the random selection of then stored
block-tag pairs.

Correctness: An ID-DPDP protocol must be workable and
correct. That is, if the PKG,C, V andP are honest and follow
the specified procedures, the responseθ can passV ’s checking.
The correctness follows from below:

e(T, g)
= e(

∏
CSi

T (i), g)

= e(
∏

CSi

∏
vl∈Mi

T
fk2

(l)
vl

, g)

= e(
∏

CSi

∏
vl∈Mi

(hal

l

∏s
j=1 u

alFvlj

j ), gσ)

= e((
∏c

i=1 hai

i )
∏s

j=1 u
F̂j

j , RY H(ID,R))

C. Performance analysis

First, we analyze the performance of our proposed ID-DPDP
protocol from the computation and communication overhead.
We compare our ID-DPDP protocol with the other up-to-
date PDP protocols. On the other hand, our protocol does not
suffer from resource-consuming certificate management which
is require by the other existing protocols. Second, we analyze
our proposed ID-DPDP protocol’s properties of flexibility and
verification. Third, we give the prototypal implementationof
the proposed ID-DPDP protocol.

Computation: Suppose there aren message blocks which
will be stored inn̂ cloud servers. The block’s sector number
is s. The challenged block number isc. We will consider the
computation overhead in the different phases. On the group
G1, bilinear pairings, exponentiation, multiplication, andthe
hash functionh1 (the input may be large data, such as, 1G
byte) contribute most computation cost. Compared with them,
the hash functionh, the operations onZq andG2 are faster,
the hash functionH can be done once for all. Thus, we do not
consider the hash functionsh andH , the operations onZq and
G2. On the client, the computation cost mainly comes from the
procedures ofTagGen andV erification (i.e., the phase 5 in
the protocolProof(P , C, V)). In the phaseTagGen, the client
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TABLE II
COMPARISON OF COMPUTATION COST

Protocols TagGen Verify P+C Cert. Verify
Zhu [6] (s+n(s+2))Cexp+nsCmul 3Ce+(c+s)Cexp+(c+s-2)Cmul n̂sCe+(3n̂+c+2)Cexp Yes

+(2n̂+c-1)Cmul

Zhu [21] (s+2n)Cexp+nCmul 3Ce+(c+s)Cexp+(c+s-2)Cmul cCexp+(c-1)Cmul Yes
Barsoum [30] n(s+1)Cexp+nsCmul 2Ce+(c+s+1)Cexp+(c+s-1)Cmul cCexp+(c-1)Cmul Yes
Our ID-DPDP n(s+1)Cexp+nsCmul+nsCh1 2Ce+(c+s+1)Cexp+(c+s)Cmul cCexp+(c-1)Cmul+csCh1 No

Notes: For the same file,h1 can be used to generate less block-tag pairs which incur lesscomputation cost.

performsn(s+1) exponentiation,ns multiplication onG1, ns
hash functionh1 andn hash functionh. At the same time, for
every file, the corresponding recordφi is stored by the client
andC. These stored metadata is small. In the phaseProof, in
order to respond the challengechal = (c, k1, k2) and generate
the responseθ, P and the combinerC performc exponentia-
tion, c−1 multiplication on the groupG1 andcs hash function
h1. In the verification of the responseθ, V performsc+ s+1
exponentiation, 2 pairings,c+s multiplication on the groupG1

andc hash functionh. The exponentiation and multiplication
operations are more efficient than pairing [26]. Based on the
test presented in [27], [28], [29], a Tate pairing operation
consumes about 10 ms on a platform with PIII 3.0 GHz, 30
ms on a platform with Pentium D 3.0 GHz and 170 ms on
an iMote2 sensor working at 416 MHz. On the other hand,
in 2012, Zhu et al. proposed the cooperative provable data
possession for integrity in multicloud storage [6]. Almostat
the same time, Zhu et al. proposed the dynamic audit services
for outsourced storages in clouds [21]. In 2012, Barsoum et al.
proposed a provable multi-copy data possession protocol [30].
These three PDP protocols are designed in the PKI. Thus, the
certification verification is necessary when these three PDP
protocols are performed. Compared with them, our proposed
ID-DPDP scheme is more efficient in the computation cost.
The computation comparison can be summarized in Table II.
In Table II, Cexp denotes the time cost of exponentiation on
the groupG1; Cmul denotes the time cost of multiplication
on the groupG1; Ce denotes the time cost of bilinear pairing;
Ch1 denotes the time cost of the hash functionh1. In other
schemes, the sector must be inZq. Our scheme only requires
the hash functionh1’s value lies inZq. Thus, the hash function
h1 can be used to generate less block-tag pairs for the same
file. Less block-tag pairs only incur less computation cost.It
shows that our protocol can be implemented in mobile devices
which have limited computation power.

Communication: National Bureau of Standards and ANSI
X9 have determined the shortest key length requirements: RSA
and DSA is 1024 bits, ECC is 160 bits [31]. Based on the
requirements, we give our ID-DPDP protocol’s communication
overhead. In the phaseProof, the communication overhead
mainly comes from the challengechal and response. The
block-tag pairs are uploaded once and for all. After that,
the phaseProof will be performed periodically. Thus, the
communication overheads mainly come from the ID-DPDP
queries and responses. Suppose there aren message blocks are
stored in the CS.G1 andG2 have the same orderq. In ID-DPDP
query, the verifier sends the challengechal = (c, k1, k2) to
combiner,i.e., the communication overhead islog2 n+2 log2 q.

TABLE III
COMPARISON OF COMMUNICATION COST(BITS)

Protocols Chal Response ID-Based
Zhu[6] c(log2 n+ log2 q) 1G1+1G2+slog2 q No
Zhu[21] c(log2 n + log2 q) 1G1++slog2 q No
Barsoum log2 n+2log2 q 1G1+nslog2 q No

[30]
Our log2 n+2log2 q 1G1+slog2 q Yes

ID-DPDP

In the response, the combiner responds 1 element inG1 and
s elements inZ∗

q to the verifier. On the other hand, Zhu et
al. [6], Zhu et al. [21] and Barsoum et al. [30] proposed three
different provable data possession scheme. Compared with
these three schemes, our ID-DPDP scheme is more efficient
in the communication cost. The communication comparison
can be summarized in Table III. In Table III, 1G1 denotes one
element ofG1 and 1G2 denotes one element ofG2, .

Flexibility: In the ID-DPDP protocol, one block is split into
s sectors. Then, the hash functionh1 will be used on these
sectors. These hash values are shorter than the orderq of G1.
Denotek = log2 q. Let h1 be h1 : {0, 1}k̃ → {0, 1}k. This
property makes our ID-DPDP protocol more flexible between
storage overhead and computation overhead. For example, for
the file F , the client divides it inton blocks which will be
split into s sectors. The hash functionh1 will be used on
these sectors. Thus,̃ks = |F |

n
. In order to save the storage

space, the client will divideF into less blocks because every
block corresponds to one block-tag pair. Thus,s = |F |

nk̃
will

increase whenn decreases. The picked public parameters
uj, 1 ≤ j ≤ s will become more. These parameters will
incur more computation cost with less storage cost. And vice
versa. Whens decreases,n increases. The computation cost
will decrease along with the storage cost increases. Thus, our
ID-DPDP protocol has the flexibility to adjust the computation
cost and storage cost.

Private verification, delegated verification and public veri-
fication: Our proposed ID-DPDP protocol satisfies the private
verification and public verification. In the verification proce-
dure, the metadata in the tableTcl and R are indispensable.
Thus, it can only be verified by the client who hasTcl andR
i.e., it has the property of private verification. On some cases,
the client has no ability to check its remote data integrity,for
example, he takes part in the battle in the war. Thus, it will
delegate the third party to perform the ID-DPDP protocol.
The third party may be the third auditor or the proxy or other
entities. The client will sendTcl andR to the consignee. The
consignee can perform the ID-DPDP protocol. Thus, it has the
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property of delegated verification. On the other hand, if the
client makesTcl and R public, every entity can perform the
ID-DPDP protocol by himself. Thus, it has also the property
of public verification.

Notes: In the verification, the verifier must haveTcl and
R. Tcl stores the metadata which has no any information on
the private key(R, σ). On the other hand, even ifR is made
public, the private keyσ still keeps secret. The private key
extraction processExtract is actually a modified ElGamal
signature scheme which is existentially unforgeable. For the
identity ID, the corresponding private key(R, σ) is a signature
on ID. Since it is existentially unforgeable, the private key σ
still keeps secret even ifR is made public. Thus, the client
can generate the tags for different files with the same private
key σ even if it makesTcl andR public.
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Simulation: In order to study its prototypal implementation,
we have simulated the proposed ID-DPDP protocol by using C
programming language with GMP Library (GMP-5.0.5) [33],
Miracl Library [34] and PBC Library (pbc-0.5.13) [35]. In
the simulation, CS works on an ASUS S56C Laptop with the
following settings:

• CPU: Intel Core i7-3517U @ 1.90GHz
• Physical Memory: 4GB DDR3 1600MHz
• OS: Ubuntu 13.04 Linux 3.8.0-19-generic SMP i686

The client works on an PC Laptop with the following settings:

• CPU: CPU I PDC E6700 3.2GHz
• Physical Memory: DDR3 2G
• OS: Ubuntu 11.10 over VMware-workstation-full-8.0.0

In the simulation, we choose an elliptic curve with 160-bit
group order, which provides a competitive security level with
1024-bit RSA. The certification verification scheme comes
from the IEEE P1363 (Hybrid Schemes) [36].

In order to describe our ID-DPDP protocol’s computa-
tion performance, we compare our ID-DPDP with Zhu’s
scheme [6]. Figure 3 depicts the comparison on computation
cost for TagGen based on the sector number s=20. X-label
denotes the block numbern and Y-label denotes the time cost
(second) in order to generaten tags. It is easily observed that
our ID-DPDP protocol becomes more efficient along with the
block numbern increases. Figure 4 depicts the comparison
on computation cost for Verify based on the same sector
number s=20. X-label denotes the challenged block number
c and Y-label denotes the time cost (second) in order to
verify the response. Figure 5 depicts the comparison on CS
computation cost for response based on the sector number
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Fig. 5. Comparison on computation cost for CS’s response based on s=20,
n̂ = 10

s=20 and the CS number bên = 10, i.e., |P| = n̂. X-label
denotes the challenged block numberc and Y-label denotes
the time cost (second) in order to create the response. They
also show that our ID-DPDP scheme is more efficient than
Zhu’s scheme [6]. Then, we describe our ID-DPDP protocol’s
communication performance by comparing our ID-DPDP with
Zhu’s scheme [6]. Figure 6 depicts the comparison on com-
munication cost for challenge based on the challenged block
number c=10. X-label denotes the whole block numbern and
Y-label denotes the communication cost (bit) of challenge.
Figure 7 depicts the comparison on communication cost for
response. X-label denotes the sector numbers and Y-label
denotes the communication cost (bit) of response from the
combiner. From Figures 6 and Figure 7, our ID-DPDP has
shorter communication length.

In order to show the feasibility of our proposed scheme in
concrete terms, we assume that the client will store 50 Tbyte
data to CS. The orderq of G1 andG2 is 160 bit. We take use of
the hash functionh which comes from the reference [37]. Let
the hash functionsh1 beSHA−1 which maps 1G byte to 160
bit. Let the hash functionH be alsoSHA− 1. Let the sector
numbers be 1. Thus, 50 Tbyte data can be split into50∗1024
blocks. The elliptic curveG1 is the Type A whose order is
160bit and point size is 128 byte [35]. In the phaseTagGen,
the whole computation cost is50∗1024∗(2Cexp+Cmul+Ch+
Ch1). Based on the 100 simulation, the average computation
cost is 17.5535 hours. Now, there are 50*1024=101200 blocks
are stored in CS. Suppose there are 1000 block-tag pairs are
corrupted. If 230 block-tag pairs are challenged, the corrupted
block-tag pairs can be detected with the probability at least
90% (Theorem 2). Thus, the challenge ischal = (230, k1, k2).
In the response, CS will performc = 230 exponentiation and
c − 1 = 229 multiplication on the groupG1 (We omit the
hash functionh1 since it can be pre-computed). The whole
time cost is 0.5s. In the verification, the client will perform 2
pairings,c+1 = 231 exponentiation,c+1 = 231 addition on
the groupG1 and 1 hash functionH . The whole time cost is
1.08s. On the other hand, we consider the communication cost.
For 50 Tbyte data, the whole block-tag pairs are50 ∗ 10244 +
50∗1024∗128 byte. The redundancy rate is1.2∗10−7. In the
local area network with the bandwidth1000Mb/s, in order to
upload these block-tag pairs, the time cost is 116.509 hours.
The challenge size islog2(101200) + 160 + 160 = 337 bit
and the response size is(1G + 128) ∗ 8 = 8.6 ∗ 109 bit. The
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whole time cost is 8.2s. From the computation technology and
communication technology, our proposed ID-DPDP scheme is
feasible.
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IV. SECURITY ANALYSIS

The security of our ID-DPDP protocol mainly consists of
the correctness and unforgeability. The property of correctness
has been shown in the subsection III-B. On the other hand, we
study the universal unforgeability. It means that the attacker
includes all the cloud serversP and the combinerC. If
our ID-DPDP protocol is universally unforgeable, it can also
prevent the collusion of malicious cloud serversP andC. Our
proof comprises two parts: single block-tag pair is universally
unforgeable; the response is universally unforgeable.

Definition 7: A forger A (t, ǫ, QH , Qh, Qh1 , QE, QT )-
breaks a single tag scheme if it runs in time at mostt; A
makes at mostQH queries to the hash functionH , at most
Qh queries to the hash functionh, at mostQh1 queries to
the hash functionh1, at mostQE queries to the extraction
oracleExtract, at mostQT queries to the tag oracleTagGen;
and the probability thatA forges a valid block-tag pair is as
leastǫ. A single tag scheme is(t, ǫ, QH , Qh, Qh1 , QE, QT )-
existentially unforgeable under an adaptive chosen-message
attack if no forger(t, ǫ, QH , Qh, Qh1 , QE , QT )-breaks it.

The following Lemma 1 shows that the single tag scheme
is secure.

Lemma 1:Let (G1,G2) be a (t′, ǫ′)-GDH group
pair of order q. Then the tag scheme on(G1,G2) is
(t, ǫ, QH , Qh, Qh1 , QE, QT )-secure against existential
forgery under an adaptive chosen-block attack (in the
random oracle model) for allt and ǫ satisfying ǫ′ ≥ 1

9 and

t′ ≤
23(QH+Qh)(t+O(QH)+O(QE)+O(Qh)+O(Qh1

)+O(QT ))

µδ(1−µ)QE (1−δ)QT ǫ
,

where 0 < µ, δ < 1. Based on the difficulty of the CDH
problem, our single tag scheme is secure.

Proof: Let the stored index-block pair set be{(1, F1),
(2, F2), · · · , (n, Fn)}. For 1 ≤ i ≤ n, each blockFi is split
into s sectors,i.e., Fi = {F̃i1, F̃i2, · · · , F̃is}. Then, the hash
functionh1 is used on these sectors,i.e., Fij = h1(F̃ij). Then,
we get the hash value set{Fij}. Let the selected identity set be
I = {ID1, ID2, · · · , IDñ}. We show how to construct at′-
algorithmB that solves CDH problem onG1 with probability
at leastǫ′. This will contradict the fact that (G1,G2) are GDH
group pair.

Algorithm B is given(g, ga, gb) ∈ G3
1 . Its goal is to output

gab ∈ G1. Algorithm B simulates the challenger and interacts
with forgerA as follows.

Setup. Algorithm B starts by setting the master public key
as Y = ga while a keeps unknown. It initializes the three
tables Tab1, Tab2 and Tab3. Then, it picks the two parameters
µ andδ from the interval(0, 1).

H-Oracle. At any time algorithmA can query the random
oracleH . To respond to these queries, algorithmB maintains
a list of tuples(IDj , Rj , Hj) as explained below. We refer
to this list as Tab1. WhenA queries the oracleH at the pair
(IDj , Rj), algorithmB responds as follows:

1) If (IDj , Rj , ∗) ∈ Tab1, then algorithmB retrieves
the tuple (IDj , Rj , Hj) and responds withHj , i.e.,
H(IDj , Rj) = Hj .

2) Otherwise,B picks a randomHj ∈ Zq. Then, it adds
the tuple(IDj , Rj , Hj) to Tab1 and responds toA by
settingH(IDj , Rj) = Hj .

Extract-Oracle. At any time algorithmA can query the
oracle Extract. To respond to these queries, algorithmB
maintains a list of tuples(ci, IDi, Ri, Hi, σi) as explained
below. We refer to this list as Tab2. WhenA queries the oracle
Extract at the identityIDi ∈ I, algorithm B picks a bit
ci ∈ {0, 1} according to the bivariate distribution function:
Pr[ci = 0] = µ, Pr[ci = 1] = 1−µ. Based onci, B responds
as follows:

1) If ci = 1, B independently picks the randomσi, Hi ∈
Zq and calculatesRi = gσi · Y −Hi .

a) If (IDi, Ri, ∗) 6∈ Tab1, then algorithmB adds
the tuple (IDi, Ri, Hi) to Tab1 and the tuple
(ci, IDi, Ri, Hi, σi) to Tab2.

b) If (IDi, Ri, ∗) ∈ Tab1, then algorithmB picks
the other randomσi, Hi ∈ Zq and calculates
Ri = gσi · Y −Hi until (IDi, Ri, ∗) 6∈ Tab1. Then,
algorithmB adds the tuple(IDi, Ri, Hi) to Tab1
and the tuple(ci, IDi, Ri, Hi, σi) to Tab2.

c) Finally, algorithmB responds with(Ri, σi).

2) If ci = 0, algorithmB independently picks a random
Ri ∈ G1 and calculatesHi = H(IDi, Ri) which
satisfies(IDi, Ri, ∗) 6∈Tab1 (otherwise, picks another
Ri and calculatesH(IDi, Ri)). Then,B adds the tuple
(IDi, Ri, Hi) to Tab1 and the tuple(ci, IDi, Ri, Hi, σi)
to Tab2, whereσi = ⊥. B fails.

h-Oracle. At any time algorithmA can query the random
oracleh. To respond to these queries, algorithmB maintains
a list of tuples(Ni, CSli , i, zi, bi, di) as explained below. We
refer to this list as Tab3. WhenA queries the oracleh at the
tuple (Ni, CSli , i), B responds as follows:

1) If (Ni, CSli , i, zi, bi, di) ∈ Tab3 and 1 ≤ i ≤ n,
then algorithmB responds withzi

∏s
j=1 u

−Fij

j , i.e.,

h(Ni, CSli , i) = zi

∏s
j=1 u

−Fij

j .
2) Otherwise, algorithmB picks a randombi ∈ Z

∗
q and

a random coindi ∈ {0, 1} according to the bivariate
distributionPr[di = 0] = δ, Pr[di = 1] = 1− δ.

a) If di = 1, algorithmB calculateszi = gbi . If di =
0, algorithmB calculateszi = (gb)bi .

b) Algorithm B adds the tuple(Ni, CSli , i, zi, bi, di)

to Tab3 and responds withzi

∏s
j=1 u

−Fij

j , i.e.,

h(Ni, CSli , i) = zi

∏s
j=1 u

−Fij

j .
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h1-Oracle. Upon receiving the querŷF , B takes a random
value fromZq and responds it toA. It is a real hash function.

TagGen-Oracle. Let(Ni, CSli , i, Fi) be a tag query issued
by A. Algorithm B responds to this query as follows:

1) Algorithm B runs the above algorithm for re-
sponding to h-queries to obtainh(Ni, CSli , i). Let
(Ni, CSli , i, zi, bi, ci) be the corresponding tuple in
Tab3. If di = 0, then algorithmB reports failure and
terminates.

2) If di = 1, define σi = (ga)bi . Observe thatTi =

(ga)bi = (gbi)a = (h(Ni, CSli , i)
∏s

j=1 u
Fij

j )a and
thereforeTi is a valid tag onFi under the public key
(ga, u1, · · · , us). Algorithm B givesTi to algorithmA.

Output. Eventually, on behalf of the clientID whose
private key is (R, σ), algorithm A produces a block-tag
pair (Fw , Tw) such that no tag query was issued for
(Nw, CSlw , w, Fw). If (Nw, CSlw , w, ∗) 6∈Tab3, B issues a
query itself forh(Nw, CSlw , w) to ensure that such a tuple
exists. We assumeTw is a valid tag onFw under the given
public key; if it is not,B reports failure and terminates. Next,
B finds the tuple(Nw, CSlw , j, zw, bw, dw) in Tab3. If dw = 1,
B reports failure and terminates. Otherwise,dw = 0, (Fw , Tw)
satisfies the following verification equation

e(Tw, g) = e(h(Nw, CSlw , w)
s∏

j=1

u
h1(Fwj)
j , RY H(ID,R))

This completes the description of algorithmB. It remains to
show thatB solves the given instance of the CDH problem
with a high probability.

Breaking CDH: Based on the oracle-replay
technique [32], B can get another block-tag pair
(Fw, T̂w) on the same blockFw by using different
hash functions ĥ and Ĥ . Then, we can get
e(T̂w, g) = e(ĥ(Nw, CSlw , w)

∏s
j=1 u

h1(Fwj)
j , RY H(ID,R)).

According to the simulation,B knows the corresponding
bw, b̂w that satisfy

h(Nw, CSlw , w) = (gb)bw

s∏

j=1

u
−h1(Fwj)
j

ĥ(Nw, CSlw , w) = (gb)b̂w

s∏

j=1

u
−h1(Fwj)
j

Thus, we can get

e(Tw, g) = e((gb)bw , RY H(ID,R))

e(T̂w, g) = e((gb)b̂w , RY Ĥ(ID,R))

e(TwT̂
−bw

b̂w
w , g) = e((gb)bw , Y H(ID,R)−Ĥ(ID,R))

Finally, we get

gab = (TwT̂
−bw

b̂w
w )

1
bw(H(ID,R)−Ĥ(ID,R))

Probability analysis. To evaluate the success probability for
algorithm B, we analyze the four events needed forB to
succeed:
E1: B does not abort as a result of any ofA’s Extract queries.

E2: B does not abort as a result of any ofA’s tag queries.
E3: A generates a valid block-tag forgery(Fw , Tw).
E4: EventE3, cw = 0 for the tuple containingFw in Tab2

anddw = 0 for the tuple containingFw in Tab3.
B succeeds if all of these events happen. The probability

Pr[E1 ∧ E2 ∧ E3 ∧ E4] decomposes as

Pr[E1 ∧ E2 ∧ E3 ∧ E4]
= Pr[E1] Pr[E2|E1] Pr[E3|E1, E2] Pr[E4|E1, E2, E3]
= (1− µ)QE · (1− δ)QT · ǫ · µ · δ

Thus, inB’s simulation environment,A can forge a valid
block-tag pair with probability

ǫ̂ ≥ P1ǫ = µδ(1− µ)QE (1− δ)QT ǫ

. Algorithm B’s running time is the same asA’s running time
plus the time which is taken to respond toQH H queries,
Qh h queries,Qh1 h1 queries,QE Extract queries and
QT tag queries. Hence, the total running time is at most
t̂ ≤ t + O(QH) + O(QE) + O(Qh) + O(Qh1) + O(QT ).
By taking use of the oracle replay technique [32],A can get
two different tags on the same block and randomness with the
probability ǫ′ ≥ 1

9 within the time t′ ≤ 23(QH + Qh)t̂ǫ̂−1,

i.e., t′ ≤
23(QH+Qh)(t+O(QH )+O(QE)+O(Qh)+O(Qh1

)+O(QT ))

µδ(1−µ)QE (1−δ)QT ǫ
.

After obtaining the two different tags on the same block and
randomness, algorithmB can break the CDH problem. It
contradicts the assumption that(G1,G2) is a GDH group pair.
This completes the proof.

Lemma 1 states that the untrusted CS has no ability to forge
the single tag. But, can the untrusted CS forge the aggregated
block-tag pair to cheat the verifier ? First, when all the stored
block-tag pairs are challenged, we study whether the untrusted
CS can aggregate the fake block-tag pairs to cheat the verifier.
It corresponds to Lemma 2. Second, when some stored block-
tag pairs are not challenged, we study whether the untrusted
CS can substitute the valid unchallenged block-tag pairs for the
modified block-tag pairs to cheat the verifier. It corresponds
to Lemma 3.

Lemma 2: If all the stored block-tag pairs are challenged
and some block-tag pairs are modified, the malicious CS
aggregates the fake block-tag pairs which are different from
the challenged block-tag pairs. The combined block-tag pair
(F̂ , T ) (i.e., response) only can pass the verification with
negligible probability.

Proof: We can use proof by contradiction to prove
Lemma 2. For the challengechal = (c, k1, k2), the following
parameters can be calculated

vi = πk1 (i), hi = h(Nvi
, CSlvi

, vi), ai = fk2(i)

Assume the combined block-tag pair(F̂ , T ) is forged and
it can pass the verification, wherêF = (F̂1, · · · , F̂s), i.e.,

e(T, g) = e(
∏c

i=1 hai

i

∏s
j=1 u

F̂j

j , RY H(ID,R))

= e(
∏c

i=1 hai

i

∏s
j=1 u

P

c
i=1 aiF̂vij

j , RY H(ID,R))

Then,
c∏

i=1

e(Tvi
, g)ai =

c∏

i=1

e(hi

s∏

j=1

u
F̂vij

j , RY H(ID,R))ai
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Let d be a generator ofG2. There existxi, yi ∈ Zq with the
following properties:

e(Tvi
, g) = dxi , e(hi

s∏

j=1

u
F̂vij

j , RY H(ID,R)) = dyi

We can get

d
P

c
i=1 aixi = d

P

c
i=1 aiyi

c∑

i=1

ai(xi − yi) = 0 (3)

Since the single tag is existentially unforgeable (Lemma 1),
there exist at least two different indicesi such thatxi 6= yi.
Suppose there exist̄s ≤ c index pairs(xi, yi) with the property
xi 6= yi. Then, there existqs̄−1 tuples(a1, a2, · · · , ac) which
satisfy the above equation (3). Since(a1, a2, · · · , ac) is a
random vector, the equation (3) holds only with the probability
less thanqs̄−1/qc ≤ qc−1/qc = q−1. It is negligible. Thus, if
some fake block-tag pairs are aggregated, the combined block-
tag pair(F̂ , T ) only can pass the verification with negligible
probability.

When some modified block-tag pairs are challenged and
some valid block-tag pairs are unchallenged, the maliciousCS
still can not cheat the verifier.

Lemma 3: If some challenged block-tag pairs are modified,
the malicious CS substitutes the other valid block-tag pairs
(which are not challenged) for the modified block-tag pairs
(which are challenged). The combined block-tag pair(F̂ , T )
(i.e., response) only can pass the verification with negligible
probability.

Proof: Define the modified block-tag pair index set asM
and the valid block-tag index set as̄M. Let the verifier’s chal-
lenge bechal = (c, k1, k2) and S = {πk1(1), · · · , πk1(c)}.
For the CS setP , suppose some challenged block-tag pairs
{(Fl, Tl), l ∈ S1 ⊆ S} are modified,i.e. S1 = S

⋂
M 6= Φ.

Φ denotes the empty set. The corresponding CSs (whose
modified block-tag pairs are challenged) substitute the other
valid block-tag pairs{(F

l̂
, T

l̂
), l̂ ∈ S2 ⊆ M̄} (which are not

challenged) for{(Fl, Tl), l ∈ S1} where |S1| = |S2|. By
making use of the forgedθi = (F̂ (i), T (i)), the combined
responseθ = (F̂ , T ) only can pass verification with negligible
probability.

If the challenged block-tag pairs(Fl, Tl), l ∈ S1 are modi-
fied, P substitutes the other valid block-tag pairs(F

l̂
, T

l̂
) for

them. For1 ≤ i ≤ c, the following parameters are calculated

ai = fk2(i), vi = πk1 (i), hi = h(Nvi
, CSlvi

, vi)

Based on the forgery process, we know the forged response
θ = (F̂ , T ) satisfies the formulas below

T =
∏

vi∈S
T

M̄ T ai
vi

∏
vi∈S2

T ai
vi

F̂j =
∑

vi∈S
T

M̄ aiFvij +
∑

vi∈S2
aiFvij , 1 ≤ j ≤ s

whereF̂ = (F̂1, F̂2, · · · , F̂s).
If the forged responseθ can pass the verification, then

e(T, g) = e(
∏c

i=1 hai

i

∏s
j=1 u

F̂j

j , RY H(ID,R))

i.e.,

e(
∏

vi∈S
T

M̄

T ai
vi

∏

vi∈S2

T ai
vi

, g)

=e((
∏

vi∈S
T

M̄

hai

i

s∏

j=1

u

P

vi∈S
T

M̄
aiFvij

j ) · (
∏

vi∈S1

hai

i

s∏

j=1

u

P

vi∈S2
aiFvij

j ), RY H(ID,R))

(4)

For the index in the setS
⋂
M̄, we can get

e(
∏

vi∈S
T

M̄

T ai
vi

, g)

=e(
∏

vi∈S
T

M̄

hai

i

s∏

j=1

u

P

vi∈S
T

M̄
aiFvij

j , RY H(ID,R))

(5)

According to the formulas (4)(5), we can get the formula
below

e(
∏

vi∈S2

T ai
vi

, g) = e(
∏

vi∈S1

hai

i

s∏

j=1

u

P

vi∈S2
aiFvij

j , RY H(ID,R))

(6)

On the other hand, we can get the following formula by
making use of the tag scheme

e(
∏

vi∈S2

T ai
vi

, g) = e(
∏

vi∈S2

hai

i

s∏

j=1

u

P

vi∈S2
aiFvij

j , RY H(ID,R))

(7)

From the formulas (6)(7), we can get
∏

vi∈S1

hai

i =
∏

vi∈S2

hai

i (8)

Sinceh is a cryptographic hash function which is collision-
free, the probability that the equation (8) holds is1

q
, i.e., it is

negligible. The combined block-tag pair(F̂ , T ) (i.e., response)
only can pass the verification with negligible probability.

Thus, from the above three lemmas (Lemma 1, Lemma 2,
Lemma 3), we have the following claim.

Theorem 1:The proposed ID-DPDP protocol is existen-
tially unforgeable in the random oracle model if the CDH
problem onG1 is hard.

Proof: Let the stored index-block pair set be{(1, F1),
(2, F2), · · · , (n, Fn)} and the CS set beP . For 1 ≤
i ≤ n, each blockFi is split into s sectors, i.e., Fi =
{F̃i1, F̃i2, · · · , F̃is}. Then, the hash functionh1 is used on
these sectors,i.e., Fij = h1(F̃ij). Then, we get the hash
value set {Fij}. Let the selected identity set beI =
{ID1, ID2, · · · , IDñ}. Define the challenger asB and the
adversary asA. Algorithm B is given (g, ga, gb) ∈ G1. Its
goal is to outputgab ∈ G1.

The Setup, Extract-Oracle, H-Oracle, h-Oracle, h1-
Oracle, TagGen-Oracle procedures are the same as the
corresponding procedures in the proof of Lemma 1.
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Fig. 8. The probability curvePX of detecting the corruption

Let the challenge bechal = (c, k1, k2) and the forged
response beθ = (F̂ , T ) whereF̂ = (F̂1, F̂2, · · · , F̂s). Assume
that θ can pass the verification,i.e.,

e(T, g) = e((

c∏

i=1

hai

i

s∏

j=1

u
F̂j

j , RY H(ID,R)) (9)

wherehi = h(Nπk1
(i), CSlπk1

(i)
, πk1(i)), ai = fk2(i), 1 ≤

i ≤ c.
According to Lemma 1 and Lemma 2, if some challenged

block-tag pairs are modified, the verification formula (9) only
holds with negligible probability. Since the verifier does not
store block-tag pairs,A can substitute the other valid block-tag
pairs for the modified block-tag pairs. According to Lemma 3,
the substituted response only can pass the verification with
negligible probability,i.e., the formula (9) only holds with
negligible probability.

Thus, in the random oracle, except with negligible probabil-
ity no adversary can cause the verifier to accept the challenged
response if some challenged block-tag pairs are modified.
Theorem 1 is proved.

Theorem 2:Suppose thatn block-tag pairs are stored,̄d
block-tag pairs are modified andc block-tag pairs are chal-
lenged. Then, our proposed ID-DPDP protocol is( d̄

n
, 1 −

(n−d̄
n

)c)-secure,i.e.,

1− (
n− d̄

n
)c ≤ PX ≤ 1− (

n− c + 1− d̄

n− c + 1
)c

wherePX denotes the probability of detecting the modifica-
tion.

Proof: Let the challenged block-tag pair set beS and the
modified block-tag pair set beM. Let the random variableX
be X = |S

⋂
M|. According to the definition ofPX , we can

get

PX = P{X ≥ 1}

= 1− P{X = 0}

= 1−
n− d̄

n

n− 1− d̄

n− 1
· · · · ·

n− c + 1− d̄

n− c + 1

Thus, we can get

1− (
n− d̄

n
)c ≤ PX ≤ 1− (

n− c + 1− d̄

n− c + 1
)c

This completes the proof of the theorem.
Figure 8 shows the probability curve ofPX . From the

picture, we know that our protocol has high integrity checking
probability.

V. CONCLUSION

In multi-cloud storage, this paper formalizes the ID-DPDP
system model and security model. At the same time, we
propose the first ID-DPDP protocol which is provably secure
under the assumption that the CDH problem is hard. Besides
of the elimination of certificate management, our ID-DPDP
protocol has also flexibility and high efficiency. At the same
time, the proposed ID-DPDP protocol can realize private ver-
ification, delegated verification and public verification based
on the client’s authorization.

REFERENCES

[1] G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson,
D. Song, “Provable Data Possession at Untrusted Stores”,CCS’07, pp.
598-609, 2007.

[2] G. Ateniese, R. DiPietro, L. V. Mancini, G. Tsudik, “Scalable and
Efficient Provable Data Possession”,SecureComm 2008, 2008.

[3] C. C. Erway, A. Kupcu, C. Papamanthou, R. Tamassia, “Dynamic
Provable Data Possession”,CCS’09, pp. 213-222, 2009.
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