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Optimizing Live Migration of
Multiple Virtual Machines
Walter Cerroni, Member, IEEE, and Flavio Esposito, Member, IEEE,
Abstract—The Cloud computing paradigm is enabling innovative and disruptive services by allowing enterprises to lease computing,
storage and network resources from physical infrastructure owners. This shift in infrastructure management responsibility has brought
new revenue models and new challenges to Cloud providers. One of those challenges is to efficiently migrate multiple virtual machines
(VMs) within the hosting infrastructure with minimum service interruptions. In this paper we first present a live-migration performance
testing, captured on a production-level Linux-based virtualization platform, that motivates the need for a better multi-VM migration
strategy. We then propose a geometric programming model whose goal is to optimize the bit rate allocation for the live-migration of
multiple VMs and minimize the total migration time, defined as a tradeoff cost function between user-perceived downtime and resource
utilization time. By solving our geometric program we gained qualitative and quantitative insights on the design of more efficient
solutions for multi-VM live migrations. We found that merely few transferring rounds of dirty memory pages are enough to significantly
lower the total migration time. We also demonstrated that, under realistic settings, the proposed method converges sharply to an
optimal bit rate assignment, making our approach a viable solution for improving current live-migration implementations.
Index Terms—Cloud Computing, Virtualization, Live Migration, Bandwidth Allocation, Geometric Programming.
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I NTRODUCTION

C

LOUD computing is completely reshaping the way
users approach to information technology (IT) services,
both for business and leisure purposes. The highly distributed nature of such utility paradigm allows for fast,
cheap, easy, on-demand, ubiquitous, and transparent access
to personal or shared data and computing services [1].
Cloud computing enables users to store data, run applications, develop software tools, and customize entire virtual
IT infrastructures without worrying about the investment
and maintenance costs of the required hardware resources.
On the other hand, Cloud providers can take advantage of
massive sharing of their data center infrastructure costs and
offer ”pay-per-use“ IT services at competitive prices. This
virtuous cycle of demand and offer has caused the public
Cloud computing market to skyrocket in the last few years,
with forecasts of continuing revenue growth [2].
Resource virtualization is one of the key technologies
for an efficient deployment of Cloud services. Decoupling
service instances from the underlying processing, storage
and communication hardware allows to flexibly deploy any
application on any server within any data center, independently of the specific operating system and platform being
used [3]. In particular, the use of virtual machines (VMs) to
implement end-user services is now a well-established practice. A VM can be instantiated, cloned, migrated, rolled-back
to a previous state without expensive hardware interventions, enabling flexible workload management operations
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such as server consolidation and multi-tenant isolation [4].
This is particularly useful in a distributed Cloud system,
where VMs can be easily moved to a remote location as long
as hypervisor compatibility is guaranteed. Live migration
is an additional feature that allows to move VMs from one
host to another, with minimal disruption to end-user service
availability [5].
Most of the (virtual) services hosted today within a VM
are based on multi-tier applications [6]. Typical examples
include front-end, business logic and back-end tiers of ecommerce services, or clustered MapReduce computing
environments [7]. Joint deployment of multiple correlated
VMs is also envisioned by the emerging Network Function Virtualization paradigm, which is radically changing
the way network operators plan to develop and build
future network infrastructures, adopting a Cloud-oriented
approach [8]. In general, a Cloud customer should be considered as a tenant running multiple VMs, that could be
either strictly or loosely correlated, and exchange significant
amount of traffic among each other. Therefore, moving a
given tenant’s workload often means migrating a group of
VMs, as well as the virtual networks used to interconnect
them, to guarantee that the communication between the
VMs is not best-effort, but has a dedicated channel with
reserved bandwidth.
Such scenario opens a number of challenges related to
multiple VMs live migration, especially when considering
transfers across multiple Clouds, e.g., due to Cloud bursting,
where communication resources play a critical role [9]. For
example, in high-performance computing or delay-sensitive
applications such as online gaming, augmented reality,
video streaming or high-frequency trading, using a suboptimal bit rate on the management channel dedicated for
VM migrations may lead to Service Level Agreement (SLA)
violations, bad user experience or even financial losses.
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How many VMs should be migrated? How much bandwidth should be dedicated to each VM transfer and why?
What is the amount of performance degradation, service
interruption, and resource consumption that a migration can
cause? These are only few of the challenges that may arise
in managing a seamless (elastic and scalable) Cloud service.
Although some existing Cloud products do offer a range
of solutions for joint management of multiple VMs running
multi-tier applications [10], they do not allow simultaneous
VM live migration and, to the best of our knowledge, there
are no readily available, state-of-the-art solutions that enable
the necessary optimized allocation of migration bandwidth.
Our Contributions: In this paper, we give an answer to
the above questions by dissecting the impact of live migration for an enterprise relying on a Cloud service forced to
migrate a set of VMs without SLA violations. In particular:
•

•

•

We characterize the role of VM live migration
with a measurement campaign on production-level,
Linux-based virtualization environments running
the QEMU-KVM hypervisor [11] and being managed
through the libvirt library [12]. In particular, we
measure the available bit rate and the live migration
latency under different conditions.
Leveraging the insight obtained from the measurement campaign, we propose a novel geometric program [13] to optimize multi-VM migration bandwidth allocation, by minimizing a cost function that
represents a tradeoff between two conflicting performance metrics: the user-perceived service interruption (downtime) and the Cloud resource consumption due to the VM transfer (pre-copy time). Our
approach is able to provide a generalized quantitative time analysis of the memory transfer phase
and the resulting service downtime for multiple VM
live migration, along with an effective control of the
iterative migration algorithm. We then use our model
to quantify the tussle between the downtime and the
pre-copy time in Section 6.
We are able to answer both qualitative design questions, such as live migration should always be used when
transferring multiple VMs, and quantitative questions,
such as very few dirty page transferring rounds are often
enough to minimize the total migration time. We also
empirically demonstrate that, under realistic settings,
the proposed geometric program converges sharply
to an optimal bit rate assignment solution, making it
a viable and useful contribution to develop advanced
Cloud management tools.

The rest of the paper is organized as follows. After a
brief overview of related work in Section 2, we discuss
the live VM migration problem and the current existing
solutions in Section 3. In Section 4 we describe our live
migration measurement campaign obtained on a libvirtmanaged QEMU-KVM environment. We then introduce our
optimization model and tradeoff cost function in Section 5,
and discuss numerical results obtained by solving the geometric program in Section 6. Finally, we conclude our work
in Section 7.

2

R ELATED W ORK

Although the idea of virtualized computing dates back to
more than 40 years ago [3], the widespread use of VMs to
efficiently run multiple commodity operating systems on
top of conventional hardware has become a reality only in
the last decade [14], [15]. The highly flexible workload management enabled by server virtualization allows to instantiate, clone and migrate VMs without expensive hardware
interventions. Since the original idea of performing livemigration to move VMs with minimal service interruption
came up [5], [16], several implementations and research
efforts have been carried out on the topic [4], [17], [18], [19].
Only a few state-of-the-art solutions, however, deal with the
issue of migrating multiple VMs.
To the best of our knowledge, VMFlockMS [20] is the
first migration service specifically optimized for cross-Cloud
transfer of groups of correlated VMs, executing multi-tier
applications. VMFlockMS’ focus is on the migration of large
VM disk images, by taking advantage of the similarities
typically shown within VMs in the same “flock”, which
can reach ratios as high as 96%. With the help of a distributed, high-throughput data de-duplication algorithm,
VMFlockMS limits the volume of data transferred over the
network, thus reducing the migration time. In addition,
VMFlockMS adopts prioritized data transfers and early VM
boot techniques to accelerate application start-up at the
destination host. However, differently from our work, this
approach is intended mainly for non-live VM migrations
and, in the best case, it requires to pause the VM execution
for as long as needed to transfer the whole memory snapshot along with the disk image. Furthermore, the optimal
allocation of inter-Cloud link bandwidth is not considered.
Ye et al. [21] performed an extensive experimental assessment of multiple VMs live-migration, investigating the role
of different resource reservation techniques and migration
strategies. In particular, the authors show that a proactive
allocation of CPU and memory resources on both source and
destination hosts helps improving the migration efficiency
and avoiding failures, especially if parallel and workloadaware migration strategies are adopted. Kikuchi et al. [22]
investigate the performance of concurrent live-migrations
in both consolidation and dispersion experiments, and then
propose and verify a tandem queuing model. Differently
from our approach that considers an optimal bit rate allocation, the cited solutions do not consider the significant
impact of network resources on live migration performance,
and do not provide a formal definition of optimal bandwidth allocation.
Other implementation-based studies have been carried
out, under different assumptions and pursuing different
objectives, to investigate simultaneous live-migration of
VMs. Some of them apply distributed memory page deduplication strategies to VMs that are co-located in the same
host [23] or rack [24], while others aim at understanding the
implications of live-migrating virtual clusters [25] or groups
of VMs together, as well as the virtual network interconnecting them [26]. Although the cited work offer significant
insights on implementation aspects of the state-of-the-art
techniques for simultaneous VM migrations, they do not
provide a bandwidth optimization framework targeted to
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this purpose.
Among the existing approaches to schedule multiple
VM migrations within a data center, the heuristic algorithm
proposed by Sarker et al. is aimed at minimizing the total
migration time and downtime while taking into account
computing, memory and mutual bandwidth requirements
of the VMs to be migrated [27]. However, the migration
bandwidth is assumed constant during the whole transfer,
whereas in our model we set the link capacities for each
round as variables of a geometric program and capture the
effect of memory dirtying rate during the migration phase.
Solutions that optimize bandwidth allocation for VM
migrations have been also floated before [28], [29]. In [28],
for example, the authors consider a linear optimization
problem introducing routing constraints, but they limit the
analysis to the single VM case. In addition, they optimize
rate allocation without dissecting the iterative pre-copy
algorithm, which in our study resulted in a geometric program. In [29], the authors propose instead a heterogeneous
bandwidth provisioning scheme, showing the advantages
of assigning different bit rate values to different migration
phases. Even in this case the authors focus on the single
VM, and do not formalize an optimization problem, but rely
on bandwidth allocation heuristics. Our objective function
captures instead, in the migration of multiple VMs, the
tussle between the two dominant components of the total
migration time, the pre-copy time and the downtime.
Performance indicators such as total migration time and
downtime that are suitable for multiple VM migrations
have been defined in previous work [30], [31]. We use
these indicators to devise the objective functions in our
optimization model, which determines the best set of parameters to control the iterative transfer algorithm used in
live migration. Therefore, by learning from our optimization
problem and simulation campaign, one could implement a
system able to (automatically) allocate migration bandwidth
and number of rounds based on the dirty rate history and
the application’s goal.

3 V IRTUAL M ACHINE L IVE M IGRATION :
BACKGROUND AND C HALLENGES
The migration of VMs from one hosting server to another
while they are still running, referred to as live-migration, is
a feature of high interest to Cloud managers [4]. In fact,
the VM does not need to be shut down at the source
and restarted at the destination, allowing the maintenance
of both the kernel states, and the states of all processes
running within the VM. The migration procedure should
have minimum impact on the availability of the services
provided by the VM, given that the whole VM environment
is maintained consistent across the transfer. In particular,
the consistency of the following three sets of states must be
guaranteed:
•

•
•

network: the network states are to be maintained, in
order to avoid dropping the ongoing TCP connections and disrupt the current services;
storage: once migrated, the VM has to synchronize
its file system with that used at the source host;
memory: all changes made by applications and guest
operating system to the VM’s system memory during

the migration process must be detected and replicated at the destination host.
The network state consistency requirement is easily satisfied in a local Cloud environment, i.e., when the VM is
connected via a virtual bridge to the same physical LAN
at both source and destination hosts. In this case, the VM
can keep the same IP address and, when its execution
is resumed at the destination, a gratuitous ARP packet is
sufficient to make all switches and neighbors aware of
the new VM location.1 More complex is the case of a
VM migration to a remote data center connected within a
different network/domain: in principle, the same IP address
cannot be reused and all ongoing connections are dropped.
However, recent IP mobility solutions can be applied to
overcome this issue, such as those based on naming the
application and not the interface [32], or those based on
the so-called identifier/locator split principle, including the
Host Identity Protocol (HIP) [33], the Identifier-Locator Network Protocol (ILNP) [34], and the Locator/ID Separation
Protocol (LISP) [35]. All these solutions can be applied to
the VM mobility (and multihoming) problem [36], [37], [38].
Another possibility is to extend the VM’s LAN segment
across multiple Cloud locations by taking advantage of the
Virtual Private LAN Service (VPLS) technology provided by
the MPLS protocol [39]. Another emerging approach is to
adopt the programmable network reconfiguration capabilities offered by Software Defined Networking [40], which
allows migrating entire virtual networks from one data
center to another [26], or dynamically rerouting external
traffic after a VM has been migrated [41].
The file system state consistency requirement during
live-migrations within a local Cloud environment is typically ensured by adopting well-established shared storage
solutions: the migrating VM is attached to the same file
system, available at both source and destination hosts, so
that there is no need to copy disk images. However, when
migrating a VM to a remote destination host, the storage
needs to be synchronized first. This synchronization may
require a large data transfer, that in the worst case can be up
to the entire VM disk image. An efficient solution for such
synchronization consists in: (i) executing the bulk storage
data transfer before launching the actual VM live migration,
(ii) recording all write operations happening during the
transfer, and (iii) applying the changes at the destination
host when the VM is being migrated [39], [42]. The use
of template disk images and write throttling mechanisms
allows to reduce the amount of bulk storage data to be
transferred, and the number of changes to be applied.
The most typical live-migration technique for migrating
VM memory state is the so called pre-copy [5]. As illustrated
in Figure 1, the migration starts with an iterative push phase
while the VM is still running: in the first round, which
we call round 0, all memory pages allotted to the VM are
copied; then, at each following round, the “dirty” memory
pages—the pages modified during the previous round—
are transferred. The push phase continues until either the
1. Gratuitous ARP requests are Address Resolution Protocol request
packets sent to detect duplicate IP addresses within the same network
scope, in which the source and destination IP are both set to the IP of the
machine issuing the packet, and the destination MAC is the broadcast
address ff:ff:ff:ff:ff:ff.
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Fig. 1. The three phases of the pre-copy live memory migration technique and related timings (single VM case).

remaining size of dirty memory is small enough to be
transmitted in less than a target interval, or the hypervisor
concludes that the memory migration process is not converging, e.g., because the page dirtying rate appears to be
higher than the transfer rate. At this point, the stop-and-copy
phase starts: the VM is suspended at the source host and the
remaining dirty pages are copied to the destination. Finally,
during the resume phase the VM is brought back on-line at
the destination host with consistent memory, storage and
network states.
The opposite approach is adopted by the post-copy migration technique [43]. The VM is immediately paused, a
minimal processor state is copied, and the VM is resumed at
the destination. Then, any memory page needed by the running applications is pulled from the source. In this case, prepaging and dynamic self-ballooning techniques are used to
reduce both the number of page faults, and the amount of
data to be fetched. Compared to the pre-copy scheme, a
migration by post-copy could reduce the migration time,
as each memory page is transferred only once. However,
in case of a failure of the destination host, the VM states
become unrecoverable, making this approach undesirable.
The most widely adopted virtualization systems, such
as VMware, Xen, VirtualBox, and QEMU-KVM, implement
live-migrations according to the pre-copy technique, choosing different approaches for maintaining storage state consistency [4]. In this paper, we assume the QEMU-KVM
hypervisor as a reference implementation for deriving our
live-migration model. Our results are valid however for any
general VM live-migration solution based on the pre-copy
technique.
Kernel-based Virtual Machine (KVM) implements core
virtualization functions at the Linux kernel level, and is able
to take advantage of the virtualization extensions supported
by modern x86 processors [11]. It requires a user-space hardware emulation platform, such as Quick EMUlator (QEMU),
to build a fully-fledged VM hypervisor [44]. QEMU-KVM
can provide a full virtualization system as well as paravirtualized drivers to achieve high performance in I/O
operations on network devices, disks and memory. Hosting servers based on QEMU-KVM are typically managed
through the libvirt APIs, an open-source software toolkit

that allows to “provision, create, modify, monitor, control,
migrate and stop the domains,” i.e., the VMs running on
multiple hosts [12]. Since libvirt supports different kinds of
hypervisors, including it in our model does not hinder its
generality.
The pre-copy memory migration process implemented
by QEMU-KVM is based on an open-loop control mechanism [45]. The administrator is allowed to configure two
parameters for any given migration thread: the maximum
transfer rate and the maximum allowed downtime. The maximum transfer rate is useful to limit the amount of network
bandwidth consumed by the migration during the iterative
push phase so that, when the same physical connection
is shared with the applications running in the VM, these
do not suffer significant network performance degradation.
Such rate limitation is not applied during the final stop-andcopy phase, because the applications are suspended and this
last transfer should be performed as fast as possible. The
maximum allowed downtime specifies an upper bound to
the duration of the stop-and-copy phase, and can be used
to control the service interruption time when the VM is
paused. An additional control parameter provided by the
libvirt API is the migration timeout, which allows to set a
limit to the duration of the whole VM transfer, in case the
pre-copy algorithm does not terminate quicky.
When also storage migration is required, QEMU-KVM
provides two methods: full disk image replication and
incremental replication of changes made to a previously
shared template disk image [46]. Both methods use the
same migration channel as the memory migration thread,
and adopt a sort of pre-copy algorithm to transfer “dirtied”
disk blocks during the iterative push phase, trying to not
exceed the maximum transfer rate. Network state migration
is currently supported by QEMU-KVM only if the VM is
migrated within the same LAN, by sending gratuitous ARP
packets when the VM is resumed at the destination.

4 C HARACTERIZING L IVE -M IGRATION IN L INUX
QEMU-KVM E NVIRONMENTS
In order to define a realistic live migration model, we analyze in details how such task is implemented in the Linux
QEMU-KVM hypervisor. We also carry out an experimental
characterization of the live-migration procedure, to assess
the role of the main system parameters, i.e., available bit
rate, memory dirtying rate, and maximum allowed downtime.
The VM live-migration procedure in a libvirt-managed
QEMU-KVM environment can be summarized in the following steps:
1)
2)

3)
4)

a secure channel (typically using SSH) is established
between source and destination hosts;
the maximum transfer rate and maximum allowed
downtime parameters, if specified, are passed to the
QEMU-KVM hypervisor, and the migration timeout
counter is started by libvirt;
a paused instance of the VM to be migrated is
created at the destination;
if needed, the image disk replication (either full or
incremental) begins, while dirty blocks are being
monitored;
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5)
6)

7)

8)

9)

10)

the iterative memory push phase begins, while dirty
pages are being monitored;
memory pages and/or disk blocks are continuously
sent over the secure channel until the maximum
transfer rate is reached;
the size of the remaining dirty pages/blocks is used
to estimate their total transfer time at the highest
possible channel bit rate, i.e., not considering the
configured rate limitation;
if the estimated remaining transfer time is larger
than the maximum allowed downtime and the migration timeout has not expired, steps 6 and 7 are
iterated;
the VM is paused and the remaining dirty
pages/blocks are copied to the destination (stopand-copy phase);
the VM is resumed at the destination and destroyed
at the source.

To measure the actual behavior of VM live-migration
in a libvirt-managed QEMU-KVM environment, we perform some tests on an experimental setup, consisting of
two servers running Linux CentOS 6.3 with kernel 2.6.32,
QEMU-KVM 0.12.1, and libvirt 0.9.10 on a quad-core Intel
Core i5-3470 processor, with 4 GB RAM and two Gigabit
Ethernet network interfaces. One interface is connected to
the management LAN and is used by the hosts for VM
migration, whereas the other is connected to the data LAN,
bridged with the VM, and used by VM applications to
exchange traffic (Figure 2.) Both hosts are attached via
the management LAN to a common NFS storage facility,
where the VM image disk is saved: this way, no storage
synchronization is needed during the migration. The VM to
be migrated is configured with one logical CPU and 1 GB
of memory. It is running Linux CentOS 6.3 and a simple
test application that, after allocating the whole VM memory
space, is either idle or periodically rewriting a random set of
memory pages at a specified rate. The VM is also executing
iperf [47] to generate a UDP data traffic stream at 10 Mbps
directed to an external receiver. We monitor the bit rates of
both migration data transfer and UDP flow. We launch the
migration command with a migration timeout of 5 minutes
and the default value of the maximum transfer rate set
by QEMU-KVM, i.e., 32 MB per second (corresponding to
about 270 Mbps).
We execute a first set of experiments with the default
value of the maximum allowed downtime, i.e. 30 ms, changing the bit rate R available on the management LAN and the
VM execution state. The measured bit rates are reported in
Figure 3. The first test is performed with full bandwidth
available (R = 1 Gbps) and an idle VM state, meaning that
the only memory pages being dirtied during the migration
were those modified by the background operations of the
operating system. As shown in Figure 3a, the iterative push
phase lasts for about 30 seconds and, complying with the
configured value, the average migration bit rate is around
270 Mbps. Full bandwidth is used instead in the stop-andcopy phase, which takes about 0.3 second, as reported in the
close-up of Figure 3b. Here the gap in the UDP stream bit
rate gives useful information: due to the negligible network
latency in the data LAN, the size of the interval during

Fig. 2. Experimental setup used for single VM live migration in a libvirtmanaged QEMU-KVM environment.

which the iperf receiver does not detect any packet can be
considered as a reasonable measure of the VM downtime,
i.e., the time when the VM is suspended. The downtime
measured in Figure 3b is about 0.5 second, meaning that
after the stop-and-copy phase, the resume phase needs additional 0.2 second to bring the VM back to full connectivity.
The second test is performed again with full bandwidth
available, but this time the VM was running the test application at 2500 pages per second (pps), corresponding to
81.92 Mbps. As reported in Figures 3c and 3d, the effect of
such a low memory dirtying rate is a slightly longer push
phase (about 35 seconds) and an almost doubled downtime
(about 0.9 second). We carry out two additional tests with
the maximum bit rate R available on the migration channel
limited to 100 Mbps, using the Linux kernel traffic shaping
tool. The transfer rates measured when the VM is idle
(Figure 3e) show that the migration rate limitation results
in a significant increase of the overall migration time (about
80 seconds) as well as the downtime (about 21 seconds.)
This effect is amplified when the test application is running
at 2500 pps (Figure 3f .) The previous experiments demonstrate the key role of memory dirtying rate and migration rate to
determine the time performance of live migration.
We perform a second set of experiments with different
values of the maximum allowed downtime parameter, i.e.,
1 ms, 10 ms, 100 ms, 1 s, and 10 s, respectively. The bit rate
available for migration is R = 1 Gbps and the VM is this time
running the test application at 10000 pps. The measured
values of the actual downtime, migration time, resume time
and average push phase transfer rate are reported for all
five tests in Table 1. In all cases the transfer rate is very close
to the value of the corresponding control parameter (270
Mbps.) However, when the maximum allowed downtime is
set to 1 ms, the dirtying rate is so high that the migration
timeout expires before the target downtime is ever reached.
After that, libvirt suspends the VM at the source host and the
remaining dirty pages are finally copied to the destination,
resulting in an actual downtime of 3.62 seconds. It is worth
noting that the actual VM downtime fails to meet the target
value in almost all cases. This is probably caused by a large
overestimation of the channel bit rate, which is recomputed
by QEMU-KVM at each iteration without using a proper
averaging procedure [45].
The reported experiments show how the maximum al-
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Fig. 3. Measured transfer rate of migration traffic and UDP data flow generated by the VM, for two values of the bit rate R available for migration
and different VM execution states. (a) The full bandwidth is used in the stop-and-copy phase only (note the peak at circa 37 s), with corresponding
UDP flow interruption. (b) Close-up of (a) near the stop-and-copy: bit rate throttling in the push phase to avoid maximum transfer rate violations.
(c) Prolonged total migration time due to a non-idle VM transfer: a test application is writing 2500 pages per second. (d) Close-up of (c): downtime
doubled due to increased dirtying rate. (e) The limited bandwidth available on the migration channel forced the hypervisor to use only R = 100
Mbps in both push and stop-and-copy phases, prolonging the total (idle VM) migration time from about 30 s (a) to about 80 s. (f) Both migration time
and downtime increased w.r.t. (e) due to the test application writing 2500 pages per second.
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TABLE 1
QEMU-KVM migration timings measured in the experiments.
Max
downtime
1 ms
10 ms
100 ms
1s
10 s

Actual
downtime
3.62 s
0.35 s
2.35 s
8.82 s
8.76 s

Migration
time
303.26 s
147.30 s
62.70 s
9.97 s
9.94 s

Resume
time
0.21 s
0.22 s
0.14 s
0.08 s
0.07 s

Average push
phase bit rate
272.00 Mbps
271.99 Mbps
272.03 Mbps
283.79 Mbps
286.92 Mbps

lowed downtime parameter impacts the VM migration timing, demonstrating the opposite trend of the downtime versus
the migration time (and, consequently, the pre-copy time.) The
last increase of the target downtime from 1 second to 10
seconds has negligible influence on the migration, meaning
that the maximum downtime value of a pure stop-and-copy
migration has been reached.2

5

O PTIMAL M IGRATION OF M ULTIPLE VM S

In this section we present our original optimization model
for multiple VM migrations. We start with a quantitative
analysis of the live migration process, then we introduce the
optimal formulation of migration rate allocation, and finally
we discuss the geometric programming approach used to
solve the problem.
5.1

Optimization Model

As shown by the experiments reported in Section 4, the two
key parameters which quantify the performance of VM livemigration are the downtime and the total migration time. These
two quantities tend to have opposite behaviors, and should
be carefully balanced. In fact, the downtime measures the
impact of the migration on the end-user’s perceived quality
of service, whereas the total migration time measures the
impact on the Cloud network infrastructure: computing
resources, as well as transmission resources between them,
are consumed during the whole migration phase at both
source and destination hosts. The effect of a generic precopy algorithm on VM migration timings has already been
modeled, starting with the simple case of a single VM [48].
Then the same model has been generalized, extending it
to multiple VMs and evaluating how the performance parameters depend on VMs migration scheduling and mutual
interactions when providing services to the end-user [30],
[31]. In this section we leverage the aforementioned multiple
VMs migration performance model to formulate a geometric
programming optimization methodology, whose goal is to
find a tradeoff between downtime and migration time.
We adopt the following parameter definitions:
•
•
•
•

M is the number of VMs to be migrated in a batch;
Vmem,j is the memory size of the j -th VM to be
migrated, ∀j ∈ J = {1, . . . , M };
Di,j is the memory dirtying rate during round i in
the push phase of the j -th VM;
Vi,j is the amount of dirty memory of VM j copied
during round i;

2. The time needed to copy 1 GB plus overhead at 1 Gbps is around
9 seconds.

•
•
•
•
•

Ti,j is the time needed to transfer Vi,j ;
nj is the number of rounds in the push phase of VM
j;
R is the total bit rate of the migration channel;
ri,j is the channel bit rate reserved in round i to
migrate VM j ;
τdown is the VM maximum allowed downtime.

Then the equations that rule the live migration process
of VM j are:

V0,j = Vmem,j = r0,j T0,j
Vi,j = Di−1,j Ti−1,j = ri,j Ti,j

(1)
i ∈ Ij = {1, . . . , nj } (2)

The last transfer round, i.e. the stop-and-copy phase,
starts as soon as i reaches the smallest value nj such that:

Vnj ,j = Dnj −1,j Tnj −1,j ≤ rnj ,j τdown

(3)

Writing equations (1) and (2) recursively results in:

T0,j =

Vmem,j
r0,j

Ti,j =

i
Vi,j
Vmem,j Y Dh−1,j
=
ri,j
r0,j h=1 rh,j

(4)

i ∈ Ij

(5)

To simplify the formulation of the optimization model,
we fix the size of the problem to be solved, i.e., we assume
a fixed number of rounds n̄ common to all VM migrations:

nj = n̄,

Ij = I = {1, . . . , n̄}

∀j ∈ J

(6)

Depending on the choice of n̄, the assumed number of
rounds can be sufficient or not to reach the stop condition.
This means that, for a given set of input parameters (namely
Vmem,j , Di,j , and R), the chosen value of n̄ could be different
from the smallest one that satisfies inequality (3). Under
this assumption we are able to quantify the behavior of
the pre-copy algorithm using n̄ as a control parameter
and understand the role of the number of rounds on live
migration performance.
From equations (4) and (5) we can compute two objective
functions when n̄ rounds are executed in the push phase: the
total pre-copy time, computed as the sum of the duration of
the push phase of each VM:
!
n̄−1
i
M
XY
X
Dh−1,j
Vmem,j
1+
(7)
Tpre (n̄, r) =
r0,j
rh,j
i=1 h=1
j=1
and the total downtime, computed as the sum of the duration
of the stop-and-copy phase of each VM:

Tdown (n̄, r) =

M
n̄
X
Vmem,j Y Dh−1,j
r0,j h=1 rh,j
j=1

(8)

The expression in (7), which increases with the number
of rounds n̄, quantifies the amount of time required to bring
all migrating VMs to the stop-and-copy phase. On the other
hand, the second objective function measures the period
during which any VM is inactive, so it is suitable to quantify
the downtime of the services provided by the migrating
VMs. This expression does not include the duration of the
resume phase, which typically has a fixed value determined
by technology. If the allocated migration bit rate ri,j is
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always greater than the dirtying rate Di−1,j , the expression
in (8) decreases when n̄ increases. Therefore, with these
two objective functions we intend to capture the opposite
trend of migration time and downtime observed in the
experiments reported in section 4.
At each round i of the migration of each VM j , given
Vmem,j and Di−1,j , we wish to allocate the bit rates ri,j so
that a combination of the two objective functions

Tmig (n̄, r) = Cpre Tpre (n̄, r) + Cdown Tdown (n̄, r)

(9)
3

which we call the total migration time, is minimized. Formally, we have the following optimization problem:

min Tmig (n̄, r)

(10a)

ri,j

subject to Di−1,j < ri,j
M
X
ri,j ≤ R

∀i ∈ I ∀j ∈ J
∀i ∈ I

(10b)
(10c)

j=1

Di,j ≥ 0
ri,j > 0

6

∀i ∈ I ∀j ∈ J
∀i ∈ I ∀j ∈ J

The page dirtying rate constraints (10b) ensure that the
VM migration is sustainable, i.e., during the entire migration
process, we can transfer (consume) memory faster than the
memory to be transferred is produced. The set of constraints
(10c) ensure that at each memory transfer round we do not
allocate more bit rate than it is at any time available (R).
5.2

Minimization via Geometric Programming

Problem (10) is a geometric program [13]. Geometric programs
are not convex in their natural form; however, they can be
transformed to convex optimization problems by a change
of variables, and a transformation of the objective and
constraint functions. In particular, in a geometric program
the objective is a posynomial function, and the constraints
are equalities or inequalities between monomial functions.
Let r1 , . . . , rn be our n real positive bit rate variables,4
and r = (r1 , . . . , rn ) the vector of bit rates with components
ri . A real-valued function f of r, with the form:

f (r) = c r1a1 r2a2 · · · rnan ,

(11)

where c > 0, and ai ∈ R, is called a monomial function, or
monomial. The definition of monomial used here is standard
in geometric programming, but differs from the traditional
definition used in algebra, where the exponents must be
non-negative integers, i.e., ai ∈ N. A sum of monomials, i.e.,
a function of the form

f (r) =

K
X

ck r1a1k r2a2k · · · rnank ,

objective functions (7) and (8) as well as the total migration
time (9) are all posynomials.
The main trick to solving a geometric program efficiently
is to convert it to a non-linear but convex optimization
problem, i.e., a problem with convex objective and inequality constraints, and linear equality constraints. Efficient
solution methods for convex optimization problems are
well studied and can be found in [49]. The conversion
from a geometric program to a convex problem is based
on a logarithmic change of variables, and a logarithmic
transformation of the objective and constraint functions.
In particular, we substitute our original variables ri with
yi = log(ri ), and so ri = eyi . Instead of minimizing the
objective Tmig (n̄, r), we then minimize log (Tmig (n̄, ey )),
and we replace the inequality constraints (in a standard
form) from f (r) ≤ 1 to log (f (ey )) ≤ 0.

(12)

k=1

where ck > 0 and aik ∈ R, is called a posynomial function
with K terms, or simply a posynomial.5 It is easy to see that
3. Note that, in case of a single VM migration (M = 1) and choosing
Cpre = Cdown = 1, the expression in (9) gives exactly the time needed
to perform the push and stop-and-copy phases, i.e., the actual VM
transfer time.
4. To avoid unnecessary complexity with the notation, in this subsection we assume that i is the only decision variable index.
5. Posynomials, which should not be confused with polynomials, are
closed under addition, multiplication, and non-negative scaling. Monomials are closed under multiplication and division. If a posynomial is
multiplied or divided by a monomial, the result is a posynomial [13].

P ERFORMANCE E VALUATION

In this section we show several results obtained from our
simulation campaign. By solving our geometric program
across a wide range of parameter settings, we are able to
answer qualitative design questions, such as live-migration
should always be used when transferring multiple VMs, and
quantitative questions, such as few dirty page transferring
rounds are often enough to minimize the total migration
time.
Summarizing the details in three main take home messages, we found that, under the simulation settings described in Section 6.1, to minimize the total migration time:
(1) the downtime should be as limited as possible, (2) we
should always have at least one transferring round, but (3)
prolonging the pre-copy time “too much” does not help
improving the total migration time.
6.1

Simulation Environment

To validate our model and gain insights on the performance
of multi-VM live-migration, we conduct a simulation campaign using the geometric program solver GGPLAB [50].
GGPLAB uses the primal dual interior point method [51] to
solve the convex version of the original geometric program.
All our code is available at [52]. We were able to obtain similar results across a wide range of the parameter space, but
we present only a significant representative subset that summarizes our take-home messages. Even though GGPLAB
would support optimization problems with larger inputs,
when properly configured, our performance evaluation results are limited to a small set of VM migrations. Scalability
is not a major concern in our settings since the majority of
Cloud applications for enterprises need to simultaneously
migrate only small sets of VMs.
With the intent of keeping a general approach, we simulated different distributions of the VM memory size, which
is a critical parameter in live migrations: (i) a uniform distribution, to consider complete randomness; (ii) a gaussian
distribution, to take into account randomness from a large
number of samples around a mean value; (iii) a bimodal
distribution, to consider two kinds of VMs, small vs. large, a
common case in Cloud computing practices. In some cases,
we assumed a constant VM memory size and introduced
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Fig. 4. The downtime significantly decreases when increasing the number of rounds. (a) Impact of downtime only for multiple (3) VMs. The maximum
rate was set to 1 Gbps, and the VM size generated from a gaussian distribution with mean value reported in the legend and standard deviation of
300 MB. The values of minimum migration time are obtained solving Problem (10) when Cpre = 0 and Cdown = 1. (b) Same data as in (a) with
semi-logarithmic scale. (c) Same data as in (a) but with memory size generated following a bimodal distribution where 20% of the time the VM has
size 10 times bigger than what expressed in the legend. (d) Same data as in (c) but with semi-logarithmic scale. (e) Same data but the VM size
is generated according to a uniform distribution with average reported in the legend and standard deviation 300 MB. (f) Same data as in (e) with
semi-logarithmic scale. (g) Same as (e) with 6 VMs instead of 3. (h) Same data as in (g) with semi-logarithmic scale.

randomness in the migration process by sampling the page
dirtying rate from a gaussian distribution.
We run our simulations on a Linux machine with an Intel
i3 CPU at 1.4 GHz and 4 GB of RAM. Unless otherwise
specified, our results were obtained with 95% confidence
intervals.
6.2

Simulation Results

(1) The downtime can be reduced up to two order of magnitudes
while increasing the number of transferring rounds. In Figure 4a
we show the impact of the downtime, when migrating simultaneously 3 VMs. The maximum rate was set to 1 Gbps,
and the values of minimum migration time are obtained
solving Problem (10) when Cpre = 0 and Cdown = 1.

The size of the VMs is chosen from a gaussian distribution
with mean given in the legend and standard deviation 300
MB. In Figure 4b, we plot the same data as in (a) with
semi-logarithmic scale, to clarify that the downtime may
diminish of two orders of magnitude, as we increase the
number of rounds. In Figure 4c we have have generated
the VM sizes sampling from a bimodal distribution where
20% of the time the VM has size 10 times bigger than
what expressed in the legend, and in Figure 4d the same
data is expressed with semi-logarithmic scale. In Figure 4e,
we have instead generated the VM sizes sampling from a
uniform distribution with average reported in the legend,
and standard deviation of 300 MB, whereas in Figure 4f we
report the same data plotted in 4e with a semi-logarithmic
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Fig. 5. The pre-copy time reaches a saturation point after a few dirty page transferring rounds. (a) Impact of pre-copy time during the live migration
of 3 VMs. The maximum rate was set to R = 0.5 Gbps, and the VM size is chosen from a gaussian distribution with mean as shown in the legend
and standard deviation 300 MB. The values of minimum migration time are obtained solving Problem (10) when Cpre = 1 and Cdown = 0. (b) Same
data as in (a) but with a maximum rate R = 1 Gbps to divide among the 3 VMs. (c) The size of the 3 VMs is fixed as expressed in the legend, but
the page dirtying rate D is generated from a gaussian distribution with average 2500 pps, and a standard deviation of 300 pps. (d) Same data as in
(c) but with 6 VMs instead of 3.

scale. We then analyze the impact of doubling the number
of VMs to be migrated (from 3 to 6), still sampling the VM
size from a uniform distribution, in both linear and semilogarithmic scale (Figures 4g and 4h).
Although a diminishing delay is expected when the
number of allowed rounds increases, quantifying the downtime decrease is important to gain insights on how to tune or
re-architect the QEMU-KVM hypervisor migration functionalities. For example, delay-sensitive applications like online
gaming or high-frequency trading may require memory migrations with the maximum possible number of transferring
rounds. For bandwidth-sensitive applications instead, e.g.,
peer-to-peer applications, it may be preferable to reduce the
migration bit rate, tolerating a longer service interruption as
opposed to a prolonged phase with a lower bit rate.
We have also tested our model with different values of
maximum bit rate, as well as different dirtying rates, but we
did not find any significant qualitative difference and hence
we omit such results.
(2) The total migration time improvement diminishes as we
increase the number of transferring rounds. This diminishing
effect is a direct consequence of the diminishing duration
of each subsequent transferring round. This result gives
insights on the importance on allocating enough bandwidth,

to guarantee a given quality of service to VMs running
memory-intensive applications or with high dirtying rate.
The values of minimum migration time were obtained
solving Problem (10) when Cpre = 1 and Cdown = 0. In
Figure 5a, the impact of the pre-copy time only is computed
for 3 VMs at a maximum available rate of 0.5 Gbps. The size
of the 3 VMs is chosen from a gaussian distribution with
mean as shown in the legend and standard deviation 300
MB. In Figure 5b we show another experiment with identical
parameter set except that we double the maximum available
rate R (so that 1 Gbps is divided among the 3 VMs at each
round.) As we can see, as the available capacity grows,
the gain “saturation point” is reached faster. This result is
expected and it is a good sanity check of our simulator [52].
In Figure 5c we show a similar experiment but with 3
VMs of constant memory size as expressed in the legend,
and we introduce randomness by changing the number of
dirty pages per second. We sample the values of the dirty
rate D from a gaussian distribution with average 2500 pps,
and a standard deviation of 300 pps. Each page is assumed
to have the Linux standard size of 4096 Bytes. Finally, in
Figure 5d we show the effect of doubling the number of
VMs to be migrated (6 instead of 3.) Even in this case, we
omit similar results with respect to the distributions of VM
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Fig. 6. (a) Impact of total migration time during the live migration of 3 VMs. The maximum rate was set to 1 Gbps, and the VM size is gaussian
with average shown in the legend and standard deviation 300 MB. The values of minimum migration time are obtained solving Problem (10) when
Cpre = 1 and Cdown = 1. (b) Same data as in (a) but with memory size generated following a bimodal distribution where 20% of the time the VM
has size 10 times bigger than what expressed in the legend. (c) The VM size is generated according to a uniform distribution with average reported
in the legend and standard deviation 300 MB.
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Fig. 7. (a) Convergence time of the geometric program solver: the primal-dual interior point is solved with an iterative method. (b) After only
10 iterations, the primal-dual interior point method that solves our geometric program finds rates very close to the optimal, so in practice, the
optimization may stop after few iterations and start the transfers without waiting for the rates to reach their optimal value. The VM size is 1GB, the
maximum rate was set to 1 Gbps, the page dirtying rate to 2500 pps, and the number of rounds as reported in the legend. The values indicate the
optimality gap for the variables of Problem (10) when Cpre = Cdown = 1.

sizes, and of dirty pages per second.
(3) Few transferring rounds are enough to minimize the total
migration time. In this experiment, we confirm the previous
result (2) by evaluating the full posynomial function representing the total migration time Tmig (n̄, r), i.e., when both
the downtime and the pre-copy time have equal weight
Cdown = Cpre = 1 in the geometric program objective
function. Note that, even after the change of variables, our
geometric program is convex but still a non-linear optimization problem—the posynomial function Tmig (n̄, r) is a
summation of two non-linear functions—so we should not
expect to see the total migration time as merely a summation of the two values obtained solving separately the two
subproblems with Cdown = 0 and Cpre = 0, respectively.
In this experiment, we show results with 3 VMs chosen
from a gaussian distribution with average size indicated by
the legend, and standard deviation of 300 MB (Figure 6a);
with a bimodal distribution, when 20% of the time the VM
has size 10 times bigger than what is expressed in the legend
(Figure 6b); and with VM following a uniform distribution
with indicated average and a standard deviation of 300 MB

(Figure 6c).
(4) Near optimal values of bit rate are reached after only
few iterations of the primal-dual interior point algorithm.6 Our
problem seeks a minimization of the total migration time
by optimally allocating the bandwidth.7 However, if we run
any optimization problem, practically we have to add to
the total migration time also the time to solution, i.e., the
convergence time of the iterative algorithm that solves the
geometric program. If the convergence time is (too) high,
or if it is even comparable with the migration time, it may
not make sense to wait for an optimal solution, and a “best
effort” bit rate allocation could result into a lower total
migration time. With the goal of showing that this is not the
case, i.e., the convergence time is low, we report in Figure 7a
the convergence time measurements when using a machine
with standard processing power. The convergence time is
6. Note how the iterations of the interior point method refer to
convergence process to an optimal bit rate allocation, and hence
different from the rounds that the hypervisor needs to accomplish
live migration.
7. As we assumed a constant page dirtying rate D, bit rates
assigned proportionally to the size of the VM to be transferred.
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Fig. 8. (a) Impact of dirtying rate on migration time. (b) Impact of the relative weight α in the “tradeoff” objective function α · Tpre +(1 − α)Tdown .
(c) Tradeoff between pre-copy time and downtime for different weights in the cost function (each point represents a given value of n̄ ≥ 1, increasing
from left to right).

bounded by roughly 60 ms per round, while the iterative
method runs on average for 30 iterations, with a standard
deviation of 3 iterations.
As typical of most iterative methods, the first few iterations bring the major improvements to the objective
functions. In Figure 7b we show that the duality gap converges rapidly to very small values after only 10 iterations.8
This suggests that an iterative algorithm implementation
that would adapt the live migration strategy, i.e., the bit
rate to the VM application, will rapidly reach its stopping
condition. The lowest curve in Figure 7a shows the time
to compute the first 10 iterations (approximately a third.) In
summary, to transfer a VM of size 4 GB, with 1 Gbps, 200 ms
are enough to compute a vector of acceptable (suboptimal)
bit rates.
(5) As the page dirtying rate increases, it is convenient to
increase also the number of transferring rounds. If we fix the
page dirtying rate above a given value (e.g., 5 MB/s in
Figure 8a), we notice how an extended pre-copy phase,
i.e., a higher number of transferring rounds, reduces the
total migration time. In particular, increasing from 2 to
3 rounds brings a significant improvement, whereas additional rounds have a more limited impact, reaching a
saturation effect similar to the one shown in Figure 6. In
any case, such an improvement is less pronounced when
the dirtying rate becomes very high (e.g., above 20 MB/s
in Figure 8a) due to the power law that relates the total
migration time to the dirtying rate.
(6) Live migration lowers the total migration time. To gain
additional insights on the impact of the two different components of the total migration time, we solve the geometric
program with different weights on the two terms, the precopy time and the downtime. We start by setting Cpre = α
and Cdown = (1 − α), and assessing the impact of the migration time for different transferring rounds n̄ as we increase
α from 0 to 1 (Figure 8b). nj = n̄ is a parameter of the figure,
while α represents how much weight we assign to the
pre-copy phase during the bit rate assignment. Migrating
the VMs with a single stop-and-copy phase means setting
n̄ = 0. In this case, the total migration time is equivalent
8. The duality gap is defined as the difference between the optimal
value of the primal objective function, and the optimal of the dual
problem at any given iteration [49].

to the pre-copy time, which is equivalent to the downtime.
As soon as the number of rounds increases (n̄ > 0) the
total migration time drops. This suggests that we should not
transfer (multiple) VMs with merely a stop-and-copy procedure,
i.e., a live-migration is always beneficial for multiple VMs.
(7) Increasing the number of transferring rounds does not
help anymore after the first few rounds. Observing the different
curves with n̄ > 0 in Figure 8b, we note how increasing the
number of rounds leads to a diminishing marginal improvement that depends on the relative weight α. In particular,
when the pre-copy time component is more relevant, i.e.
for higher values of α, saturation is reached with 1 or 2
rounds, whereas when the downtime dominates, 3 or more
rounds can still bring some significant benefits. Another
interesting observation is that, for a given number of rounds,
as we assign more weight to the pre-copy time component
of the objective function, the resulting total migration time
increases.
The reason of such behavior can be understood observing the actual tradeoff between pre-copy time and downtime, as shown in Figure 8c where each point represents a
given value of the number of rounds n̄, increasing from left
to right. When Cpre /Cdown increases, the geometric program
tends to find optimal bandwidth values that reduce the
pre-copy time and increase the downtime, so the curves
are shifted towards the upper-left corner. However, for a
given value of n̄, the reduction of the pre-copy time is counterbalanced by an increased downtime, with a consequent
increase of the total migration time that depends on the
weight values. Also, as shown in the inset of Figure 8c,
when Cdown is dominant and the number of rounds is small,
increasing n̄ means reducing the amount of dirty memory
to be transferred in the stop-and-copy phase, thus reducing
the downtime.
In summary, we can argue that even with the generalized
objective function definitions given by Equations (7) and (8),
which are suitable for multiple VMs migration, there is a
tradeoff between the impact of the migration process on the enduser’s perceived quality of service (downtime) and on the resource
usage within the Cloud network infrastructure (pre-copy time).
(8) The optimization gain is maximized for a small number
of transferring rounds. As a final result, we quantify the
gain of our optimized geometric programming approach:
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of larger pools of VMs, or even entire virtual networks, for
different time-scales and migration requests. One available
tool to be used to run optimization experiments with larger
inputs is the open-source NEOS Optimization Server [53].
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